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Introduction

I was speaking to one of my colleagues who didn’t have much understanding of what the
cloud was, so I explained it from two perspectives, one being from a consumer perspec-
tive and the other commercial. From a consumer perspective, the cloud is mostly based on
software as a service (SaaS) where individuals store their files on OneDrive, Google Drive,
Dropbox, etc., or consume content not residing on a computer in their house like with
Netflix or Spotify. So, from a consumer perspective, the cloud is mostly about the con-
sumption of products that historically required individuals to have compute power and
local storage space of their own.

From a commercial perspective, the cloud takes on a whole other meaning, whereby a
commercial user of the cloud consumes compute resources for the purpose of providing
cloud services to the consumer. Providing these services to consumers requires great com-
pute capacity, because customers have become intolerant and impatient when it comes
to receiving cloud services. A small outage, an unexpected pause in a movie, or a latent
download of a file can lose customers and sometimes make the news. Having extra or idle
compute capacity to scale instantly has become a necessity for companies, but buying and
managing this capacity is not cost efficient.

I like to think that the birth of the cloud happened because of the Black Friday event
that happens in the United States. Black Friday takes place the day after Thanksgiving and
is one of the largest, busiest shopping days of the year. Amazon, wanting to make sure it
could withstand the surge of traffic it would receive on this day and through the weekend,
added a massive amount of compute power specifically for this day. Once the weekend
passed, they had to answer the question, now what shall we do with all these extra com-
puters? Having an entrepreneurial mindset, someone likely thought about how to make
some money from the servers and the idea of renting them out to companies popped up.
And this was the birth of infrastructure as a service (IaaS) from Amazon Web Services
(AWS) and what we call the cloud today.

The cloud, from a commercial perspective, is simply a place for companies or individuals
to rent computers hosted in a cloud provider’s private data center. Cloud providers such
as Microsoft, Amazon, and to some extent Google are in the market to provide a cloud
platform for companies that want to, in turn, provide a great performant product expe-
rience to their customers. From all of this, we have arrived at the next era of IT and com-
puting, which is the cloud.

In 2013, I wrote a book titled Windows Azure and ASP.NET MVC Migration. In the
introduction of that book, I mentioned the retirement of Windows Server 2003. My pri-
mary point in that introduction was to avoid moving an application that originally targeted
Windows Server 2003 directly to the cloud. Instead, take the opportunity for a reboot, a
refreshing rewrite, and a new start for the application. From a coding perspective, I recom-
mended using some new technologies such as REST, LINQ, and ORM; change from XML
to JSON; and use a cross-platform coding language like .NET Core. From an operating
system and compute resource perspective, I, as one would expect, drove the reader toward
the Microsoft Azure and Azure App Service compute products.
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At that time, in 2013, I drove the recognition of the emergence of the cloud and how
significant this new platform would become. I predicted this because I knew, firsthand,
the complexities, time, and effort involved in adding new compute capacities to an existing
on-premise IT solution, needless to mention the cost. I saw that it was now possible, in the
cloud, to add 1, 10, 20, or 200 new servers to a web farm with a simple click of a button.
And a most impressive part is that when I no longer wanted them, I pressed a different
button and removed them. I literally just got goose bumps while I wrote this paragraph, by
simply remembering my first experience with this autoscaling capability.

The years have passed, and there has been no slowing of cloud progress with the delivery
of more capabilities that make the life of an I'T professional simpler and the costs of a soft-
ware product more manageable. That comment doesn’t imply, or even hint, that under-
standing the cloud product and features is by any means simple—not even close. But there
should be no doubt that the arrival of the cloud has provided a platform to deliver prod-
ucts to customers who have a new, much more elevated set of expectations. This book will
help improve your understanding of the Microsoft Azure platform and features, with an
emphasis on the successful completion of your Azure Solutions Architect Expert (AZ-303
and AZ-304) exams.

Who This Book Is For

This book is for anyone who wants to learn about Microsoft Azure products and features
and ultimately attain the Azure Solutions Architect Expert certification. This book is not
intended for absolute beginners; however, beginners may gain some greater insights into
Azure and how to consume and configure its products and services. Gaining the Azure
Solutions Architect Expert certification means that you can comprehend, design, and imple-
ment technical solutions using the following:

= Azure Active Directory and security
=  Azure networking
» [aaS, PaaS, and serverless compute models
=  Azure Storage, Azure SQL, and Cosmos DB
»  Hybrid cloud models, compliance, and messaging services
»  How to design and program applications for the cloud
»  Deploy and migration techniques
=  Monitoring and recovery
That is a broad range of topics, and the number of possible scenarios in which to apply

them is equally as great. This book will provide insights into each of those topics, but it is
expected that you have some experience with each.
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What This Book Covers

This book covers everything you need to know to greatly increase the probability of
passing the Azure Solutions Architect Expert exam. But most important, the contents in
this book, once you learn them, will result in you being an Azure cloud architect. Which
is most important to you? Both for sure, which is the goal and purpose of this book. You
will learn about Azure security, Azure networking, Azure compute, Azure data stores and
storage, Azure messaging services, Azure migration tools, Azure monitoring tools, and
Azure recovery tools. That is a lot to learn about, and in addition to learning about what
those products are and do, you will work through some real examples to implement and
use them.

How This Book Is Structured

Good design really is everything. Unless you plan before doing, it is highly probable that
the result won’t quite measure up to the expectations. Really, in many instances, even
with good planning, the result could still not measure up or even be successful. There are
many priorities and areas to be concerned with when planning a big project. The same

is true when you are migrating existing on-premise workloads to Azure or creating new
applications and infrastructure directly on Azure. In both scenarios, security, networking,
compute, and data storage all come into focus. The chapters are provided in the order of
priority, which means when you plan your migration or deployments, make sure each of
those phases is part of your plan. The order in which those IT components are analyzed,
designed, and implemented is important and is the reason the book is constructed in

this way.

= Security
=  Networking
=  Compute
» Data and storage
»  Hybrid, compliance, and messaging
= Developing for the cloud
=  Migrate and deploy
*  Monitor and recover
Security is by far the most important point of concentration. Networking must exist

before you place your compute workloads into it, and keep in mind the network needs to be
secured before placing your workloads into it. Then your data, compliance and governance,
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messaging concepts, development concepts, and deploying your application initially and
applying updates cannot be ignored or missed. Once deployed, the lifecycle of your applica-
tion is really just beginning; monitoring it and having a failover and disaster recovery plan
designed and tested are musts for production IT solutions.

Following this design pattern laid out by the chapter flow will help you become a great
Azure Solutions Architect Expert. Note that when you take the Azure Solutions Architect
Expert exam, you sign a nondisclosure agreement (NDA) stating that you will not discuss
the questions or any of the content of the exam. That is important, so the credential you
gain when passing the exam maintains its integrity and value. This book will help you
learn the skills and gain the experience an Azure Solutions Architect Expert should have.
By learning and exercising the techniques contained within this book, your probability of
passing the exam is greatly increased. The point is, the book is geared toward building your
experiences and skills on the Azure platform; with those skills and experiences, you can
then master the skillset and gain the certification.

Chapter 1, “Gaining the Azure Solutions Architect Expert Certification” This
chapter provides an overview of the path toward the Azure Solutions Architect Expert
certification. It describes each of the new AZ-100, AZ-200, AZ-300, and AZ-400
roles and defines the AZ-300 and AZ-301 knowledge requirements in detail. I give

a short overview of how I achieved the certification and closes with a brief overview
of 12 of the most common Azure products. Knowing the internals of those 12 prod-
ucts, their features, and their dependences are must-learn curricula for the successful
completion of the AZ-303 and AZ-304 exams. The products are introduced in this
chapter; the internals are covered in the following related chapters.

Chapter 2, “Security and Identity” Let’s do this! Assuming you already have an
Azure subscription, it is time to take the next step and move your company into the
cloud. Initially, you need to set up the people who will have access to the subscription
and decide what they can and cannot do with it. But there is a whole other world, solar
system, and universe when approaching these two topics. Do not under-estimate this
chapter; read it fully, because it will touch on the topics necessary to pass the exam,
but it doesn’t stop there.

Chapter 3, “Networking” At this point, you have good knowledge of the Azure
security and identity capabilities, especially those around the management of your
Azure resources. Now it is time to begin planning and building the infrastructure on
which your application will operate. The Azure platform runs within the most sophis-
ticated data centers and in more than 50 regions around the world. Each data center is
an isolated network, with secure links to the internet and ultrafast connectivity with
Azure resources in its other regions. By setting up your own virtual network inside the
Azure data centers, you gain an even greater level of security and flexibility. Making
hybrid connections over ExpressRoute and VPN, or simply using HTTPS, is simple
and cost effective. This chapter discusses all these topics and a few more.

Chapter 4, “Compute” Now that security and networking are clarified and config-
ured, it’s time to jump into the heart of Azure. Compute is at the center of the cloud
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and is the reason companies move to Azure. Companies need CPUs and memory to run
their software applications or process data. Compute is the heart of Azure because it
is surrounded by both security and networking products and features. In this chapter,
you learn about the many Azure compute products and features, such as Azure virtual
machines (VMs). Azure VMs (i.e., [aaS) are the most popular type of compute offering
(Azure VMs was one of the first Azure products), but by no means the only or last.
Azure App Service, Azure Kubernetes Service (AKS), Azure Functions, Azure Batch,
and Service Fabric also provide compute power for specific business case scenarios. In
addition to learning those compute products in depth, you will learn which scenario is
best for each compute product. Concepts such as PaaS, event-driven, serverless (FaaS$),
High Performance Computing (HPC), microservices, and containerization (CaaS) will
also become clear.

Chapter 5, “Data and Storage” If you have made it this far, then you are close to
being ready to take the exam. Security, networking, and compute take up a majority

of the Azure Solutions Architect Expert exam questions. Those are the concepts that
need the most focus and concentration. However, data and storage are quite important.
Without them, what does the security procedure you have implemented so far protect?
What is the value of the networking capabilities that allow connectivity between nodes,
workstations, and clients then provide? Why do you need compute resource to run
workloads and application code? The reason is there is some data that needs processing
and that data needs to be somewhere for the compute to get the data from. That data
needs to be accessible from anywhere in the world and protected from anyone without
proper authentication and authorization to do so. Application code is what runs on
compute and is something that does work, but if there is nothing to do the work on,
then there is no reason for the code. The data, and how and where it gets stored, is the
next logical step in your learning and/or migration of your I'T solution to the cloud.

Chapter 6, “Hybrid, Compliance, and Messaging” Moving right along to some addi-
tional important concepts, one advantage Microsoft Azure has over all other cloud
server providers is its hybrid cloud capabilities. The concept of running hybrid solu-
tions on the Azure platform was introduced in Chapter 1. There was also a discussion
about hybrid Azure Identity solutions in Chapter 2, hybrid networking in Chapter 3,
and hybrid compute (aka cloud bursting) in Chapter 4. When you read this chapter,
the concept of what a hybrid solution is should already be in your back pocket. In this
chapter, you get a refresher and maybe some new insights about hybrid clouds. Com-
pliance is a big deal for companies that want to handle financial transactions, work
on government contracts, and comply with GDPR laws. There are numerous Azure
features and example models that can help you achieve this when running those kinds
of workloads on Azure. Finally, you will learn about a portfolio of Azure products
that manage the storage and management of messages from IoT or offline transac-
tion processing. Product services such as Service Bus, Event Hub, and Azure Storage
Queues shouldn’t at all be something new at this point. Prepare to get much deeper
into them and other messaging products in more technical and use case details.

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

XXVi

Introduction

Chapter 7, “Developing for the Cloud”  You will not find many questions on the
exam about development and coding. The Azure Solutions Architect Expert exam is
focused more on which tools to use in which scenario and in the most efficient and
cost-effective way. Nonetheless, you can design the most sophisticated security, net-
working, compute, data store, and messaging solutions, but if the code is unstable,

is unreliable, or has many bugs, then nothing really works right. You are protecting
an application that doesn’t really work, and running on highly tuned and precisely
targeted compute resources won’t compensate for bad code. This chapter will cover
some details about best-case cloud coding patterns so that you can at least have some
background if you ever get confronted with such a situation.

Chapter 8, “Migrate and Deploy”  In this chapter, you might begin to recognize that
everything is starting to come together. Security, networking, compute, data stores,
data storage, messaging services, and your application are all ready to go. Your RBAC
controls have been implemented, and those who need access to different Azure prod-
ucts have it. The VNets contain some Azure VMs in numerous subnets protected by
NSGs and Azure Firewalls. Your database is idle waiting for some data to process, and
your application code is tested, approved, and ready for action. Your heart is pumping
with excitement, and all the hard work is ready to pay off. The time has come to move
your data and application code to the Azure platform. It is time to reap the benefits of
your efforts by watching your customers and employees gain from all the benefits the
Azure platform has to offer them. Once you complete this and all previous chapters,
you too will experience these events.

Chapter 9, “Monitor and Recover” Once you’re here, for all intents and purposes
you have achieved what most do not. You now have a functional application running
on the Azure platform. Whether you migrated it or created it from scratch, your appli-
cation is secure, you have optimized your compute and data consumption, plus you are
certain to be compliant with all regulations in the countries where your company oper-
ates. That is something worthy of celebration. Take a second to reflect and celebrate
your accomplishments. Take a minute actually, but only a minute, and then recognize
that you are not quite finished. Although you have done so much, and a very good job
as well, you need to make sure the solutions you have running on Azure continue to
work properly. If they stop running, you need to quickly determine why. If it turns out
that it will take some serious time to get things back up and running, you need to have
a BCDR plan. Although this is the last chapter, after completing it, your journey is
really just beginning.
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What You Need to Use This Book

The following items are necessary to realize all the benefits of this book and to complete
the numerous exercises:
= A computer/workstation

= Internet access
=  An Azure subscription
= Visual Studio 2019 Community edition (free)
= Azure DevOps free account

Many of the exercises require you to consume Azure resources that have an associated
financial cost. Make sure in all cases that you understand the costs you may incur when
creating and consuming Azure products. Most of all, once you complete an exercise that
required the creation of an Azure product, you’ll want to remove it. However, in many

cases throughout the book, you rely on the Azure products created in the previous exercises
to complete the current one. Those scenarios are called out as much as possible.

Conventions

To get the most out of this book, certain conventions have been utilized throughout.
Exercise 1.1 shows an exercise.

Exercise 1.1

This kind of activity is an exercise that you should work through; following the exercise,
some details about what you did are explained. There is an attempt to proactively answer
any questions that may come up when working through them.

1. The exercises usually consist of a set of steps.

2. Each step is numbered.

3. The completion of all the steps is required to successfully complete the exercise.

A note provides tips, tricks, hints, or asides that are related to the current
discussion.
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Here are the formatting text styles used throughout the book:
»  We use italics to indicate when a new key term is introduced.
»  Keyboard strokes are sometimes represented as Ctrl+Shift+B.

»  Filenames and inline code are represented like the following:
string csharpGuitar = String.Empty;.

= Web addresses are provided in this format: portal.azure.com.

= Code snippets, PowerShell cmdlets, and Azure CLI commands are presented as
follows: Get-AzVM.

Source Code

You can find the source code for this book on GitHub here:
github.com/benperk/ASA

)/ Go to wiley.com/go/sybextestprep to register and gain access to this
,&TE book's interactive online learning environment and test bank with study
tools.

AZ-303 Objective Map

Table 1.1 shows where in the book the AZ-303 objectives are covered.

TABLE 1.1 AZ-303 Objectives to Chapter Mapping

Exam Objective Chapter

Implement and Monitor an Azure Infrastructure

Implement cloud infrastructure monitoring Chapter 9, “Monitor and Recover”
monitor security Chapter 2, “Security and ldentity”
monitor performance Chapter 9, “Monitor and Recover”
monitor health and availability Chapter 9, “Monitor and Recover”
monitor cost Chapter 9, “Monitor and Recover”
configure advanced logging Chapter 9, “Monitor and Recover”
configure logging for workloads Chapter 9, “Monitor and Recover”
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Exam Objective

Chapter

initiate automated responses by using
Action Groups

configure and manage advanced alerts

Implement storage accounts

select storage account options based on a use case
configure Azure Files and blob storage

configure network access to the storage account

implement Shared Access Signatures and
access policies

implement Azure AD authentication for storage
manage access keys

implement Azure storage replication
implement Azure storage account failover
Implement VMs for Windows and Linux
configure High Availability

configure storage for VMs

select virtual machine size

implement Azure Dedicated Hosts

deploy and configure scale sets

configure Azure Disk Encryption

Automate deployment and configuration of
resources

save a deployment as an Azure Resource Man-
ager template

modify Azure Resource Manager template

”

Chapter 9, “Monitor and Recover

4

Chapter 9, “Monitor and Recover”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”

Chapter 3, “Networking”

Chapter 5, “Data and Storage”

Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 9, “Monitor and Recover”
Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 8, “Migrate and Deploy”

Chapter 8, “Migrate and Deploy”

Chapter 8, “Migrate and Deploy”
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TABLE 1.1 AZ-303 Objectives to Chapter Mapping (continued)

Exam Objective

Chapter

evaluate location of new resources

configure a virtual disk template

deploy from a template

manage a template library

create and execute an automation runbook
Implement virtual networking

implement VNet to VNet connections
implement VNet peering

Implement Azure Active Directory

add custom domains

configure Azure AD Identity Protection
implement self-service password reset
implement Conditional Access including MFA
configure user accounts for MFA

configure fraud alerts

configure bypass options

configure Trusted IPs

configure verification methods

implement and manage guest accounts

manage multiple directories

Chapter 6, “Hybrid, Compliance, and
Messaging”

Chapter 8, “Migrate and Deploy”
Chapter 8, “Migrate and Deploy”
Chapter 8, “Migrate and Deploy”
Chapter 8, “Migrate and Deploy”
Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 2, “Security and Identity”
Chapter 2, “Security and ldentity”
Chapter 2, “Security and ldentity”
Chapter 2, “Security and Identity”
Chapter 2, “Security and Identity”
Chapter 2, “Security and ldentity”
Chapter 2, “Security and Identity”
Chapter 2, “Security and Identity”
Chapter 4, “Compute”

Chapter 2, “Security and Identity”
Chapter 2, “Security and Identity”

Chapter 2, “Security and ldentity”
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Exam Objective

Chapter

Implement and manage hybrid identities
install and configure Azure AD Connect
identity synchronization options

configure and manage password sync and pass-
word writeback

configure single sign-on

use Azure AD Connect Health

Implement Management and Security Solutions
Manage workloads in Azure

migrate workloads using Azure Migrate
implement Azure Backup for VMs

implement disaster recovery

implement Azure Update Management
Implement load balancing and network security
implement Azure Load Balancer

implement an application gateway

implement a Web Application Firewall
implement Azure Firewall

implement the Azure Front Door Service
implement Azure Traffic Manager

implement Network Security Groups and Applica-
tion Security Groups

implement Bastion

Chapter 2, “Security and Identity”
Chapter 2, “Security and Identity”
Chapter 2, “Security and ldentity”

Chapter 2, “Security and Identity”

Chapter 2, “Security and ldentity”

Chapter 2, “Security and Identity”

Chapter 4, “Compute”

Chapter 8, “Migrate and Deploy”
Chapter 9, “Monitor and Recover”
Chapter 9, “Monitor and Recover”
Chapter 4, “Compute”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 4, “Compute”
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TABLE 1.1 AZ-303 Objectives to Chapter Mapping (continued)

Exam Objective

Chapter

Implement and manage Azure governance solu-

tions

create and manage hierarchical structure that

contains management groups, subscriptions and

resource groups
assign RBAC roles
create a custom RBAC role

configure access to Azure resources by
assigning roles

configure management access to Azure

interpret effective permissions

set up and perform an access review

implement and configure an Azure Policy

implement and configure an Azure Blueprint

Manage security for applications
implement and configure KeyVault

implement and configure Azure AD Managed
Identities

register and manage applications in Azure AD
Implement Solutions for Apps
Implement an application infrastructure

create and configure Azure App Service

Chapter 6, “Hybrid, Compliance, and
Messaging”

Chapter 2, “Security and ldentity”

Chapter 2, “Security and ldentity”
Chapter 2, “Security and Identity”

Chapter 2, “Security and ldentity”

Chapter 2, “Security and Identity”

Chapter 6, “Hybrid, Compliance, and
Messaging”

Chapter 6, “Hybrid, Compliance, and
Messaging”

Chapter 6, “Hybrid, Compliance, and
Messaging”

Chapter 6, “Hybrid, Compliance, and
Messaging”

Chapter 2, “Security and Identity”
Chapter 2, “Security and Identity”

Chapter 2, “Security and ldentity”

Chapter 2, “Security and Identity”

Chapter 4, “Compute”

Chapter 4, “Compute”
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Exam Objective

Chapter

create an App Service Web App for Containers
create and configure an App Service plan
configure an App Service

configure networking for an App Service
create and manage deployment slots
implement Logic Apps

implement Azure Functions

Implement container-based applications
create a container image

configure Azure Kubernetes Service

publish and automate image deployment to the
Azure Container Registry

publish a solution on an Azure Container Instance
Implement and Manage Data Platforms
Implement NoSQL databases

configure storage account tables

select appropriate CosmosDB APIs

set up replicas in CosmosDB

Implement Azure SQL databases

configure Azure SQL database settings

implement Azure SQL Database managed instances

configure HA for an Azure SQL database

publish an Azure SQL database

Chapter 4, “Compute”
Chapter 4, “Compute”
Chapter 4, “Compute”
Chapter 4, “Compute”
Chapter 4, “Compute”
Chapter 4, “Compute”
Chapter 4, “Compute”
Chapter 4, “Compute”
Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

”

Chapter 5, “Data and Storage
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”

Chapter 5, “Data and Storage”

Chapter 5, “Data and Storage”
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AZ-304 Objective Map

Table 1.2 shows where in the book the AZ-304 objectives are covered.

TABLE 1.2 AZ-304 Objective to Chapter mapping

Exam Objective Chapter

Design Monitoring

Design for cost optimization Chapter 9, “Monitor and
Recovery”

recommend a solution for cost management and Chapter 9, “Monitor and

cost reporting Recovery”

recommend solutions to minimize costs Chapter 9, “Monitor and
Recovery”

Design a solution for logging and monitoring Chapter 9, “Monitor and
Recovery”

determine levels and storage locations for logs Chapter 9, “Monitor and
Recovery”

plan for integration with monitoring tools including Azure Chapter 9, “Monitor and
Monitor and Azure Sentinel Recovery”

recommend appropriate monitoring tool(s) for a solution Chapter 9, “Monitor and

Recovery”

choose a mechanism for event routing and escalation Chapter 9, “Monitor and
Recovery”

recommend a logging solution for compliance Chapter 6, “Hybrid, Compli-

requirements ance, and Messaging”

Design Identity and Security

Design authentication Chapter 2, “Security and Iden-
tity”

recommend a solution for single-sign on Chapter 2, “Security and Iden-
tity”

recommend a solution for authentication Chapter 2, “Security and Iden-
tity”
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Exam Objective Chapter

recommend a solution for Conditional Access, including  Chapter 2, “Security and Iden-
multi-factor authentication tity”

recommend a solution for network access authentication Chapter 2, “Security and lden-

tity”
recommend a solution for a hybrid identity including Chapter 2, “Security and Iden-
Azure AD Connect and Azure AD Connect Health tity”
recommend a solution for user self-service Chapter 2, “Security and lden-
tity”

recommend and implement a solution for B2B integration Chapter 2, “Security and lden-

tity”

Design authorization Chapter 2, “Security and Iden-
tity”

choose an authorization approach Chapter 2, “Security and lden-
tity”

recommend a hierarchical structure that includes Chapter 2, “Security and Iden-

management groups, subscriptions and resource groups  tity”

recommend an access management solution including Chapter 2, “Security and Iden-
RBAC policies, access reviews, role assignments, tity”

physical access, Privileged Identity Management (PIM),

Azure AD ldentity Protection, Just In Time (JIT) access

Design governance Chapter 6, “Hybrid, Compli-
ance, and Messaging”

recommend a strategy for tagging Chapter 6, “Hybrid, Compli-
ance, and Messaging”

recommend a solution for using Azure Policy Chapter 6, “Hybrid, Compli-
ance, and Messaging”

recommend a solution for using Azure Blueprint Chapter 6, “Hybrid, Compli-
ance, and Messaging”

Design security for applications Chapter 2, “Security and Iden-
tity”

recommend a solution that includes KeyVault Chapter 2, “Security and Iden-
tity”

recommend a solution that includes Azure AD Managed Chapter 2, “Security and Iden-
Identities tity”

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

XXXVi Introduction

TABLE 1.2  AZ-304 Objective to Chapter mapping (continued)

Exam Objective

Chapter

recommend a solution for integrating applications
into Azure AD

Design Data Storage
Design a solution for databases

select an appropriate data platform based on
requirements

recommend database service tier sizing
recommend a solution for database scalability

recommend a solution for encrypting data at rest, data in
transmission, and data in use

Design data integration
recommend a data flow to meet business requirements

recommend a solution for data integration, including
Azure Data Factory, Azure Data Bricks, Azure Data Lake,
Azure Synapse Analytics

Select an appropriate storage account

choose between storage tiers

recommend a storage access solution

recommend storage management tools

Design Business Continuity

Design a solution for backup and recovery
recommend a recovery solution for Azure hybrid and

on-premises workloads that meets recovery objectives
(RTO, RLO, RPO)

Chapter 2, “Security and Iden-
tity"”

Chapter 5, “Data and Storage”

Chapter 5, “Data and Storage”

Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”

Chapter 2, “Security”

Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”

Chapter 5, “Data and Storage”

Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”
Chapter 5, “Data and Storage”

Chapter 5, “Data and Storage”

Chapter 9, “Monitor and
Recovery”

Chapter 9, “Monitor and
Recovery”
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Exam Objective

Chapter

design and Azure Site Recovery solution

recommend a solution for recovery in different regions

recommend a solution for Azure Backup management

design a solution for data archiving and retention

Design for high availability

recommend a solution for application and workload
redundancy, including compute, database, and storage

recommend a solution for autoscaling

identify resources that require high availability

identify storage types for high availability

recommend a solution for geo-redundancy of workloads
Design Infrastructure

Design a compute solution

recommend a solution for compute provisioning

determine appropriate compute technologies, including
virtual machines, App Services, Service Fabric, Azure
Functions, Windows Virtual Desktop, and containers

recommend a solution for containers

recommend a solution for automating compute
management

Design a network solution

recommend a solution for network addressing and name
resolution

Chapter 9, “Monitor and
Recovery”

Chapter 9, “Monitor and
Recovery”

Chapter 9, “Monitor and
Recovery”

Chapter 9, “Monitor and
Recovery”

Chapter 9, “Monitor and
Recovery”

Chapter 9, “Monitor and
Recovery”

Chapter 4, “Compute”
Chapter 4, “Compute”
Chapter 5, “Data and Storage”

Chapter 4, “Compute”

Chapter 4, “Compute”
Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 4, “Compute”

Chapter 3, “Networking”

Chapter 3, “Networking”
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TABLE 1.2 AZ-304 Objective to Chapter mapping (continued)

Exam Objective

Chapter

recommend a solution for network provisioning
recommend a solution for network security

recommend a solution for network connectivity to
the Internet, on-premises networks, and other Azure
virtual networks

recommend a solution for automating network
management

recommend a solution for load balancing and
traffic routing

Design an application architecture

recommend a microservices architecture including Event
Grid, Event Hubs, Service Bus, Storage Queues, Logic
Apps, Azure Functions, and webhooks

recommend an orchestration solution for deployment
of applications including ARM templates, Logic Apps, or
Azure Functions

recommend a solution for APl integration

Design migrations

assess and interpret on-premises servers, data, and
applications for migration

recommend a solution for migrating applica-
tions and VMs

recommend a solution for migration of databases

Chapter 3, “Networking”
Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 3, “Networking”

Chapter 4, “Compute”
Chapter 6, “Hybrid, Compli-

ance, and Messaging”

Chapter 8, “Migrate and
Deploy”

Chapter 7, “Developing for the
Cloud”

Chapter 8, “Migrate and
Deploy”

Chapter 8, “Migrate and
Deploy”

Chapter 8, “Migrate and
Deploy”

Chapter 8, “Migrate and
Deploy”
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Assessment Test

1.  Which of the following protocols are commonly used for making a remote connection to
administer an Azure virtual machine? (Choose all that apply.)

A.
B.
C.
D.

SSH
Remote Desktop Protocol (RDP)
FTP

Azure Bastian

2. Which of the following Azure Database products are specifically designed to provide a key/
value pair data store? (Choose all that apply.)

A.
B.
C.
D.

Azure SQL
Azure Cosmos DB
Azure Table Storage

SQL managed instances

3. If you wanted to make sure that any person creating an Azure Storage container allowed
HTTPS only, which of the following Azure products would you use to achieve that?

A.
B.
C.
D.

Azure Blueprint
Azure Resource Manager
Role-based access control

Azure Policy

4. Which of the following products are available on Azure?

A.
B.
Cc
D

E.

Azure Delta

Azure Attack Vector

Azure Cluster Services (ACS)
All of the above

None of the above

5. Which of the following inbound NSGs will prevent resources from being accessed from
the internet?

A.

B.

Priority: 65000, Name: AllowVnetInBound, Port: Any, Protocol: Any, Source:
VirtualNetwork, Destination: VirtualNetwork, Action: Allow

Priority: 65001, Name: AllowAzureLoadBalancerInBound, Port: Any, Protocol:
Any, Source: AzureLoadBalancer, Destination: Any, Action: Allow

Priority: 65500, Name: DenyAlllnBound, Port: Any, Protocol: Any, Source: Any,
Destination: Any, Action: Allow

Priority: 65501, Name: DenyAlllnternet, Port: Any, Protocol: Any, Source: Any,
Destination: Any, Action: Deny
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10.

1.

Assessment Test

Which of the following outbound NSGs will prevent connectivity between the subnets in
the same virtual network?

A. Priority: 65000, Name: AllowVnetOutBound, Port: Any, Protocol: Any, Source:
VirtualNetwork, Destination: VirtualNetwork, Action: Allow

B. Priority: 65001, Name: AllowInternetOutBound, Port: Any, Protocol: Any, Source:
Any, Destination: Internet, Action: Allow

C. Priority: 65500, Name: DenyAllOutBound, Port: Any, Protocol: Any, Source:
VirtualNetwork, Destination: VirtualNetwork, Action: Deny

D. Priority: 65501, Name: DenyVnetOutBound, Port: Any, Protocol: Any, Source:
VirtualNetwork, Destination: VirtualNetwork, Action: Allow

Which of the following are Azure resources where you can apply an NSG? (Choose all

that apply.)

A. A network interface

B. An Azure virtual machine (VM)

C. An Azure subnet

D. An Azure virtual network (VNet)

Which of the following is true when you have a matched value of None for NextHopType

in an Azure route table?

A. The data transmission is dropped.

B. Traffic is routed to the Internet.

C. The data packet is routed within the virtual network.

D. No action is taken.

Which of the following is true when you have a value of Internet for NextHopType in an

Azure route table?

A. The data transmission is dropped.

B. Traffic is routed to the Internet.

C. The data packet is routed within the virtual network.

D. No action is taken.

Which of the following is true when you have a value of VirtualNetwork for NextHopType

in an Azure route table?

A. The data transmission is dropped.

B. Traffic is routed to the Internet.

C. The data packet is routed within the virtual network.

D. No action is taken.

Which of the following is true in regard to an address prefix of 0.0.0.0/0 in your

routing table?

A. The data transmission is dropped if matched.

B. It depends on the value of the NextHopType bound to 0.0.0.0/0.
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13.

14.

15.

16.

17.

C.

D.

Assessment Test xli

The address prefix of 0.0.0.0/0 only supports the NextHopType value of
VirtualNetworkGateway.

The default address prefix of 0.0.0.0/0 cannot be customized.

How many IP addresses would you get with this CIDR prefix: 172.19.3.0/27?

A.

B.
C.
D.

62
1,022
14
30

Which of the following are true given the CIDR prefix? (Choose all that apply.)

A.

B.
C.
D.

10.0.0.0/16 provides 65,534 IP addresses.
10.0.0.0/32 provides 32,766 IP addresses.
10.0.0.0/32 provides 1 IP address.
10.0.0.0/64 provides 16 IP addresses.

Which of the following are true? (Choose all that apply.)

A.

C.
D.

By default all resources within a virtual network can access each other on any port.

By default all resources within a virtual network can access each other using any pro-
tocol.

By default all resources within a virtual network can access the internet.

By default all resources within a virtual network can access each other on ports 22, 80,
443, and 3389.

Which tool is helpful for managing your Azure costs?

A.

B.
C.
D.

Azure Spending Control
Azure Cost Management
Azure Monitor

Azure Spending Throttler

Which of the following statements are true? (Choose all that apply.)

A.

B.
C.
D.

You can have multiple virtual networks in a single subnet.
You can have multiple subnets in a single virtual network.
You can have multiple virtual networks in a single resource group.

The same virtual network can be placed into multiple resource groups.

Which one of the following Azure products is intended for detecting and diagnosing appli-
cation problems?

A.

B.
C.
D.

Azure Monitor
Application Insights
Log Analytics

Azure Automation
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18.

19.

20.

21.

22.

23.

Assessment Test

Which one of the following Azure products is intended for detecting Azure infrastruc-
ture problems?

A. Azure Monitor
B. Application Insights
C. Log Analytics

D. Azure Sentinel

Which ARM template element is used to define a dependency between resources?

A. contingentUpon

B. dependentResource

C. childDependency

D. dependsOn

Which of the following can be used to provision an Azure resource using ARM? (Choose
all that apply.)

A. Azure Portal

B. PowerShell

C. Azure CLI

D. Visual Studio

You want to package your application code, dependencies, and operating system into a
single deployable unit. This concept is often referred to as which of the following?

A. Container

B. Docker

C. Azure Kubernetes Service (AKS)

D. Autonomous Deployable Unit (ADU)

Which of the following technical concepts apply to a relational database? (Choose all
that apply.)

A. NoSQL
B. SQL
C. JSON

D. Foreign key

Which of the following technical concepts apply to unstructured (aka nonrelational) data
store products? (Choose all that apply.)

A. Documents

B. JSON
C. Foreign key
D. NoSQL
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24.

25.

26.

27.

28.

29.

Assessment Test xliii

The term used to describe the process of ensuring you are who you say you are is most com-
monly called which one of the following?

A.
B.
C.
D.

Authentication
Identity validation
Authorization

Managed identity

The term used to describe the process of ensuring you are allowed to access a specific
restricted resource is most commonly called which one of the following?

A.
B.
C.
D.

Authentication
Access control verification
Conditional access

Authorization

Which of the following correctly describes the hierarchical structure of the management of
Azure resources, from top to bottom?

A.
B.
C.
D.

Resource, resource group, subscription, management group
Management group, resource group, subscription, resource
Management group, subscription, resource group, resource

Subscription, resource group, management group, resource

What is the purpose of a service tag?

A.
B.
C.
D.

Logical grouping of resources similar to a resource group
Used with NSGs so you don’t need to know IP addresses of dependent Azure resources
A marker used with Update Manager that notifies the administrator of missing updates

A notification mechanism for your customers when you are down for maintenance

What is an Azure region?

A.

B.

C.

D.

The organizing of Azure data centers per continent (North America, South America,
Europe, Asia, etc.)

The organizing of Azure data centers into geographical locations (West Europe, East
US, South Central US, etc.)

A highly redundant location within a data center for applications that require very high
availability solutions

A geographical location with two or more Azure data centers

Which of the following is true in regard to a private endpoint and a service endpoint?

A.

B.
C.
D

A private endpoint is not discoverable.
By default, a service endpoint is not discoverable.
It is possible to make a service endpoint nondiscoverable.

It is possible to make a private endpoint discoverable.
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xliv Assessment Test

30. Which of the following Azure products support a microservice-based solution? (Choose all
that apply.)

A. Azure Kubernetes Service (AKS)

B. Azure Container Instances (ACI)

C. Azure Microservice for Virtual Machines
D.

Azure Service Fabric
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Answers to Assessment Test

10.

11.

12.

A, B, D. Using the FTP protocol allows connectivity but does not provide any means to
configure the VM. The other options are all valid.

B, C. It would be possible to create a two-column table using SQL, one named Key and
the other named Value; however, it would not be as performant as an Azure Cosmos DB
or Azure Table Storage product. Both options B and C have features that are specifically
designed for key/value pair database implementations.

D. Azure Policy provides the capability to restrict and enforce resource management and
governance-based restrictions. The built-in Azure Policy templates target specific regional
and/or industry regulations. It is also possible to create and apply custom policies and apply
them subscription-wide.

E. Remember that you need to know all of the products available on Azure, be able to
describe each of them, and understand each product’s use case. This will get you very far
on the exam.

D. Any correct answer would need to contain the Action value of Deny to be a possible
answer since the question is about preventing the connectivity flow. Only option D contains
a Deny value and therefore is the correct answer.

C. To prevent connectivity using an NSG, the Action value must be Deny. The name of the
NSG in option D isn’t an optimal name, but the name has no influence on the rule. Option
C is the only possible answer.

A, C. When you apply an NSG, it is realized on a network interface and an Azure subnet.
There is no possibility to bind an NSG to an Azure virtual machine or virtual network.

A. When the value for NextHopType is None, the packet is dropped. This will result in the
client receiving a packet dropped error message.

B. As the name of the value implies, data transmissions that match the NextHopType of
Internet are routed to the internet.

C. As the name of the value implies, data transmissions that match the NextHopType of
VirtualNetwork are routed to resources within the virtual network to which the route table
entry is bound.

B. You can create a custom user-defined route (UDR) and link that prefix to any supported
NextHopType value. Therefore, the answer is that it depends on what it is linked to. By
default it is linked to the internet.

D. 232-%7 = 25 -2 = 30. Two IP addresses are subtracted for network addressing (for
example, 172.19.3.0) and broadcasting (for example, 172.19.3.30).
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Answers to Assessment Test

A, C. 232716 =216 _2 = 65,534 and 232-32 = 2° = 1. The math doesn’t work out for option B,
and /64 is not a valid prefix at all.

A, B, C. The ports presented in option D can be enabled when you initially create an NSG
or later, but they are not enabled by default.

B. There are no Azure products named Azure Spending Control or Azure Spending Throt-
tler. Azure Monitor is not used for monitoring costs, but rather applications and Azure
platform services. This leaves option B as the correct answer.

B, C. You cannot have multiple virtual networks in a subnet, nor can you place a virtual
network into multiple resource groups. Options B and C are valid.

B. Option D has nothing to do with monitoring. Azure Monitor is mostly focused on the
Azure platform infrastructure. Log Analytics is a database for storing logs generated by
Azure Monitor. Application Insights is mostly focused on application monitoring.

A. Azure Monitor is mostly focused on the Azure platform infrastructure. Log Analytics
is a database for storing logs generated by Azure Monitor. Application Insights is mostly
focused on application monitoring. Option D has nothing to do with monitoring.

D. Only option D is a valid ARM template element and is used to define deployment depen-
dencies between Azure resources.

A, B, C, D. It is possible to deploy code and provision Azure resources from all of
those tools.

A. A container is the word typically used to describe the packaging of an application in the
described manner. Docker is a tool that can create containers, and AKS is a platform that
can run an application in a container. There is no such technology called ADU.

B, D. Relational databases are those that organize data broken into numerous tables linked
by relations between them using foreign keys. The technical approach for extracting data
from those tables uses SQL.

A, B, D. Documents, NoSQL, and JSON are terms that you are commonly exposed to
when in the context of a nonrelational data store.

A. Authentication is the answer. Authorization is the process of confirming someone or
something has the correct privilege to access a resource. There is no process called iden-
tity validation, and managed identity is similar to a service principle useful for linking a
resource to an identity.

D. Authorization is the answer. Authentication is the process of confirming someone is who
they say they are. There is no process called identity validation, and managed identity is
similar to a service principle, which is useful for linking a resource to an identity.

C. The only correct Azure resource hierarchy is option C. The others are not supported.
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27.

28.

29.

30.

Answers to Assessment Test xlvii

B. Service tags are used for grouping IP address ranges by Azure resource. When you create
an NSG that needs inbound or outbound access, instead of needing to find and maintain
the IP addresses, Microsoft does this for you via service tags.

B. A region is usually a group of data centers that exist in close proximity to each other,
like in the same city. However, they are far apart enough to be able to not be impacted by
natural disasters like weather. Option B is the closest valid answer.

A. Discoverable means that there is a URL or host name that is accessible on the internet.
Service endpoints will restrict all the traffic to the endpoint, but it will not make it private.
Options C and D are not supported, leaving only option A.

A, D. AKS and Service Fabric are Azure products created for running microservices.
Options B and C are not specifically designed for this purpose.
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The Azure Solutions Architect Expert certification is one of
the more complicated/senior certificates to earn when com-
pared to the other currently available Azure certifications.
Table 1.1 describes their level of complexity. Visualize an
organization that creates a solution running on Azure. Preferably, a group of Azure
Developer Associates will code and test the solution based on best-case cloud design
patterns as explained and designed by the Azure Solutions Architect Expert.

TABLE 1.1 Azure Certifications

Level Azure Certificate Description
100 Azure Administrator Implement, monitor, and maintain Microsoft Azure
Associate solutions, focusing on security, network, compute,

and storage

200 Azure Developer Design, build/code, test, and support cloud applica-
Associate tions and services

300 Azure Solutions An expert in security, network, compute, and
Architect Expert storage for designing solutions to run on Azure

400 Azure DevOps Expert An expert in managing processes, people, and tech-

nologies for continually delivering solutions on Azure

An Azure Solutions Architect Expert will design and likely configure the security, network,
compute, and storage on the Azure platform. Once the application is coded and tested and
the platform is ready to run the application, the Azure DevOps Expert will collaborate with
all concerned parties and deploy the application to the platform. Any further changes will be
managed by the Azure DevOps Expert through the proactive engagement of key stakeholders
and the adherence and compliance to their processes and will be redeployed using several pos-
sible technologies. Finally, the Azure Administrator Associates will monitor and maintain the
implemented Azure features, designed by the Azure Solutions Architect Expert, developed by
the Azure Developer Associates, and deployed by the Azure DevOps Expert.

Every role plays a significant part in the overall success of the solution running on the
Azure platform. The solution can be as simple as an Azure Function or as complex as a
hybrid Azure VM Scale Set running across multiple virtual networks in multiple regions/
data centers. To attain this higher level of Azure certification, senior IT professionals must
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The Journey to Certification 3

recognize that although these are four separate certifications, they all play a distinct role
toward the design, creation, deployment, and maintenance of the solution.
Let’s now discuss getting on the path for Azure Solutions Architect Expert certification.

The Journey to Certification

As Ralph Waldo Emerson wrote, “Life is a journey, not a destination.” The same can be
said about the approach for achieving the Azure Solutions Architect Expert certification.
The experiences you pick up while working with and learning Azure features are the
true purpose of your goal and not necessarily the certification itself. An I'T professional
can be an expert at designing Azure solutions without taking the exams and earning the
certification. Simply having the certification is commendable, but without the knowledge
and wisdom learned along the way, how much value does it really denote?

Unlike life, where a destination is reachable with potentially an infinite number of expe-
riences and from multiple directions, the path to the Azure Solutions Architect Expert
certification is simple. Previously, the exams required to become a certified Azure Solutions
Architect Expert were AZ-300 and AZ-301. As you can see in Figure 1-1, those exams
were retired in September of 2020. The replacement exams are AZ-303 and AZ-304.

FIGURE 1.1

Azure Solutions Architect Expert Certification path

Deploy and Configure Infrastructure

Olmplement Workloads and Security

OArcmtem Cloud Technology Solutions
CCreate and Deploy

AZ-900

(optional)

AZ-300 09/24/2018 — 09/30/2020 AZ-301
Technologies Technologies

O ion & Secure Data

ODeveIop for the Cloud

06/30/2020

Determine Workload Requirements

O Design for Identity and Security

Microsoft
CERTIFIED

AZURE SOLUTIONS
ARCHITECT
EXPERT
K gk

CDesign a Data Platform Solution
C Design a Business Continuity Strategy

CDesign for Deploy, Migration, and Integration

C Design an Infrastructure Strategy

AZ-303
Technologies

Clmp\ement and monitor an Azure infrastructure

Workloads and Security

CArcmtect Cloud Technology Solutions

OCreale and Deploy

AZ-304
Design

CDesign monitoring
ODesigning identity and security

ODesigning data storage

O Designing for business continuity
C Designing infrastructure

The AZ-303 Azure Architect Technologies exam is focused on these components:

Implement and monitor an Azure infrastructure curriculum contains designing mon-
itoring solutions in terms of capturing diagnostics, exceptions, and performance data.
Using Azure Monitor, Log Analytics, and Application Insights will provide a place to
store and analyze that data. Data can be captured from Azure Active Directory, Net-
working, VMs, Azure App Services, and Data storage products, to name a few. How to
configure, store, and analyze them is something you need to know.
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Implementation of management and security solutions curriculum contains designing
management solutions using tools like Update Management, Azure Backup, and Azure
Migrate. Once your compute, data, and security products are provisioned, you need to
know how to configure and support them. Additionally, proper security implementa-
tions with Key Vault, RBAC, and network appliances like Azure Firewall, Azure Front
Door, and Azure Traffic Manager are also products and use cases you need to know.

Implementation of solutions for apps curriculum contains designing compute work-
loads using Azure App Service, Azure App Service Web App for Containers, Azure
Functions, and Azure Kubernetes Services (AKS). You will need to know when to use
these products and the benefits and constraints for choosing them.

Implementation and management of data platforms curriculum contains designing data
stores like Azure SQL, Azure Cosmos DB, and Azure SQL managed instances. Each of them
store data, and you need to know when to choose which one and how to configure them.

The AZ-304 Azure Architect Design exam is focused on these components:

Design monitoring curriculum contains designing monitoring with Azure Monitor and
Azure Sentinel. Keep in mind that cost is always a factor and you need to know how

to implement such solutions in the most cost effective manner. How to design and con-
figure a monitoring solution include not only capturing and viewing, but also alerting
and taking actions when an identifiable event takes place.

Designing identity and security curriculum contains designing security which is the most
important aspect of computing today. Tools like Azure Active Directory (AAD), Azure
Policy, and Azure Blueprint are helpful for managing and enforcing authentication. Addi-
tionally, concepts like multifactor authentication (MFA), Conditional Access, Single
Sign-on (SSO), and Privileged Identity Management (PIM) are must know concepts, not
only what they are and how they are used, but also how to implement and monitor them.

Designing data storage curriculum contains designing the data stores for storing your
application or big data. Learning about relational vs. non-relational data stores, Azure
Data Factory, Azure Data Bricks, and Azure Synapse Analytics are necessary to clear
this portion of the exam.

Designing for business continuity curriculum contains designing redundancy and
failover solutions. Azure Backup and Azure Site Recovery (ASR) are the tools primarily
used in this area. Concepts like retention policy, snapshots, and archiving must be
known and not only understood, but implemented and monitored.

Designing infrastructure curriculum contains designing your compute, network, storage
and messaging requirements. Almost every company has something unique about their
IT applications. Knowing the internals of Azure VM’s and Azure App Services and
choosing which one best fits their requirements is a key knowledge element. Event Hub
or Service Bus are messaging products; why use which one? You need to know this and
will learn it in this book. How to effectively implement and monitor all Azure products
and features and the use case for each is best known by candidates taking this exam.
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The amount of technologies, Azure features, and concepts that one must comprehend to
pass these exams is relatively high. I recommend that you take the optional AZ-900 Azure
Fundamentals exam prior to attempting the AZ-303 and AZ-304 exams. Doing so will
provide a taste of what is to come, may help define areas needing more study, and can pro-
vide a more gradual descent, or should it be more eloquently stated, assent into the clouds.

A Strategy to Pass the Azure Exams

Now that your head is spinning with all the knowledge required to take the exams, let me
provide a few tips to help pass them. Reading through the requirements of AZ-303 and
AZ-304 and knowing what is covered in this book, you will be in good shape to pass.

= Use Azure daily.
»  Read Azure articles, keeping yourself current.
»  Learn to recognize Azure product names, features, and functionality.

=  Gain a deep knowledge of a few, along with some knowledge of many, Azure products
and features.

Before taking most Microsoft certification exams, candidates are prompted to accept
certain terms and conditions, as well as committing to abide by a nondisclosure agreement
(NDA). Therefore, the following sections contain activities and efforts that will most likely
play a role in helping you achieve the Azure Solutions Architect Expert certification. No
specifics about the exam are provided as per the NDA.

Use Azure Daily

It shouldn’t be a stretch to imagine that using the product often will play a large role in gain-
ing the required knowledge tested on the exam. In my specific case, I successfully completed
the 70-533 Developing Microsoft Azure Solutions exam in October 2015 and had been
fully engaged with Azure for a few years prior to that. Then I completed the Azure Solutions
Architect Expert certification in February 2019. This means I have been working with Azure
on a daily basis for about six years. According to Wikipedia, Microsoft Azure was announced
in 2008 and went live in 2010, meaning I have worked on Azure almost since its existence.

My role has been primarily supporting customers who want to migrate existing or cre-
ate new solutions to run on Azure App Service. Originally, Azure App Service was named
Azure Web Sites (AWS), but over time that acronym caused some confusion with a solid
competitor with the same acronym, so the name was changed. Even today when an Azure
App Service solution is created, the default URL is *. azurewebsites.net.

Azure App Service will be discussed in more detail in later chapters, but Azure App Ser-
vice as an entry point into Azure is a good one for customers and for those wanting to learn
Azure. Azure App Service can expose you to the following additional Azure features:

=  Azure Monitor and Application Insights

»  Deployment techniques
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»  Azure Active Directory, OAuth, and managed Identity (MI)
»  Backup and recovery techniques and Traffic Manager

= SSL/TLS certificates

»  Hybrid Connection Manager, Azure VNet, and Azure CDN
=  WebJobs

= Autoscaling

The list could go on and on, with many more Azure features and products. The fact
is that once the entry point is discovered, the path toward getting visibility into other
Azure features becomes well-defined. The pace of learning quickly increases, and the vis-
ibility of how tightly these products and features are all integrated with each other also
becomes obvious.

)/ A typical entry point into the Azure platform is based on where the company
AéTE currently is at regarding its Azure consumption. In addition, the entry point
depends on the role of the individual and the type of solution being created
or migrated to Azure. This topic was discussed in the introduction, and you’ll
learn more at the conclusion of this section.

The point is that using Azure and its many features is necessary to prepare for and ulti-
mately pass the exam. Daily interaction and usage builds depth into many products, which
usually results in the horizontal consumption of others.

Read Azure Articles, Keeping Yourself Current

Once upon a time there was a saying in I'T that “things change faster than the internet.”
Having been part of that era, I confirm that the rate at which things changed, primarily for
the better, was intense. Changes to hardware, changes to operating systems, and changes to
products such as Internet Information Services (IIS), as well as the programming capabil-
ities created to run on them, were all happening at once. Keeping up was a challenge, but
there was the internet itself to search for ideas, tips, and solutions.

Not much has changed from an intensity perspective since then, but the saying mostly
used today is that “we are moving at cloud speed” or “we are moving at the speed of the
cloud.” Things are changing very fast still, and it is hard to keep up. The ability to stay
current on all Azure features exceeds the capacity of a single human mind. Therefore, tools,
teamwork, and logical groupings of information are necessary to have a chance of remain-
ing current and relevant. It is possible to have Azure change notifications pushed directly to
your email inbox. As shown in Figure 1.2, on GitHub it is possible to be notified based on
specific scenarios.

Table 1.2 describes the scenarios.
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FIGURE 1.2 Possible GitHub notifications

® Watch~ | 145 * Star | 517 YFork 63
Notifications

v Not watching
Be notified only when participating or

@mentioned.

Releases only
Be notified of new releases, and when

participating or @mentioned.

Watching

Be notified of all conversations,

Ignoring

MNever be notified.

TABLE 1.2 GitHub Change Notification Types

Type Description

Not Watching Be notified only when participating or @mentioned.

Releases Only Be notified of new releases and when participating or @mentioned.
Watching Be notified of all conversations.

Ignoring Never be notified.

For example, the Azure Functions host is open source and hosted on GitHub here:
github.com/Azure/azure-functions-host

If you would like to be notified of changes or conversations, then select the type of noti-
fication to receive. Additionally, to get notifications when announcements or changes occur
to the Azure App Service environment, sign up here:

github.com/Azure/app-service-announcements

Many Azure features are hosted on GitHub and not only support the ability to be noti-
fied of changes but also allow people to contribute to the enhancement of the product.
A list of changes to all Azure features is stored here:

azure.microsoft.com/en-us/updates
A graphical representation is accessible here:

aka.ms/azheatmap
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Additionally, a list of all Azure products is available here:
docs.microsoft.com/en-us/azure/#pivot=products&panel=all

Click the product of interest to get a great set of documentation for that specific product.
Finally, here is a link to the official Azure blog:

azure.microsoft.com/en-us/blog

Here you can access and/or integrate an RSS reader to read new posts in your email
client, for example. Each of these information sources will help you get into the flow of
information required to remain current on Azure.

A final suggestion on how to remain current (or even be a little ahead) is to engage in
private previews and in previews of new features being created for Azure. To engage in a
private preview, you generally need to attend a Microsoft conference where new features
get release, have someone inform you, or watch videos posted on Channel 9 that contain
this information, for example. Not all private previews are open to the public, and some-
times joining is possible only through invitation from Microsoft product managers. If you
are interested in working with private previews, attend a Microsoft conference to hear
about them and ask for instructions on how to become engaged.

After a new feature leaves private preview, it enters the public preview phase, often
known as beta testing. The feature becomes available on the portal, presented by its name
followed by a “(Preview)” tag, similar to that shown in Figure 1.3.

FIGURE 1.3 Typical Azure feature preview

Configuration (Preview)

App Service Editor (Preview)
7. Continuous delivery (Preview)
? Insights (Preview)

#. Regulatory compliance (Preview)

@J Custom alert rules (Preview)

? Security alerts map (Preview)

£° Query editor (Preview)

This is a manual way to find newly released features for a given product. It is at this
point that it is fully open and Microsoft is eager for customers and users to test and provide
feedback if nonintuitive scenarios are found or bugs are experienced. Finally, after testing
is considered successful, the feature reaches “Generally Available” status and is fully sup-
ported by Microsoft Support. In many cases, products or features in preview are supported,
because Microsoft wants you to test them and give feedback. However, a root cause solu-
tion for the issue is commonly not provided as part of the request, but a fix will come later.
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It is important that IT professionals not only remain current with the new features, prod-
ucts, and technologies, but that they learn about what already exists and go deeper into how
the technology actually works, all the way down to the bits. IT professionals need to learn in
both forward and backward directions; otherwise you might miss why a feature was created
in the first place.

Recognize Azure Product Names,
Features, and Functionalities

The more products and features that pass in front of your eyes and get stored into your
subconscious, the easier it will become to answer certain types of questions. For example,
assume this question is presented to you in one of the exams:

Which of the following are considered an Azure Storage product or feature? (Choose
all that apply.)

A. Blob Storage
B. Data Storage
C. Queue Storage
D. File Storage

Having some experience with Azure Storage accounts, you might remember that Azure
Storage accounts support multiple service types. The types of storage services are Blob,
Files, Tables, and Queue. Based on that knowledge, it is for certain that options A, C, and
D are the correct answers. But are you certain that there is no Azure product or feature
called Data Storage? During the exam you must recollect if you have ever seen, heard, or
read about an Azure Data Storage product or feature. You need to be confident in choosing
the correct answer. In fact, there isn’t an Azure product or feature called Data Storage in
this context. You can check all the Azure products here to be sure:

docs.microsoft.com/en-us/azure/#pivot=products&panel=all

Continuing on that same thought process of name recognition, once you gain enough
experience with the kinds of Azure products that exist, then learning what they do and
what they are used for is the next step. Knowing the functional purpose of the product or
feature will help to answer questions like the following;:

Which of the following Azure products provide messaging management capabilities?
(Choose three.)

A. Service Bus
B. Event Hub
C. ExpressRoute
D. Queue Storage
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Service Bus, Event Hub, and Queue Storage are all products that receive messages
from endpoints for later processing. ExpressRoute is not a messaging product; rather,
ExpressRoute allows an on-premise network to connect over a private link into the Azure
cloud using a connectivity provider. Therefore, the answer is A, B, and D.

In conclusion, knowledge of and experience with a large majority of all existing Azure
products and features are needed. Without knowing the products that exist, there is no
chance of knowing what they do. Knowing both what products exist and what they do is a
necessity to achieve the Azure Solutions Architect Expert certification.

Strive for a Deep Knowledge of a Few, Some Knowledge
of Many, and a Basic Knowledge of All

Up to now, the words product (aka service) and feature have been used numerous times.
There is a subtle difference between them. When the word product is used, it refers to an
object like Azure Virtual Network, Azure App Service, Azure Web Apps, or Azure SQL.

The product is something that is bought; it is the item that is selected after clicking the +
Create A Resource link in the portal, as shown in Figure 1.4.

FIGURE 1.4 The + Create A Resource link

Create a resource
Home
Dashboard
All services
FAVORITES

B8 virtual machines

. App Services

E App Service plans

% SOL databases
¥ Function Apps
@ Azure Active Directory

§ Keyvaults

The products are also in the Favorites section, also shown in Figure 1.4.

Features, on the other hand, are additional, usually optional, capabilities that can be
added to the product. For example, it is reccommended that the Application Insights feature
is combined with an Azure App Service web app. Also, there is an Azure Search feature that
works well with Azure SQL. Backup is not a product and cannot be used on its owny; it is
a feature that is bound to a specific product. Not all features are available on all products;
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some scenarios wouldn’t make sense such as having the Backup feature for Event Hub. Other

features such as SSL/TLS or custom domain features for an Azure Function make good sense.
From an exam perspective, it is important to have a broad knowledge of all Azure products

and features. The following list shows how many products fall into different Azure categories:

=  Compute (13)

=  Networking (13)

= Storage (14)

. Web (7)

=  Mobile (6)

= Databases (12)

»  Security and identity (19)
=  Containers (8)

That is a large number of products/services to comprehend, and the number is continuing
to grow. The recommended approach is to pick a few of the products that are of most interest
to you (Azure VM, Azure App Service, Azure Functions, Azure Database, Azure Security,
and so on). Then, based on personal preference, create and configure those products and
study them deeply to become an expert in them. Experience how those products interact with
each other and learn all the available features available to them. The knowledge gained using

this approach, via creating and configuring Azure products and integrating them with other
products and features, leads to mastering a few and knowing others rather well.

| gathered the previous list of categories from here:
ITE docs.microsoft.com/en-us/azure/#pivot=products&panel=all
This list contains the Azure products that relate mostly to the Azure Solu-

tions Architect Expert exams. You will learn how to configure and integrate
some of the Azure products and features in later chapters.

Do not think that it is required to know all products and features down to the bits to
pass the Azure exams. However, deep knowledge in the security, compute, network, and
databases categories is expected. This is obvious in the outlines of the exams on the Micro-
soft Certification website.

docs.microsoft.com/en-us/learn/certifications/exams/az-303
docs.microsoft.com/en-us/learn/certifications/exams/az-304

Therefore, learn a few products deeply and learn something about the other many prod-
ucts. You will be expected to at least notice if a product is presented as an Azure product
but is not. You can then exclude it from the possible correct answers.

Next, read more about the products and features in the next section. These are the ones
that are highly recommended to know in detail.
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An Introduction to “Must-Know”
Azure Features

Recognizing a feature name and its functions can help you pass the Azure Solutions Architect
Expert exams. This section discusses some of the more well-known and utilized Azure prod-
ucts in a little more detail. Later in the book, you will get the opportunity to create and uti-
lize these products as well as numerous other Azure products in a more complete scenario.

Azure Active Directory and Security

Security is one of the most important aspects of an I'T solution. If you cannot manage the
access and manage who has what rights on the system, then it is unlikely the solution will
have much value. Azure provides many products and features to help create, enforce, main-
tain, and monitor your features, from a security perspective.

Whether you realize it or not, the first significant product created when you begin con-
suming Azure products and features is an Azure Active Directory (AAD), sometimes
referred to as a fenant. The first time you set up an Azure subscription, a requested option
is the initial domain name. This name must be unique on Azure and is prefixed with
x.onmicrosoft.com, where * is the unique name provided by the creator. The tenant must
always be sent to AAD when requesting authentication.

)’ Azure Active Directory also can be referred to as an identity as a service.
‘drz AAD is used for authenticating sign-ins and identity protection.

Let’s take a step back and touch quickly on how AAD came to be. The first authentica-
tion technique was a simple user ID and password data store. However, this broke down
because each application typically had their own data store and an account was required for
each application. As the number of systems being used increased, so did the maintenance
and complexity of gaining access to an application. Therefore, the Active Directory concept
was created to store all corporate user credentials, user profiles, and permissions in a central
global location. (We are discussing enterprise authentication at this point, not private user
accounts.) Active Directory worked just fine; all applications implemented with Integrated
Windows Authentication (IWA) could log in to any system on an intranet, without having to
sign in multiple times as users moved from one application to the next.

Since the size of a typical corporation is relatively small when compared to all possible users
accessing the internet, Active Directory worked well internally. There have been attempts to
create a global authentication provider for the internet; however, those attempts have failed.

What Azure Active Directory does is to provide those same authentication and autho-
rization capabilities but on the Azure platform. The Azure Active Directory tenant can be
used to link and authenticate software as a service (Saa$S) capabilities like Bing, Office 3635,
or Dynamics CRM. Additionally, AAD can be synchronized with an on-premise Active
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Directory so that users inside an internal network can use the same credentials to authenticate
on a compute resource running on the Azure platform. The tool to use for this synchronization
is called Azure AD Connect, which will be discussed in much more detail in the next chapter.

In addition to having detailed knowledge of AAD, to increase the probability of success-
ful exam completion, it is necessary to know these Azure security features and technologies
and their use cases:

=  Azure AD Connect

= Custom domain names

= RBAC

»  Key Vault

=  Azure Active Directory for Domain Services

»  Managed Service Identity (MSI)

= Storage Access Signature (SAS)

»  AAD conditional access policies

=  AAD domain services

»  Azure confidential computing

= Multifactor authentication

=  Single sign-on (SSO)

= Security Center

»  Encryption techniques, data-at-rest, data-in-transit

»  Certificate authentication, SSL/TLS, certificate authority (CA)
»  Forms, token, OAuth, JWT, and claims authentication techniques

This list contains not only products and features available on Azure but also technologies and
models for securing application and resources. Knowing which type of authentication is best
used in a given scenario is helpful when taking the exam. Additionally, having some practical
experience with the tools improves your knowledge of the limits and constraints imposed

by each, which leads to making good designs with specific products and features based on a
given scenario. More detail, a few scenarios, and exercises are covered in later chapters.

Networking

Using any of the Azure Infrastructure as a Service (IaaS) or Platform as a Service (PaaS)
offerings, a network infrastructure is provided as part of the service. Azure VM, App Ser-
vice, or Azure Functions is allocated an IP address (internal and external), and in most sce-
narios, the endpoint becomes immediately and globally accessible.

Keep these two topics in mind:

Cost  Although the network is provided as a service, that doesn’t mean it is free. Net-
work attributes such as public IP addresses, inbound and outbound global/regional
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peering, and inbound and outbound data transfers between availability zones all have
a cost; it is nominal, but it is not free. Data transfers between resources within the
same virtual network are free, however. The task of managing, planning, and calcu-
lating costs is a significant part of managing an Azure subscription. It requires so much
that Microsoft purchased a company named Cloudyn in 2017. Cloudyn is a tool that
helps manage and monitor costs, and it can provide some tips on how to optimize the
consumed Azure resource. Read more about Cloudyn here:

docs.microsoft.com/en-us/azure/cost-management/overview

Configuration There are some significant configuration activities to consider once
you have deployed to Azure. Internet connectivity into an Azure data center, fire-
walls, DMZs, and other basic networking devices and configurations provide only the
fundamental capabilities for the deployed application.

The number of configurations depends a lot on the requirements of the solution being
created or migrated to Azure. From a default perspective, typical configuration includes
the following: inbound and outbound port/firewall rules, network security groups
(NSGs), enabling security via the Azure Security Center, and any load balancing rules.
These are some other products and features that may require configurations:

Azure Virtual Network, VNet peering
Azure DNS

Azure Availability Zones

Azure Load Balancer

Azure Application Gateway

Azure Content Delivery Network
Web Application Firewall

Azure DDoS Protection

Azure ExpressRoute

VPN capabilities

Other tools that are useful to know from the context of Azure networking are as follows:

Network Performance Monitor (NPM)
Azure Log Analytics

NPM for ExpressRoute

Azure Monitor

Azure Network Watcher

These costs, configuration requirements, network products features, and monitoring

capabilities are “must-know” topics for an aspiring Azure Solutions Architect Expert
candidate.
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Azure Virtual Machines

Azure Virtual Machines (VM) is Microsoft’s [aaS product offering. Azure VM was one of
the first cloud products Microsoft offered on the Azure platform and is a highly scalable
and enterprise-ready compute platform. [aaS means that all the hardware necessary to run
a server, for example, CPUs/compute, memory, and storage, is provided by the cloud service
provider, in this case Microsoft. Additionally, the networking capabilities, summarized pre-
viously, are provided and supported. The customer is responsible for the operating system,
configuration, updates, and applications that run on top of that.

When choosing Azure VM to handle your compute requirements, there are many impor-
tant considerations to make that help ensure a successful deployment or migration. The top
three are operating system, location, and size. Azure VM supports Windows and Linux
operating systems and is available in each of the 54 Azure regions around the world. There
are many different sizes of virtual machines ranging from a one-vCPU machine and 1GB
of RAM up to 128 cores and 432GB of RAM. The offerings in Azure change rapidly; the
point is that there is a great range of available virtual machines in Azure VM.

é It is most common to migrate from either Hyper-V, VMware, or a physical
P server to Azure VM. Any virtual machine must be in the form of a virtual
hard disk (VHD), and common deployment mechanisms are either using
Azure Site Recovery or placing the VHD in a Blob container as a Block blob.
You'll learn more about this and Azure Migrate later in the book.

In addition, to have an expert grasp of Azure VM to increase your chances of passing
the exam, it is necessary to know these features and their use cases:

»  OS disks, data disks, and managed disks
»  Availability set

= Configuration

= Identity

»  Disaster recovery and backup

»  Update management

=  Configuring alerts and monitoring

You should also know about the following tools/products for planning, configuring,
deploying, securing, and maintaining virtual machines on Azure VM:

=  Azure Migrate
= Azure Site Recovery
=  Azure Backup

=  Azure Automation
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P to other Azure compute products. However, these costs may be justified

% laaS can require more support and maintenance costs when compared
because of missing features or constraints in the PaaS offerings.

Azure App Service

Azure App Service is Microsoft’s PaaS offering. This means that in addition to the network
infrastructure being the responsibility of the cloud provider, the operating system and its
patching are no longer a concern to the customer. Azure App Service comes in four flavors.

=  Azure Web Apps/WebJobs

= Azure App Service Web App for Containers
= Azure Mobile Apps

= Azure API Apps

There is one additional flavor—an enterprise-grade app known as the App Service Environ-
ment (ASE). ASE is an isolated Azure App Service tenant that belongs solely to the customer
who creates it. There are some capabilities available only in ASE, for example, configuring
cypher suite order. That specific example makes sense in the public App Service tenant because
all customers running in that tenant may not want the cypher suite configured in that order.

Azure App Service offers both the Windows and Linux operating systems and sup-
ports a large majority of coding languages, both Microsoft and open source such as .NET
Core, Java, Ruby, Node.js, and so on. All flavors of Azure App Service support built-in
autoscaling, load balancing, integration with AAD and OAuth providers, and great deploy-
ment capabilities with integration with Git, DevOps (formerly Visual Studio Team Service
[VSTS]), and GitHub.

From an Azure Web Apps perspective, use one of those source code repositories for host-
ing a custom web application or for running content management systems (CMSs) such as
WordPress, Umbraco, Joomla!, or Drupal. The WebJobs service is used for longer-running
workloads that don’t require an HTTP connection to remain connected from start to finish.
Consider a WebJob instance to be something like a batch job or a small program that runs
offline in the background that is triggered by a cron scheduler; these are referred to as a
triggered WebJob. WebJobs can also be continuous/AlwaysOn. In this case, they monitor
a queue of some kind, and when a message enters the queue, the WebJob performs some
action on it. A WebJob can also be configured as a singleton or set up to run on all the
instances of the application.

A container allows you to add all the dependencies of an application into a

OTE single package. This includes the application/custom code, its binary depen-
dencies, and the operating system on which it runs. This allows the applica-
tion to be portable across many platforms as all the dependencies are in a
package that is fully functional on its own.
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Azure App Service Web App for Containers supports Windows- and Linux-based con-
tainerized applications. When using the noncontainerized web app, the application runs
within a sandbox, which imposes certain limitations. For example, writing the registry,
accessing the event log, working with COM, and changing the order of the default cypher
suite as mentioned before are not supported in the Azure Web Apps sandbox. You can,
however, do all the previously mentioned activities in a Azure App Service Web App for
Containers instance. Azure App Service Web App for Containers is even more flexible than
ASE in many cases. As already stated, as a designer and an Azure architect, you must know
the requirements of the application and the capabilities of the product for which you are
planning your migration. It is possible to build your own container in Visual Studio or use
an existing one hosted on Docker Hub, the Azure Container Registry, or GitHub.

Azure Mobile Apps was at one time called Zumo and is similar to Azure Web Apps but is
optimized for a mobile scenario. Simple integration with a data source, easy integration with
multiple authentication providers, and the ability to send push notifications to mobile devices are
some of the specific features of an app on Azure Mobile Apps. As mobile apps typically operate
on multiple operating systems such as iOS, Android, and Windows, there is a cross-platform
SDK specifically created to work in this context. Autoscaling, monitoring, load balancing, and
other basic features are the same between Azure Web Apps and Azure Mobile Apps.

Finally, let’s take a look at Azure API Apps. Don’t confuse Azure API Apps with API
Management discussed later in this book. Azure API Apps is the quickest way to deploy
and create RESTful APIs. While the apps require no infrastructure management, Azure
API Apps has built-in support for Swagger. Azure App Webs instances would typically have
some kind of a GUI or an interface for an individual to interact in some way with the appli-
cation. API Apps instances do not have a GUI or page to interact with; instead, they are
endpoints that usually exchange and process JSON documents.

The following are some related products, features, and concepts to know in the Azure
App Service context:

=  Cloning

= Application Insights

= Backups

=  Custom domains

*  Managed identity

= SSL/TLS, App Service certificates

= Scale-up versus scale-out

= KUDU/SCM

= Cross-origin resource sharing (CORS)

Azure App Service is one of the main points of entry onto the Azure platform. This
product can be configured to utilize and interface with almost all other Azure products and
features. It is a cost-effective product, but keep in mind the sandbox in which the applica-
tion must operate in; see the full list of products here:

github.com/projectkudu/kudu/wiki/Azure-Web-App-sandbox
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Azure Functions

Azure Functions is the serverless product offering from Microsoft. This doesn’t mean

that the code somehow executes without having any supporting compute resource; rather,
it means that when the application is not in use, it is not allocated to a server/compute
resource. There are currently two scenarios in which you can configure an Azure Function:
a Consumption plan and an App Service plan.

Running in the Consumption plan means that after 20 minutes of nonuse, the resources
will be deallocated and placed back into a pool of compute resources, and the application
gets shut down. This is the biggest difference when compared to the App Service plan.
Running in Consumption mode is dynamic, which is why the Consumption plan is often
referred to as dynamic mode. In addition to the shutdown difference, when running in
Consumption, the following limitations apply:

= The combined consumption is limited to 1.5GB of memory per Functions app.
»  Scaling is handled by a scale controller; there is no manual or autoscaling.

The 1.5GB memory limit is based on the Functions app. A Functions app can con-
tain many functions. Functions are always bound to a trigger like on Storage Queue,
Cosmos DB, or HTTP. The combined memory consumption of all functions within the
Functions app would constitute the limit threshold. Unlike running in the App Service
plan’s Consumption mode, where scaling is managed by a scale controller, the controller
executes custom algorithms per trigger type and scale based on their unique attributes. As
a consumer of an Azure Function, scaling is something that you should not be concerned
about in dynamic mode.

Since Azure Functions runs on the same architecture as Azure App Service, when
running in that mode, the function has access to the same compute resources as App Ser-
vice would. This means that the Functions app can consume more than 1.5GB of memory,
up to the maximum allowed to the selected App Service plan’s SKU; scaling based on
custom rules is supported, and enabling AlwaysOn is supported. The ability to enable
AlwaysOn means that after 20 minutes of nonuse, the application/function will not be
shut down; this helps avoid any latent cold-start or warmup issue. Finally, running Azure
Functions on an existing Azure App Service plan (ASP) may be more cost effective if you
already have an ASP that has spare or unused compute capacity.

From an Azure Functions perspective, these additional topics should be of interest:

= Azure Cosmos DB

=  Azure Event Hub

=  Azure Event Grid

= Azure Notification Hubs

= Azure Service Bus (queues and topics)

= Azure Storage (blob, queues, and tables)

Azure Functions is more useful for smaller workloads that resemble a single method.
Therefore, the approach toward their consumption should be based on what typically runs
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within a single function/method of a typical nonserverless application. The point is, do not
overload a single Azure Function with a massive workload. Although it will scale, it may
not work as expected. Instead, break any large workload into smaller work sets and imple-
ment them using the Durable Functions model.

APl Management

Azure API Management (APIM) is a virtual gateway that is placed between consumers
and actual APIs. You can think of APIM as a proxy or gateway in front of other APIs that
reroutes the request to the proper API based on the parameters and signature of the URL.
Why would this product be implemented? APIM provides the following benefits:

= Can expose separate APIs to external and internal consumers

»  Hides the actual landscape from the consumer, which reduces complexity
and confusion

=  Controls usage and limits consumption
» Includes monitoring capabilities and error detection

=  Connects to any and multiple APIs on the internet and exposes them via a
single endpoint

= Allows group-based access control to APIs
The following are the scenarios in which APIM will be most beneficial:
= Integration
=  Hybrid solutions
=  Migration

From an integration perspective, assume that two companies have merged; both com-
panies have internal and external APIs that are fundamental to the success of their
company. Assume also that each of those APIs exposes a different endpoint, so managing,
documenting, and knowing which to use and where to access it becomes possibly more
complex than the API itself. What APIM can do is to expose a single endpoint where all
APIs are accessible and manageable. This greatly simplifies the consumption, management,
and maintenance of all APIs.

Hybrid solutions are when a company has created a product that depends on compo-
nents hosted on-premise and in the cloud. Some customers want or need to keep some
content or processes in-house for compliance or legal reasons. APIM can be used as a
gateway between both of these on-premise and cloud-hosted APIs. APIM can be config-
ured to run within a virtual network; then the virtual network is configured using a VPN
or ExpressRoute to access on-premise resources. As mentioned already, APIM has solid
authentication capabilities that are relatively simple to implement, directly in the portal.

Finally, imagine a scenario where a company has an API app running on an Azure App
Service plan. This API would have a unique endpoint for all consumers to access so that its
use case can be accessed. A change to the endpoint would require all consumers to update
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their code, which is a large ask, and sometimes an impossible one, so avoiding this from the
beginning is most optimal. Having APIM manage all the requests to APIs in a company’s
solution helps with that scenario. If the backend API endpoint needs to change, the APIM
endpoint remains the same. A change to the routing via the Azure Portal, PowerShell, or
CLI would result in the migration to the new API endpoint.

APIM supports the configuration of many API types, as listed in Table 1.3.

TABLE 1.3 Azure APl Management-Supported API Types

Type Description

OpenAPI Non-language-specific but standard interface to REST APIs

WADL An XML description of an HTTP-based web service, RESTful

WSDL An XML description of an HTTP-based web service, SOAP

Logic app Scalable and hybrid workflow management, visual

APl app An API hosted using the Azure App Service product

Functions app Event-driven, serverless compute via the Azure App Service
product

The following are other topics that are helpful to know in the context of API Management:
»  CA certificates
= Client certificates
=  OAuth2.0
»  Delegation
=  Custom domains
»  Managed Service Identity
*  Virtual networks

APIM is a useful product for managing migrations and integrations between companies
and IT solutions.

Azure Monitor

Migrating an application or a solution consisting of numerous applications to a cloud pro-
vider is a big decision that requires many considerations. Properly estimating the compute
requirements, configuring the security configuration, and organizing resources into sup-

portable groups are just a few items to keep in mind. One significant consideration is how
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to monitor the solution and make sure it remains available and performant after deploy-
ment. Azure provides a product called Azure Monitor for just that.

Azure Monitor includes both Log Analytics and Application Insights. Combined, this
feature supports end-to-end monitoring of applications that can identify how a customer
consumes a product, can locate bottlenecks, and even can recommend some actions to
improve experiences using the recommendations analyzer. Azure Monitor combines the
capabilities of both these other products; or, Log Analytics and Application Insights can
continue to be used on their own.

é Features and terminology change over time. For the most up-to-date Azure
P Monitor terminology, check this page out:

docs.microsoft.com/en-us/azure/azure-monitor/terminology

Log Analytics stores application and diagnostic logs into a query-able data source based
on Azure Data Explorer, which is a highly scalable service for logging and storing telem-
etry data. The Log Analytics portion is the interface to create the workspaces that capture
the data and to query the data source to gather performance, usage, and application
behavior information. The query language used to extract the data is called KUSTO, and it
is relatively simple and well-documented.

Here is an example that scans a table called Event, which stores content typically found
in the event logs on a typical Windows server. Additionally, the query retrieves only those
with an EventLevelName value of Error from one day ago.

Event

| where EventLevelName == "Error"
| where TimeGenerated > ago(1d)

| summarize count() by Source

Application Insights, on the other hand, is more metrics driven. It represents a set of
data in a graphical calculation over a given time frame. The outcome of that calculation
is a chart showing a value. For example, if a chart is created to show the availability of a
specific product, per day, then the chart would show the availability from 0% to 100%.
Application Insights offers great charting capabilities found in a product called Metrics
Explorer, which monitors the availability, performance, and usage of web applications.
Application Insights can monitor applications hosted on Azure and on-premise.

In addition to charting metrics data, Application Insights can trigger alerts, which can
find bottlenecks in code executions using a profiler based on PerfView, and can build an
application map that identifies dependencies between different Azure products.

In conclusion, Azure Monitor is the go-forward name for the previous products Log
Analytics and Application Insights. Knowing the capabilities included in Azure Monitor
is a great asset. Pulling data from different products, querying that data using KUSTO,
graphing that data to define performance metrics, sending alerts based on captured data,
and finding dependencies between the different products that make up the solution are all
impactful features.
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Azure SQL

Azure SQL is Microsoft’s database as a service (Daa$) offering. It provides data storage,
allows you to configure and optimize data without needing to be a database administrator
(DBA), and removes the requirement for managing the server on which the database runs.

Four fundamental activities are required for placing your data into a relational database
on the Azure platform:

»  Creating the database
»  Configuring security
»=  Migrating the data
=  Monitoring the database
Two scenarios allow the consumption of a SQL Server database on the Azure platform:
= Azure SQL Database

SQL Server on an Azure virtual machine

Azure SQL Database provides the following options:

Single Database The single database option is a database that runs inside an Azure

SQL Database instance but has its own resources and is manageable using a SQL Data-
base server. A single database is the typical entry point for new applications that desire to
start small and then scale up as consumption increases. When choosing elastic pools, a
customer would have multiple databases, and each would reside on the same Azure SQL
Database server. However, the ability to predict the amount of capacity required per data-
base is unknown or overly complicated. Elastic pools help solve that problem by having the
platform provide the performance capacity (elasticity) per database within a defined budget.

Elastic Pool Elastic pools like single databases are priced using the database transaction
unit (DTU) pricing model, or eDTU for elastic. DTU is the term created by the Azure SQL
team that measures reads, writes, CPU, and memory consumption. The number of DTUs
allocated to a single or elastic pool is determined by the selected service tier, for example,
Basic, Standard, or Premium. The more you pay, the more DTUs you get; it’s that simple.

Managed Instance The price of managed instances is not calculated using the DTU
model, rather the vCore-based purchasing model. This model is straightforward and
is similar to the way prices are calculated for on-premise SQL Server databases. This
offering is as close as you can get to a replica of an on-premise installation of SQL
Server, while still getting the benefits of DaaS.

A relational database (RDBMS), such as SQL Server, Oracle, and Azure SQL,

TE organizes data into tables consisting of columns and rows. Each row typi-
cally has a primary key, which can be the foreign key of one or more other
related tables. The data in those tables is accessible using the Structured
Query Language (SQL).
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In the unfortunate event that an on-premise SQL Server installation has dependencies
or requirements that prevent using any of the DaaS$ offerings, Azure provides an option to
run SQL Server on a virtual machine. In this scenario, you simply choose the configuration
(SQL Server and Windows version) and determine the license agreement and size of the
virtual machine. From that point, it is the same procedure for your own on-premise SQL
Server instance running on laaS.

For security, Azure SQL provides a firewall-setting feature. By default, all Azure
resources pass through the firewall, and all other resources external to Azure (determined
based on IP) are not allowed through. The Azure SQL database is not inside a virtual
network and has a globally accessible endpoint. Azure SQL does currently support con-
nectivity to a virtual network, but it doesn’t exist in one. A product called VNet Service
Endpoints changes this, but as of this writing, it is in preview. The globally accessible
endpoint is a point of interest/concern for some customers, and VNet Service Endpoints
is expected to resolve this issue. If having a global endpoint is a showstopper, then the
options are strong firewall settings or a SQL Server on Azure Virtual Machine that can be
contained in a VNet.

Once the type of database required has been provisioned, the next step is to migrate the
data to it. The available tools are based on the type of database chosen. For both a single
pool and an elastic pool, use the Data Migration Assistant (DMA) to confirm the source
database is compatible with the destination database. Once confirmed, export the source
database, which creates a BACPAC file. Import that file into the destination database using
the Azure Portal or a SqlPackage. This procedure is not intended for migrating production
databases as there could be extended downtime. To move a production database and reduce
downtime, use the Data Migration Service (DMS).

The process for migrating data to a managed instance or to a SQL Server instance on
Azure Virtual Machine is the same for on-premise installations. First use DMA to identify
and resolve any conflicts; then use the native SQL Service restore capabilities, via a BAK
file, to migrate the data to Azure.

Once the database is provisioned, secure, and populated with data, monitoring/opti-
mizing it is the next and final step (excluding maintaining it, of course). Here are the
numerous products and tools capable of monitoring an Azure SQL database. Note that
monitoring and tuning a SQL Server instance on Azure Virtual Machine is the same as on-
premise SQL Server and Iaa$ (via Log Analytics).

»  Query Performance Insights
= Query Store
=  XEvents

Setting up an Azure SQL database is quick and easy. The connection string is found
with ease, and as the endpoint is globally accessible, making a connection to it from code is
just as quick.
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P development workstation) connecting to the database. Otherwise, access

é/ Remember to whitelist the IP address of the client (for example, your
will not be possible.

Azure Cosmos DB

Unlike Azure SQL, which is a relational DBMS, Azure Cosmos DB is classified as a NoSQL
database. Cosmos DB includes databases, containers, and items exposed by numerous
APIs. When choosing a data store for an application, if the following scenarios match the
data storage requirements, then Azure Cosmos DB would be an optimal decision:

»  Utilizes key/value pairs

»  Needs document storage capability
»  Graphs data stores

= Globally replicates data

= Provides results in JSON format

»  Exposes data using a RESTful API

The MongoDB APl is to Cosmos DB like ADO.NET is to Azure SQL/SQL

TE Server. Cosmos DB is compatible with the Mongo API, Cassandra API,
Gremlin API, and Etcd APIs. Therefore, any solution currently using those
databases can be migrated to Cosmos DB without any changes. This allows

customers to gain the benefits such as a 99.999 SLA and global availability
without rewriting their solutions.

When Cosmos DB is provisioned from Azure, one required attribute to select is the API,
which also dictates which database type to implement. The currently supported Cosmos
DB types are as follows:

= Core (SQL)

=  MongoDB

»  (Cassandra

= Azure Table

=  Gremlin (graph)

The database/API dictates the entity type, referred to as a container; see Table 1.4.
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TABLE 1.4 Azure Cosmos DB Container Entities

Database/API Azure Cosmos DB Container
Core (SQL) Collection

MongoDB Collection

Casandra Table

Azure Table Table

Gremlin (graph) Graph

Table 1.5 describes how Azure Cosmos DB refers to items.

TABLE 1.5 Azure Cosmos DB Item Entities

Database/API Azure Cosmos DB Container
Core (SQL) Document

MongoDB Document

Casandra Row

Azure Table Item

Gremlin (graph) Node or Edge

There is a slight terminology barrier for implementing a Cosmos DB, but this is common
for all types of technologies and their corresponding features. Figure 1.5 shows the relation-
ship between the database account, database, container, and item entities listed in Table 1.5.

The important takeaway from this section is that you should understand under what
scenarios one would choose to use Cosmos DB and the differences it has compared to a
relational DBMS. Primarily, Cosmos DB exposes its data via a RESTful API, communi-
cates in the format of JSON, and is, by default, platform independent.

Azure Storage

There is not much you can accomplish without storage. This is true regardless of running
workloads in the cloud. Although it is possible to store large amounts of content in
memory, that content must come from some physical location. Azure Storage provides

some useful capabilities for storing content that is globally accessible, secure, scalable,
and durable.
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FIGURE 1.5 Database account relationships
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Azure Storage provides four data services, which are described in Table 1.6.

TABLE 1.6 Azure Storage Services

Type Description

Azure Blob storage Scalable object store for binary and text data
Azure File storage Managed file shares

Azure Queue storage Messaging store and queuing

Azure Table storage NoSQL data store, now part of Cosmos DB

To utilize Azure Storage, you must first create a storage account from within Azure
Portal via a REST API, via the CLI, or by using an ARM template. Once an account is cre-
ated, from within the portal you would see something like that shown in Figure 1.6.

FIGURE 1.6 Creating a storage account

== Blobs — Files
.—‘I- REST-based object storage for unstructured ~ | File shares that use the standard SM8 3.0
data protocol
Learn more Learn more
E Queues E Tables
Effectively scale apps according to traffic Tabular data storage
Learn more Learn more
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It is possible to have multiples of each service types within a single storage account.

A blob is typically a file, for example, an image, a video, or an audio file. These and any
other file type can be stored in Azure Blob storage. The following are some common uses of
Azure blobs:

=  Support the upload of large files from a website.
= Back up and restore, archival or disaster recovery.
=  Writing logs

There are numerous reasons to support the uploading of files from a form on a web-
site. Consider YouTube, which supports the upload of very large files—files so large that
an HTTP connection made for the upload would likely time out before the transmission
of the data completes. Using the System.Web.UI.WebControls.FileUpload class isn’t
an option in this scenario. Instead, one would use Microsoft.WindowsAzure.Storage
.Blob.CloudBlobClient and upload the large file to an Azure Storage blob container that
is designed specifically for this purpose, instead of storing it directly on the hard drive
running the app.

Performing backups of a database or website and storing a VHD image of an Iaa$ in-
stance as a block blob for quick recovery are also common scenarios for blobs. In case of
a disaster situation, pulling data, content, or an image from a blob is a feasible recovery
strategy. Writing logs to a blob file makes a lot of sense if there is a need to expose them
to some other entity. For example, accessing IIS logs typically requires access to the server
and then performing a manual effort to consolidate them. It is possible to configure Azure
App Service to write IIS logs to a blob’s storage container. Accessing/analyzing them is then
much more efficient, because the logs are in a single location and globally accessible.

The following are important topics to know in this context:

»  Locally redundant storage (LRS)

= Zone-redundant storage (ZRS)

»  Georedundant storage (GRS)

»  Read-access geo-redundant storage (RA-GRS)
=  Encryption at rest

=  Immutable blobs

= Page and block blobs

Azure File storage is somewhat synonymous with what we commonly refer to as a
file share that uses the Server Message Block (SMB) protocol. Historically in Windows
Explorer, when you right-click a folder and select Share, then all those who are given
access can read, write, and/or delete the content of that directory. That scenario, how-
ever, is restricted to those within an intranet. True, there are some configurations using
WebDav via IIS that could provide access to internal shares externally. However, that
configuration can be complicated to configure and maintain. Azure files simplify that by
providing the same mapping capabilities as one would expect from doing what was just
described globally.
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Mapping a drive to an Azure files share is supported on Windows, Linux, and macOS
and is configured by using a PowerShell cmdlet: net use, sudo mount, or mount_smbfs.
An Azure file share is globally accessible via *. file.core.windows.net, where * is the
name of your storage account. Finally, Azure files are utilized by Microsoft for its own
products; one specifically is Azure Functions.

Azure Queue storage is a big deal and is discussed in more detail later in the book. There
is a lot to consider when deciding on a messaging and queueing solution, and it is not made
simpler because Microsoft offers numerous messaging capabilities:

=  Azure Queue storage
= Azure Event Grid
= Azure Event Hub

= Azure Service Bus

Each one provides similar offerings, specifically, messaging/queuing capabilities, but
each has a specific use case that warrants their existence. An Azure queue is specifically
designed for storing a message, which is, for example, a short string up to 64KB in size
that is accessible via authenticated HTTP or HTTPS calls. The message may be a location
(blob URL) to a file that needs to be processed offline by WebJobs or may contain details of
the size of an image to be generated. Thus, you would use an Azure blob when you need to
store an entire file and an Azure queue to store a message.

)/ LRS, ZRS, and GRS redundancies apply to both Azure blobs and Azure

A&TE queues.

Azure Table storage, as previously mentioned, is now part of Cosmos DB. Regardless
of the reclassification, an Azure table remains a NoSQL datastore. The datastore accepts
global authenticated access and is most useful for storing massive amounts of data (tera-
bytes) where the data is not bound by complicated stored procedures, joins, or foreign keys.
Again, it is common that Microsoft has numerous products that provide similar capabil-
ities, in this case, Azure SQL and Cosmos DB. Both of those products provide a solution to
a specific use case.

The product you choose to store the object in—which your commissioned compute
power processes, whether it be a file (blob or files), a message, or a NoSQL entity—has
numerous design considerations. Having a thorough understanding of your business need/
use case is fundamental in the decision driving the consumption of the storage solution.

Service Bus

Service Bus is one of the messaging capabilities mentioned in the previous section that
focused on Azure Storage. As you certainly recollect, one of the four Azure Storage services
is Azure Queue storage, which naturally leads to the question of why both, and even why
four, messaging features exist. Service Bus has a specific and defined set of unique faculties.
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If the following fall within the defined requirements of your solution, then Service Bus is
the correct choice, as they are currently unique to Service Bus:

=  Consumes messages in batches

=  Requires AMQP 1.0 support

»  Guarantees FIFO

»  Restricts the message size: greater than 64KB and less than 256KB
=  Requires RBAC and greater control over senders and receivers

= Supports high throughput and parallel processing

=  Restricts the queue size to less than 80GB

Both Service Bus and Event Hub utilize a protocol beginning with sb:// that maps to
a hostname of *. servicebus.windows.net. This means they are built upon each other.
Table 1.7 summarizes the messaging services and should provide clarity toward choosing
Service Bus over other Azure messaging services.

TABLE 1.7 Azure Messaging Services

Type When to Use Purpose

Service Bus Financia_l processing and order Highly valued messaging
processing

Event Grid Status change reactions Reactive programming

Event Hubs Data streaming and telemetry Big data pipeline

Service Bus can be categorized into two distinct entities.
»  Queues (explained earlier in this chapter)
»  Topics and subscriptions

After the creation of a Service Bus namespace, the option to create either a Service Bus
queue or a topic exists, as shown in Figure 1.7.

FIGURE 1.7 Creating a Service Bus queue or topic

"= csharpguitar-servicebus

B Service Bus Namespace

Search (Ctrl+/) “ dmoueve =Topic K Convert &) Refresh T Delete
— Resource group {change) : functions-premium
= Overview
) Status : Active
E Activity log
Location : South Central US
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Messages within a Service Bus Queue can be processed by a single consumer. Where a
consumer may be an Azure Functions app or perhaps a WebJobs app, that’s a one-to-one
relationship. I know you already know what topics and subscriptions they provide. You
guessed it—it’s a one-to-many form of communication. We’re talking high volumes here—
big data, machine learning scale, where the message is made available to each subscription
registered to a specific topic.

The mapping of a message to a subscription is useful for scaling compute resources so
that multiple instances/services/consumers can process a message as fast as possible upon its
arrival in the queue. Like an older product called Stream Analytics, a Service Bus message
can be analyzed using a filter and sent to a specific subscriber that executes an anticipated,
delicate, or uniquely subtle code sequence. The creators of the Azure messaging capabilities
have given great thought to many use cases and are eager to understand any you encounter
that have no provision. Choose the one that meets the needs or your business requirements.

Site Recovery

Even when a solution has been migrated to the cloud, a disaster recovery solution remains
a necessity. Often and only after something unexpected occurs does one recognize the need
of a recovery plan. This plan is commonly referred to as a business continuity and disaster
recovery (BCDR) strategy. Some failures can be a simple transient issue that corrects itself,
while others can result in some major downtime. In the worst case, data or source code is
lost, and sometimes it is not recoverable.

One should not expect that simply because a solution exists in the cloud that there are
built-in redundancies and backups. There are some built-in redundancies on the Azure
platform—be certain of that—but those are for the stabilization of the platform and infra-
structure, not for your app. Ask yourself this question, “How could Microsoft know
what parts of a solution should or should not be backed up?” The answer is that Micro-
soft cannot know this; customers have so many varied requirements, and the storage of
the backups and the configuration of redundancies have a cost. Backup is not something
provided by default or for free.

It is up to the individual subscribing entity to design the BCDR strategy. Remember, the
strategy should specifically match the explicit requirements of the subscribing entity and
operate within its given cost constraints. To help with not only the recovery of IaaS-based
solutions but also with the migration and movement of them to and within Azure, Micro-
soft has a product named Site Recovery. Note that Site Recovery is focused on [aaS. Other
non-laaS components of a BCDR strategy are discussed later in the book. You will need to
know this product in depth for the Azure Solutions Architect Expert exams.

From a recovery perspective, Site Recovery protects [aa$ solutions in the following
scenarios:

=  Azure VM
= Physical servers
= VMware virtual machines

»  Hyper-V virtual machines
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From a BCDR perspective, the use of Site Recovery has two main configurations:
= To act as a BCDR solution for your on-premise solution and servers
= To act as a BCDR solution for your Azure-hosted IaaS compute workloads

Setting up a BCDR strategy for a company’s servers running in their own privately
funded and maintained data center is commonplace. This is expensive because although
you could get some failover support when servers are in the same data center, what hap-
pens if the entire data center suffers an outage? The point is, to implement a real, enterprise
BCDR strategy, you would need two data centers, with mirror replication of the hardware,
software, and data, and they must be in different regions. Instead of setting up a second
data center, a company can utilize Azure. Connecting, creating, replicating, and maintain-
ing an Azure BCDR environment can occur over any secure means for those procedures,
such as an ExpressRoute or a VPN similar to that shown in Figure 1.8.

FIGURE 1.8 Secure means for connecting, creating, replicating, and maintaining
an Azure BCDR environment

On-Premise to Azure Azure to Azure

Microsoft Azure
Site Recovery

Microsoft Azure
Site Recovery

== Microsoft Azure == Microsoft Azure == Microsoft Azure
On-Premise

Site

Additionally, running in a single data center on Azure can create a solution that requires
massively high availability vulnerable to a natural or data-center-wide outage. Therefore,
by using Site Recovery, you can build the same on-premise to Azure BCDR strategy as one
that would exist between two Azure regionally dispersed data centers.
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A tool called the Site Recovery Deployment Planner (SRDP) is helpful in the planning
portion of the building of a BCDR instance or for migrating an [aa$S virtual machine from
one region to another. SRDP provides a compatibility assessment report on the following
attributes, for example:

= Number of disks, disk size, IOPS, OS version
= Storage type, number of cores, virtual machine size recommendation
= Estimated cost

No IT solution is a complete solution without a BCDR plan, whether the solution is
hosted completely on-premise, is a hybrid on-premise to Azure solution, or is hosted com-
pletely on Azure. In the last two scenarios, Site Recovery can help create a BCDR plan and
assist with moves from Iaa$ to Azure, as well.

Azure Bastion

Making a remote connection to one of your Azure IaaS compute resources is typically
performed using either RDP over port 3389 or SSH over port 22. By default, when you
connect to those machines from your company or from home, the connection traverses the
internet. If you do not want the connection to your machines to travel across the internet,
you can instead access the console using Azure Bastion from within the Azure portal.
When you do this, the connection takes place over port 443 from within the Azure portal
to the machine. This Azure product makes connecting to your provisioned Azure compute
more secure.

Summary

This chapter provided the starting point for the path toward earning the Azure Solutions
Architect Expert certification. Feel confident that if you are already comfortable with the
Azure products covered in this chapter, what you need now is some additional hands-on
practice and some test questions to get your brain neurons connected to this Azure
knowledge.

The next chapters cover the approach to take if you are planning to migrate an orga-
nization to the cloud, starting with creating the subscriptions, setting security and access,
and then deciding which compute and storage resources to use. Finally, implement some
management capabilities to help the transition, such as monitoring, and don’t forget the
BCDR strategy. You will create, configure, and monitor in each of these scenarios, so get
ready to get your hands and brain moving.
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Exam Essentials

Make sure you are on the right Azure path. There are numerous Azure certification
paths. Make sure you are on the path that best fits your career’s objects. Azure Solutions
Architect Expert certification is for system administrators or system architects, whereas
someone who is more development-focused might consider the Azure Developer or Azure
Dev Ops Engineer certification.

Gain experience with Azure. To pass this exam, you will need experience with the
platform. Do not expect any book or training to get you through this without having
worked on the platform for some amount of time. If you do that, then this certification will
have greater meaning to you and others.

Keep up-to-date by subscribing to online resources. The Azure platform is constantly
changing and requires daily actions to keep your skills up-to-date. Here are some of the
most popular resources to read on a regular basis:

azure.microsoft.com/en-us/blog
blogs.technet.microsoft.com/blog/tag/azure

docs.microsoft.com/en-us/azure

Know what products exist in Azure. Sometimes answers to questions contain products
that may not be Azure products. They read like they are, but they are not. Knowing what
really is available will help you remove at least one possible answer to a few questions.

You need to know at least one Azure product deeply, numerous products well, and a little
about them all. No one knows everything, but you can be an expert in one or two Azure
products and features. Those products and features usually have a connection or depen-
dency to other Azure features, and you could then learn some internals about them. There
are some products and features that are not related to any other directly. For example, there
is no direct relationship between Azure Cognitive Services and Azure VNet, but it would
be useful to have at least a basic knowledge of the benefits each provides.

Focus on certain products. The Azure Solutions Architect exam is heavy on Azure Active
Directory, networking, compute (specifically IaaS), and migration from on-premise to
Azure. Make sure you have a good understanding of the products and features and their
limits. Having those will provide you with the best chance of passing the exam.
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Key Terms

Azure AD Connect

Azure Administrator Associates
Azure Data Explorer

Azure Developer Associates

Azure DevOps Expert

Azure Solutions Architect Expert
Building and Deploying Applications

Business continuity and disaster recovery
(BCDR) strategy

Configuring and Deploying Infrastructure
Data Migration Assistant (DMA)

Data Migration Service (DMS)

Designing a Data Solution

Designing an Infrastructure Strategy

Designing for Continuity and Recovery

Designing for Migration, Deployment and
Integration

Designing for Security and Identity
Determining Workload Requirements
Developing for the Cloud

Error

Event

Implementing Security and Authentication
Implementing Security and Workloads
Metrics Explorer

PerfView

Platform as a service (PaaS)

Product

Site Recovery

Site Recovery Deployment Planner (SRDP)
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Review Questions

Many questions can have more than a single answer. Please select all correct
answer choices.

1. Which security feature can you implement to protect Azure App Service from unauthorized
internet access? (Choose two.)
A. Azure Active Directory
B. Role-based access control (RBAC)
C. Managed identity
D. Single sign-on (SSO)
2. When choosing a compute resource to execute your workload, what are the Azure options?
(Choose two.)
A. Azure VM
B. Azure ExpressRoute
C. Azure Functions
D. API Management
3. A custom domain can be bound to which of the following Azure products? (Choose all
that apply.)
A. Azure App Service

B. Azure Storage Account

C. Azure VM
D. Azure SQL
4. Azure Storage consists of which of the following service types?
A. Blobs
B. Queues
C. Files

D. OnlyAandB

5. You need to decide on the most cost-efficient Azure Storage redundancy solution, and you
must store the data in multiple data centers. Which of the following would you choose?

A. LRS

B. ZRS
C. GRS
D. RA-GRS
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You need to grant access to products running on Azure to another product or feature.
Which Azure product or feature would you use?

A. Key Vault

B. AAD conditional access policies

C. Managed identity

D. Role-based access control (RBAC)

Which of the following is a valid business continuity and disaster recovery (BCDR) Azure
product for an IaaS workload solution?

A. Azure Availability Sets

B. Azure Automation

C. Azure Availability Zones

D. Azure DNS

What is the most current supported SSL/TLS version for Azure App Service?
A. SSL3.0

B. TLS1.0
C. TLS1.2
D. TLS1.3

Which of the following is ot a supported Azure VPN Gateway configuration?
A. Point-to-point

B. Site-to-site

C. VNet-to-VNet

D. Point-to-site

An Azure Active Directory tenant has which of the following?

A. *.atmicrosoft.com

B. *.onmicrosoft.net

C. *.onmicrosoft.com

D. *.contoso.com

You need to run an offline process that typically consumes 2GB of memory, takes 80 per-

cent of two CPUs, and runs four times per day. Which Azure product is the most cost
efficient?

A. Azure Functions

B. Azure VM

C. Azure App Service WebJobs
D. Azure Batch

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

12.

13.

14.

15.

16.

17.

18.

Review Questions 37

What is multifactor authentication?

A. User ID and password

B. Something you know and something you have
C. Client certificate and PIN

D. Windows Hello for Business

Which product is most useful for monitoring the health of an Azure solution?
A. Azure Monitor

B. Application Insights

C. Log Analytics

D. Security Center

What Azure features are available for Azure VM? (Choose all that apply.)

A. Azure Automation

B. Disaster Recovery and Backup

C. Azure Migrate

D. Azure Site Recovery

True or false: Cross-origin resource sharing (CORS) restricts access to the rendering of a
web page based on IP address.

A. True

B. False

In what scenario would you use the Azure API Management product? (Choose two.)
A. An API that needs to scale based on consumption, regardless of limits

B. Integration

C. Managing access permission

D. A REST API endpoint that will not change

Senior management requires you to run your workload on Azure App Service. You need to
implement autoscaling. Under load, which of the following would you do?

A. Scale out

B. Scale up

C. BothAandB

D. Neither A nor B

A solution needing migration to Azure requires the registration of an assembly into

the Global Assembly Cache (GAC). Which Azure product would you choose to run
the workload?

A. Azure Functions

B. Azure App Service
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Azure VM

None of the above

19. Which of the following options describe a RESTful API? (Choose all that apply.)

A.

B.

C.
D.

Supports cross-platform software

Is the fundamental concept underlying the Windows Communication Foundation
(WCEF) library

Typically converses using JavaScript Object Notation (JSON)
Is supported by Cosmos DB

20. Which of the following describes an Azure Web App for Containers instance?
(Choose two.)

A.

B.
C.
D.

Can have slow startup times when compared to Azure Functions
Is compatible with Azure files
Currently supports Linux only

Can consume GPU resources
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What’s the first rule of security? It’s the same as the first rule
of fight club. There is really no reason to openly discuss your

patching strategies, what versions of software you are running,
or the ports/protocols that are open on your corporate firewalls.
The fact is, the less someone knows about how you protect your stuff, the less likely they

are to get it. As a side note, IIS by default sends its version as a header variable in an HTTP
response. I have personally worked many cases where companies want to remove that, and
the same goes for ASP.NET. Never, without any doubt, underestimate the importance of IT
security. Security is so important that it is the first subject discussed in detail in this book.

Protecting personally identifiable data, protecting intellectual property, and securing
physical resources are all integral parts of an IT organization. Without an implemented
security strategy, a firm loses its integrity and the confidence of customers. Neither cus-
tomers nor employees want their identity or private information leaked, stolen, and then
sold. We don’t really know yet what is happening to the data that has been stolen from the
security breaches reported recently where hundreds of millions of records have been com-
promised. It is best to take every precaution in advance so you don’t need to worry as much
about that happening to your company.

In addition to protecting your solutions and data from external threats, you need to
consider how to protect or restrict access to internal assets from employees. Configuring
security that restricts access to the applications you host on Azure, creating compute work-
loads, and making sure your data is safe, at all times, are all discussed in this chapter. Once
you complete this chapter, your understanding of Azure Active Directory, role-based access
control (RBAC), hardware, networking, and some other generic security features available
in Azure will be clear. You must understand these topics when preparing for the Azure
Solutions Architect Expert exam.

Azure Active Directory

I am assuming you have an Azure subscription, which means you have an Azure Active
Directory (AAD) to go with it. You can get a free Azure subscription here: azure.micro-
soft.com/en-us/free. You will notice the name of your AAD flash into and out of the
address box in your browser when logging in to the Azure Portal. It resembles *.onmicro-
soft.com, where x is the name of your Azure Active Directory.
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By default, the AAD name is generated via an algorithm that uses the
identity of the person who created the subscription. On the Azure Active
Directory blade in the portal, there is a Create A Directory link. | created a
preferred new AAD and reallocated my subscription to it. | didn't like the one
defaulted to me. The AAD name is used in so many places that it’s nice to
have a friendly name you like.

AAD in Azure terms is often referred to as directory name or tenant. It can be used to
manage access to numerous Microsoft software as a service (SaaS) products such as Office
365 and Dynamics 365, for example. Additionally, the Azure AD tenant is necessary when
coding authentication into an application to use Azure Active Directory or to integrate with
other third-party Saa$ applications such as Salesforce, Box, or SAP. Figure 2.1 represents
this visually.

FIGURE 2.1 Connection between Azure AD and other SaaS offerings

Azure AD

M Microsoft N, Microsoft
Wl Azure V Dynamics 365

salesforce w

There are four editions of Azure Active Directory. The one created with the subscription
is the Free edition. The other editions are Basic, Premium P1, and Premium P2. Single
sign-on (SSO), AAD Connect, and self-service password reset are available in all editions.
See Table 2.1 for an overview of the central features per AAD edition.
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TABLE 2.1 Azure Active Directory Features per Edition

Feature Free Basic Premium P1 Premium P2
Directory objects 500,000 Unlimited Unlimited Unlimited
SSO v/ v v v
B2B collaboration 4 v 4 4
Self-service password v v v v
change

AAD Connect 4 4 4 4
Self-service password v v v
reset

Company branding v v v
Application proxy v v v
SLA v v v
Self-service password v v
reset/change/unlock

On-premise writeback v v
Multifactor authentication 4 v
Connect Health v v/
Identity manager v v
Conditional access 4 v
SharePoint access 4 4
OneDrive for Business v v
Access

Identity protection v
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It is important to know which features are available in different AAD editions. Exam
questions may ask you to choose the required version of AAD given a use-case scenario.
Before we discuss some of these features in more detail, let’s do a few exercises.

Which Azure tool can be used to synchronize all users in an on-premise Active
Directory with Azure Active Directory?

A. Connect Health

B. AAD Connect

C. Identity Synchronizer
D

Active Directory Updater

Read on to learn the answer.

You should already have an Azure subscription, an Azure AD tenant, and an under-
standing of the different AAD editions (Free, Basic, P1, and P2). The next step is to give
other people access to the tenant. Adding users to the Azure AD tenant will be done man-
ually in a later exercise instead of using AAD Connect to synchronize existing users from
an on-premise Active Directory. Had you used AAD Connect, then all the identities and
groups would be migrated automatically. Keep in mind that we are still discussing AAD;
we haven’t begun discussing role-based access control, which is coming in the next section.

When creating an Azure Active Directory user in the portal, you have the following
three options: User, Global Administrator, or Limited Administrator (see Table 2.2). Hav-
ing these default roles simplifies permissions management because they contain a prebuilt
permissions list that can be used as a guide.

TABLE 2.2 Azure Active Directory Roles

Directory Role Description

User Basic user type with limited access to most directory
resources

Global Administrator The credential used to create the Azure subscription orig-

inally is created as a Global Administrator. This role has
full administrative access to all features in the Azure Active
Directory.

Limited Administrator Is added to a specific nonglobal administrative role upon
creation. Examples include Application Admin, Help Desk
Admin, Service Admin, and about 30 other built-in roles.

To add a user who utilizes a custom domain, you must first add the custom domain to
the Azure AD. If this is not done, then you will see an error similar to Figure 2.2. It is also
possible, if you have no custom domain, to add users with the default Azure AD tenant
name, for example, user@x.onmicrosoft.com, where * is the name of your tenant.
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FIGURE 2.2 Adding auserto Azure AD

« Home » The C# Guitar Network > Users - All users > User > Directory role
- Create a resource User X Directory role O x
The C# Guitar Netwark
M Home
* Mame @

[ pashboard

| Benjamin Perkins (User)

‘csharpguitar.net’ is not a verified domain name in this directory

:= Al services
* User name @
EAVDRITES | user@csharpguitar.net n .
Directory role @
All resources User
o Profile @ > Global administrator
Azure Active Directory Mot configured Limited administrator
Subscriptions
Properties @ 5 Users can access assigned resources but

-
[) Resource groups Default cannot manage most directory resources.

App Services Groups @ 5 Learn more about directory roles
<% Function App 0 groups selected
B sQL databases Directory role

ctory role 5

& Azure Cosmos DB User

S Virtual machines
Load balancers

= Storage accounts

Virtual networks

Complete the following to add a custom domain to your Azure Active Directory.

Add a Custom Domain to Azure Active Directory

In Exercise 2.1, you will add a custom domain to your Azure Active Directory. By doing
this, you will be able to add users with that custom domain as part of their identity.

Adding a Custom Domain to AAD
1. Loginto the Azure Portal at portal.azure.com.

2. Click the Azure Active Directory link, select Custom Domain Names, select + Add
Custom Domain, enter your custom domain in the Custom Domain Name text box,
and click the Add Domain button. See Figure 2.3.
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Custom domain name

The C# Guitar Network

* Custom domain name @
csharpguitar.net

3. Loginto your domain hosting provider (for example, GoDaddy) and add the
preferred DNS record that validates that you own the domain. (There is information
about DNS and DNS records in Chapter 3.) See Figure 2.4.

FIGURE 2.4 \Validating a custom domain name in Azure

csharpguitar.net

Custom domain name

M Delete

name registrar using the info below.

RECORD TYPE T
ALIAS OR HOST NAME @

DESTINATION OR POINTS TO ADDRESS | MS=msdbiiiiass

TTI 73600

Share these settings via email

Verify domain

described above.
Verify

Home > The C# Guitar Network - Custom domain names > csharpguitar.net

o To use csharpguitar.net with your Azure AD, create a new TXT record with your domain

Verification will not succeed until you have configured your domain with your registrar as

4. Once you've added the record, click the Verify button. It can take up to 72 hours for
the Domain Name System (DNS) change to propagate, but it usually takes much less

time. In my scenario, it took less than five minutes.
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EXERCISE 2.1 (continued)

5. Onceit's verified, click the Make Primary button and then Yes. Keep in mind that this
is a test scenario; take caution if you are working in a live, production scenario. See
Figure 2.5.

FIGURE 2.5 A verified custom domain

Home > The C# Guitar Network - Custom domain names > csharpguitar.net

csharpguitar.net o X

Custom domain name

v/ Make primary @ Delete

o Verification succeeded!

6. Navigate back to the Azure Active Directory link. Select Custom Domain Names, and
you will see the new custom domain marked as Primary as well as the default tenant.
See Figure 2.6.

FIGURE 2.6 A validated custom domain

+ Add custom domain C) Refresh X Troubleshoot == Columns
24
Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?
Status Federated Primary
Any v All ~v All ~v
=
0 Search "
NAME STATUS FEDERATED PRIMARY
csharpguitar.net Verified
csharpguitar.onmicrosoft.com Available
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As mentioned, it is possible to use the default domain extension to create
users. For example, user@*.onmicrosoft.com will work fine. The previous
example is for those who have a custom domain, which most companies
have. Also, this does not redirect an application or website that currently is
hosting the domain on the internet.

When the Azure subscription is first created, the credentials used during its creation are
automatically assigned the Global Administrator role. You can confirm this after logging
into the portal, selecting Azure Active Directory » Users » your account » Directory Role.
See Figure 2.7.

FIGURE 2.7 Alist of Azure AD user accounts

Home > The C# Guitar Network > Users - All users

Users - All users X
The C# Guitar Network - Azure Active Directory
ew user lew guest user ulti-Factor Authentication A ore
<« N <+ Newg [Z Multi-Factor Auth M

All users
Name Show

Deleted users All users ~
Password reset NAME USER NAME USER TYPE SOURCE
# User settings Q
& Benjamin Perkins (GA-MA)  ga@csharpguitarnet Member Microsoft Account
Activity
D sign-ins

Now, let’s add a few more users to different roles so later you can learn firsthand the
differences between their access rights. Make sure to keep a list of the usernames and pass-
words in a secure place.

Create New Azure Active Directory Users

In Exercise 2.2, you will create numerous user accounts with different Azure Active
Directory roles.

Creating Azure Active Directory Users
1. Loginto the Azure Portal at portal.azure.com.

2. Click the Azure Active Directory link, select Users, select + New User, and then cre-
ate an additional Global Administrator. Add the required information, as shown in
Figure 2.8, and click the Create button.
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EXERCISE 2.1 (continued)

FIGURE 2.8 Adding an Azure AD user template

Global administrator

User [
* Name @
‘ Benjamin Perkins (GA-AAD) }
* User name @
ga-aad@csharpguitar.net J
ofile @
>
Configured
>
Default
L]
>
0 groups selected
>

Password

3. Notice that in the user list there are now two Global Administrators, one where the
source is Microsoft Account and the other is Azure Active Directory. The identity
used for authentication must come from the Azure Active Directory source in order
to use and configure numerous Azure features. See Figure 2.9.

FIGURE 2.9 Alist of Azure AD users

Users - All users

The C# Guitar Network - Azure Active Directory

All users

Home > The C# Guitar Network > Users - All users

+ New user + New guest user

[Z Multi-Factor Authentication

*** More

Name Show

Deleted users All users

Password reset NAME USER NAME USER TYPE SOURCE
# User settings Q

&5  Benjamin Perkins (GA-MA) ga@csharpguitar.net Member Microsoft Account

Activity a Benjamin Perkins (GA-AAD)  ga-aad@csharpguitar.net Member Azure Active Directory
D sign-ins
ﬁ‘ Audit logs
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4. Create three more users where the directory roles are as follows:
= User
= Limited Administrator » Application Developer
= Limited Administrator » Cloud Application Administrator

5. Once completed, the list of users should resemble Figure 2.10.

FIGURE 2.10 A list of Azure AD users

Home » The C# Guitar Network » Users - All users
Users - All users X
« + New guest user [2 multi-Factor Authentication =** More
All users
Deleted users 1€ or ema All users v
Password reset NAME USER NAME USER TYPE SOURCE
ﬂ User settings
Benjamin Perkins (GA-AAD)  ga-aad@csharpguitar.net Member Azure Active Directory
Activity @ Benjamin Perkins (GA-MA)  ga@csharpguitar.net Member Microsoft Account
D sign-ins i ]
& Benjamin Perkins (User) user@csharpguitarnet Member Azure Active Directory
B Audit logs ~
% Benjomin Perkins (Developer) - developer@csharpguitarnct  Member Azure Active Directory
Troubleshooting + Support -
Benjamin Perkins (Cloud) cloud@csharpguitar.net Member Azure Active Directory
X Troubleshcot

When you sign in using one of the created users, the account will not be able to create
any Azure resources. The reason is that the accounts are not linked to any subscription.
This becomes apparent when navigating to the Subscription blade, which lists the subscrip-
tions that are linked to the account. If the user clicks the + Add button, then they can create
their own subscription that allows them to create Azure resources. In Exercise 2.6, you will
grant a user access to a subscription.

There is a difference between Azure Active Directory and the security mechanism used
within Azure to control access specifically to Azure resources. This is called role-based
access control, as discussed in the next section. The point to note here is that AAD is a
tenant that can be used to authenticate users across different products, while RBAC con-
trols access to the Azure resources within the Azure Portal. When RBAC is covered in the
next section, you will grant users access to the subscription and restrict access based on
roles and groups.

Let’s now get into the details of other Azure Active Directory products and features.

AAD Connect

AAD Connect, as shown in Figure 2.11, is used to create a hybrid identity solution exist-
ing between an on-premise Active Directory and an Azure Active Directory. One feature of
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AAD Connect is that it configures Azure so that users with an on-premise AD can access
Azure resources.

FIGURE 2.11 Azure AD Connect wizard

&% Microsoft Azure Active Directory Connect

Connect your directories

Express Settings

Required Companents Enter connection information for your on-premises directories or forests. [ 2]
User Sign-In DIRECTORY TYPE
Connect to Azure AD Active Directory B
Sync FOREST @
csharpguitar.net v
Azure AD sign-in
Domain/OU Filtering No directories are currently configured,

Identifying users
Filtering
Optional Features

Configure

Previous

In addition to the support for configuring three sign-in scenarios (password hash syn-
chronization, pass-through authentication, and ADFS, discussed later), AAD Connect helps
with synchronization. The synchronization support creates directory objects such as users,
devices, and groups existing in your on-premise AD to the cloud. In the Azure Portal, nav-
igate to the Azure Active Directory blade and click Azure AAD Connect, and you will see
the sync status of the Azure AAD Connect process. Figure 2.12 represents how this looks
before and after a successful synchronization.

To complete the Azure AAD Connect synchronization, it is necessary that the account
used to synchronize is a Global Administrator that exists in the Azure Active Directory.
This is likely not the case. Initially, as shown in Figure 2.13, the user I used to create the
subscription has a source equal to Microsoft Account while the other has the source equal
to Azure Active Directory.

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

Azure Active Directory

FIGURE 2.12 Azure AD Connect status

BEFORE

SYNC STATUS
Mot Installed Download Azure AD Connect
Last Sync Sync has never run
Password Hash Sync Disabled

AFTER

SYNC STATUS
Sync Status Enabled
Last Sync More than 1 day ago
Password Hash Sync Disabled

FIGURE 2.13 AAD versus Microsoft accounts in the Azure Portal

Home > The C# Guitar Network > Users - All users

Users - All users

e C# Guitar Network - Azure Active Directory
« + New user + New guest user [Z1 Multi-Factor Authentication *** More
All users
Name Show
Deleted users Search by name or email All users v
Password reset NAME USER NAME USER TYPE SOURCE
£ User settings .
Benjamin Perkins (GA-MA) ga@csharpguitar.net Member Microsoft Account
Activity ) ) ) )
Benjamin Perkins (GA-AAD)  ga-aad@csharpguitar.net Member Azure Active Directory
D Sign-ins
B Auditlogs

You must use an account with the source Azure Active Directory when running AAD
Connect, and the account role must be a Global Administrator.

Connect Health

It would not be a stretch of the imagination to think that when you are syncing two

or more data repositories that one or more of them may get a little or a lot out of sync,
meaning updates, inserts, or deletes in one repository are not reflected immediately, not
reflected at some point later, or not ever reflected in another repository at all. Transient
issues or longer outages can have some impact on the consistencies of your data. This
applies to more than just to an Active Directory but to any data repository.
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Azure AAD Connect Health is a monitoring service that replaces older tools such as
DirSync and Azure AD Sync and is a service agent that helps monitor the health of features
such as the following:

»  Sync errors with Azure Active Directory (missing, out-of-date, or duplicates).
»  Identify IPs that are bad actors attempting ADFS logins.

»  Monitor and alert on health issues of Azure Active Directory Domain Services (dis-
cussed later).

»  Configure alerts based on error types.

Azure AAD Connect Health is configurable from the portal by clicking the Azure AAD
Connect Health link. See Figure 2.14.

FIGURE 2.14 Azure AD Connect Health

@ Azure AD Connect Health

Directory Objects

Directory objects consist of items such as users, devices, and groups. Remember that Azure
Active Directory is an identity provider or authority and is the location where a user’s iden-
tity is authenticated. Once authenticated, applications can utilize groups where the identity
exists to authorize access. Therefore, the limit of 500,000 objects in the Free edition will
be enough for most customers. However, that edition is missing many other necessary cor-
porate features for running secure workloads in the cloud. When comparing Azure Active
Directory capabilities with an on-premise Active Directory implementation, specifically for
service accounts and machine accounts, some differences may not initially be obvious. For
example, you are not able to add Azure VMs, for example, to an Azure Active Directory
without implementing and configuring numerous other Azure products and features.

Single Sign-On

As mentioned in the previous chapter, needing a user ID, password, and profile for every
application required to perform a job is not optimal. Therefore, the creation of a global
intranet capability was created called an Active Directory. This entity contains the iden-
tities and group assignment for all users in a company. After a single sign-on (for example,
logging into a workstation that is connected to an intranet), any other application in that
intranet can reuse those credentials without asking for them again. The same applies to
cloud-based resources, meaning any cloud-based application that authenticates using AAD
will not request credentials again if the user has already been authenticated in your corpo-
rate network.
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When implementing SSO in an AAD, there are three notable hybrid identity sign-on
methods to consider.

Password Hash Synchronization Here AAD Connect synchronizes a hash of the
hash of a user password from on-premise to an AAD. Then users sign on to services on
Azure using the same password as they would when connecting to on-premise applica-
tions. This method requires the least amount of effort.

Pass-Through Authentication Here are some scenarios where a company would want
to authenticate a user on their on-premise Active Directory to enforce adherence to
specific security procedures and password policies. The approach requires the down-
load and configuration of an authentication agent, which manages the authentication
between AAD and an on-premise AD.

Active Directory Federation Service (ADFS) In this scenario, all user authentica-
tion happens on-premise. ADFS is therefore a group of domains that have a trust-
ing relationship with each other. An on-premise domain administrator wanting to
create a trust relationship with an AAD can federate the on-premise environment
with Azure AD.

To access the single sign-on capability in the Azure Portal, click the Azure Active
Directory link and click Azure AAD Connect; you will see the current configured state,
similar to Figure 2.15.

FIGURE 2.15 AAD Connect state

USER SIGN-IN
Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domains
Pass-through authentication  Enabled 2 agents

B2B Collaboration

B2B collaboration is a business-to-business concept that allows a company to share ser-
vices and applications with guest users from other businesses. The connection is secure and
allows the entity doing the sharing to maintain control over their own corporate data. As
shown in Figure 2.16, the implementation of B2B collaboration is performed by clicking the
+ New Guest User button and inviting an individual to the Azure Active Directory.

Once the guest users have been requested to join, you can control their access to corpo-
rate content using the conditional access capabilities discussed later. Additionally, you can
add guests to Azure Active Directory and role-based access security roles. Therefore, guest
accounts and B2B collaboration are a simple way to get an individual into your AAD using
their own current identity. There is also an Azure AD B2C capability that exists for a dif-
ferent use case. Whereas B2B is for granting individuals to help collaborate on a project or
product, the B2C capability is for authenticating users of the products created via the B2B
concept, for example.
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FIGURE 2.16 Alist of usersin Azure Active Directory

Home > The C# Guitar Network > Users - All users
Users - All users X
The C# Guitar Netwark - Azure Active Directory
« T Newuser e New guest user [Z Multi-Factor Authentication *** More
All users
Name Show

Deleted users Search by name or email All users v

Password reset NAME USER NAME USER TYPE SOURCE
Q User settings

< g Benjamin Perkins (B28B) guest@csharpguitar.com Guest External Azure Active Directory

Activity ﬁ Benjamin Perkins (GA-AAD) ga-aad@csharpguitar.net Member Azure Active Directory

Sign-ins
2 9 a Benjamin Perkins (GA-MA) ga@csharpguitar.net Member Microsoft Account
ﬁ| Audit logs

Self-Service Password

Changing, resetting, and unlocking accounts created a lot of work for support teams before
the invention of global identity repositories like Active Directory. The in-house development
teams quickly got this feedback and built self-service features for changing, resetting, and
unlocking passwords into their application.

With the Free edition, the only supported capability is the ability to change a password.
If the user is mostly in Azure, this is done here: myapps.microsoft.com. In some standard
use-case scenarios, a custom security policy can provide a trigger that requires users to
change their password every 30 to 90 days.

The functionality to reset and unlock accounts is available with the Free edition; how-
ever, it is self-help—back to the old days. In the Basic and Premium editions, there are
built-in self-service capabilities for resetting and unlocking passwords. This is an optimal
place to perform cost analysis. In other words, take the number of accounts you have and
multiply that by the cost per user, and include the probability of how often users would
need to unlock or reset their password. Is that amount greater than or equal to the cost of
running Azure Active Directory in Basic or Premium?

Application Proxy

This feature reminds me a bit of the Hybrid Connection Manager (HCM), which will be
discussed in the next chapter, where we hash out Azure networking. The similarity comes
from the fact that there is a connector service, aka connection manager, that is downloaded
from the Azure Portal and is typically installed on a server within an on-premise customer
network. Navigating to the Azure Active Directory blade and clicking the Azure Proxy link
renders a link for downloading the connector, as shown in Figure 2.17.

FIGURE 2.17 Application Proxy link

2 Application proxy
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The application proxy allows users to access an on-premise application remotely. A
proxy, as you know, is a physical or virtual layer that exposes an endpoint, like a URL.
That URL then, using the incoming data sent along with the request, can be analyzed
so the request can be sent to a different endpoint. This helps from a security perspective
because the actual address of the application is not known and also helps from a main-
tenance perspective because if the hidden endpoint changes, only the proxy needs to be
updated, not all the remote clients accessing the endpoint.

Once you have installed the Microsoft Azure Active Directory Application Proxy Con-
nector on a server in an on-premise data center, you need to log in to your Azure account
to connect the server hosting the connector and the application proxy. Logging in using
a Global Administrator account with the source of an Azure Active Directory endpoint
causes an entry to appear on the Application Proxy blade. Then you configure an app,
providing the requested information, as shown in Figure 2.18.

FIGURE 2.18 Adding an application proxy

Home > The C# Guitar Network - Application proxy > Add your own on-premises application

Add your own on-premises application s 0O X

+ add ¥ Discard

Application proxy provides single sign-on (SS0) and secure remote access for web
applications hosted on-premises. Learn more about Application Proxy

Basic Settings

* Name @ | The C# Guitar Network Intranet Site |

* Internal Url @ | hitp://csharpguitarintranet |
~ intranet -csharpguitar.msapppr... “

External Url @ https://intranet-csharpguitar.msappproxy.net/ E
Azure Active Directory ~

Pre Authentication @

Default ~
Connector Group @

Provide the configuration name, the internal URL to which the request will route, and
an external endpoint. Based on the pre-authentication configuration, those attempting
access to the external URL will be authenticated against AAD prior to getting access to
the internal URL. As shown in Figure 2.19, after a request to the external URL, which
is the application proxy service (which is configured similar to that shown previously in
Figure 2.18), the credential is validated against your Azure Active Directory; once it’s vali-
dated, access to the internal URL is granted.
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FIGURE 2.19 Application proxy flow diagram
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There are also use cases for reducing latency between different data centers. It is good
practice to place the content your employees need, and what your customers or partners
want, as close to them as possible. This simply makes the whole experience better because
connectivity happens faster. Simply install the Application Proxy Connector onto a server
anywhere, as close to the people who need the information as possible. Then configure the
external endpoint URL for that specific connector and deliver it to those individuals.

Service Level Agreement

A service level agreement (SLA) typically describes how available a specific product is guar-
anteed to be during a certain time frame. Usually, when the SLA is breached, partial refund
for the price of the product is provided upon request. The Free edition of Azure Active
Directory does not have an SLA, as shown previously in Table 2.1. The Basic and Premium
editions have the same SLA terms, as shown in Table 2.3.

TABLE 2.3 Basic and Premium Azure Active Directory SLAs

Monthly Uptime Percentage Service Credit
<99.9% 25%
<99% 50%
<95 % 100%
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The monthly uptime percentage is calculated using the following algorithm:

(User Minutes — Downtime) / User Minutes x 100

where User Minutes is the sum of the amount of Downtime and the number of impacted
users. SLAs are important, but that doesn’t mean Microsoft Support will turn their backs
on you just because you are running in Free mode. At the same time, if you are running
mission-critical or business workloads that have great impact, I recommend running in an
edition that has a commitment to uptime. It simply makes good business sense, and any
issue can start without needing to have that conversation in the first place.

Identity Protection

From a security perspective, a company is only as strong as its weakest employee. Getting
unauthorized access into a corporate network often uses an approach commonly referred
to as phishing. The sophistication of these attempted accesses through this attack vector
has improved to the point that even veteran IT professionals can sometimes become victims
of them. Getting access to a corporate network only requires an unsuspecting victim to
double-click an executable, open an attachment, or visit a link that installs malicious soft-
ware. An interesting approach some bad actors take is that they get administrative access
and don’t take any action right away. They let you forget that you made the mistake. But
the consequences do not go away. The vulnerability might be employed right away, stay
dormant until the attacker needs it, or simply lie in wait until the exploiter gets around to
engaging and probing the network.

That reads kind of scary, but there are some ways to protect against this, for example
with identity protection. Even if you forget about a detected threat and even if you don’t
recognize any odd behaviors on your system, the actions taken on the exploited system
expose certain patterns and in many cases act within a definable pattern of activities. These
activities can include the following:

=  Sign-ins from anonymous IPs (for example, accessing from Tor)

»  Sign-ins attempted from multiple locations within a time frame that is suspicious due
to impossible travel times

=  Sign-ins from unfamiliar locations

»  Sign-ins from infected devices

The previous points read like common sense, but the massive amount of authentication-
related data being sent back and forth can make attacks difficult to catch. This is what

Identity Manager provides; it provides features to monitor the behaviors of users who are
authenticated but appear to have been compromised.
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When you first created your subscription, you had the option to enable a
30-day free trial of the Premium edition of Azure Active Directory. Most exer-
cises in this chapter require Premium. Please plan your time accordingly so
that you can get through this chapter or book before the free trial expires; or,
of course, you can simply pay for it.

Add Azure AD Identity Protection

In Exercise 2.3, you will add Azure AD Identity Protection to protect an enterprise from
exploited accounts and identity spoofing. Identity Protection also provides visibility into
existing threats and vulnerabilities.

Adding Identity Protection
1. Loginto the Azure Portal at portal.azure.com.

2. Click the Marketplace link, search for Identity Protection, and click the Create button,
as shown in Figure 2.20.

FIGURE 2.20 Create Azure AD Ildentity Protection

Home » Marketplace » Security » Azure AD Identity Protection

Azure AD |dentity Protection

Azure AD Identity Protection

Microsoft

3. Select the directory into which to install Identity Protection, for example The C#
Guitar Network, as shown in Figure 2.21.

FIGURE 2.21 Selecting a directory for Azure ID Identity Protection

Azure AD Ildentity Protecti... O X
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4. Click the Create button and open the Azure AD Identity Protection blade by clicking
the link, as shown in Figure 2.22.

FIGURE 2.22 Azure AD Identity Protection

Azure AD Identity Protection

Installing this Marketplace feature is required to utilize some of the conditional access
policies discussed in the next section. Identity Protection provides the reporting capabil-
ities as well as the interface for creating the remediation policy. For example, consider that
I want to create a remediation policy after a sign-in attempt has been flagged as High. The
controlled remediation can be to enforce multifactor authentication. Continue reading
about conditional access; then perform Exercise 2.4 to create a policy.

Conditional Access

Security, security, security—it can’t be said enough to a point where it equals the impor-
tance of the topic. There have been reports just in the past year that the number of inva-
sive intrusion attempts have increased by almost 300%. So, there are a lot of bad actors
attempting to find vulnerabilities in IT solutions and then exploit them. Ransomware, for
example, is a lucrative undertaking. It doesn’t specifically focus on private data or cor-
porate intellectual property (IP) like many security administrators might be focusing on.
Rather, ransomware attempts to prevent the access to the data and the Internet Protocol
(IP) itself. The point is that bad actors are very inventive about discovering new ways to
exploit IT vulnerabilities. Therefore, security consultants and those who want to prevent
and protect must come up with and implement new ways to protect their assets.

Be careful! You can implement so much security that it inhibits employee
productivity and access to your products and services by customers.
Remember, bring-your-own-device (BYOD) policies, remote workers, and the
different types of devices accessing your resources all make the work more
efficient. However, consumption of IT resources is much more complex.
Each of those scenarios needs specific attention and a specific approach
toward the implementation of a security solution.
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Conditional access is a useful method and somewhat of an efficient approach to thwart-
ing many of the newer types of security attack attempts. Conditional access consists of
policies that are implemented after the first-factor authentication completes. Thus, it
makes sense that multifactor authentication (MFA) is implemented as a conditional access
policy that happens after the initial authentication. In addition to MFA, some common
conditional access policies are as follows:

= Device platforms
= Locations
= Sign-in risk

Managing IT device resources within a company is no small feat. Microsoft Intune is
specifically designed to make this easier. Using Microsoft Intune, it is possible to know
with high probability what kind of operating systems are running within your company,
or at least you know which operating systems you support and will allow to access your
internal network. A device platform policy can at least help you prevent malicious devices
running any number of operating systems from gaining access to your internal network.
For example, if you do not want to support macOS, then you can restrict access based on
that operating system. It is also possible to restrict access to cloud apps based on whether
the device is domain-joined. There is a capability in Azure known as AAD Connect, which
helps you synchronize an on-premise domain-joined device with your Azure AD tenant so
that a domain-joined policy can be implemented.

@ Real World Scenario

How Did They Get There?

Like with supported operating systems or domain-joined devices, you will know most
normal scenarios such as where your employees would typically connect from or where
they wouldn't ever likely connect from. In this case, you can create a location conditional
access whereby if the first-factor authentication is successful but the location of the login
is from an unexpected place, then you could block or force them to walk through an addi-
tional authentication step, such as MFA.

Take a look at Figure 2.23. A named location called CSHARPGUITAR HQ was created to
contain a range of valid IP addresses that are known to come from that location.
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FIGURE 2.23 Configuring conditional access

Home > The C# Guitar Network > Conditional Access - Policies > New > Conditions > Locations > Select
New X Conditions X Locations X Select 0o X
@ info 0 nfo Control user access based on their physical
location. Learn more
Sign-in risk @ 5 Con
Not configured =
Assignments Device platforms @ > nclude | Exclude NAME TRUSTED
Not configured
Users and groups @ N Any location v CSHARPGUITAR HQ
0 users and groups selected Locations @ > All trusted locations
Not configured Selected locations MFA Trusted IPs
Cloud 3pps @ 5
0 cloud apps selected Cliznt apps
iy > Select
Not configu >
- None
Conditions @ 5
0 conditions selected Device state (preview) @ 5
Not configured
Access controls
Grant @ 5
0 controls selected
ion @
>
controls selected
Enable policy
off

It would then be possible to configure a conditional policy based on what happens when
a device connects from that location. Notice that both Include and Exclude options
exist. That means if | want a policy to be applied to allow access for the IP address range
configured for the named location CSHRAPGUITAR HQ, then | include that range and
exclude the rest.

Remember that conditional policies occur after the first-factor authentication. Conditional
access policies are an added layer of security and are useful in this new era of constant
security exploits.

Sign-in risk is a calculated value that results in the classification of High, Medium, or
Low. AAD analyzes each login and determines based on an algorithm whether the sign-in
is suspicious. A suspicious sign-in can be from an unusual location, as discussed previously,
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or when the IP address of the client is hidden or anonymous. Based on the real-time anal-
ysis of the sign-in attempt, a conditional access policy can be applied. Complete Exercise
2.4 to practice implementing a conditional policy for blocking suspicious sign-ins.

Create a Conditional Access Policy

In Exercise 2.4, you will create a conditional access policy that will block all guest users
who have a suspicious sign-in with a calculated value of Low when accessing the Azure
Management Portal.

You need to take caution when you create conditional access policies. You
can lock yourself out with ease. Make sure you have multiple accounts just
in case you lock yourself out. There is the “What If” feature to check who is
impacted by the new policy, but this is available only after you have applied
it. Be careful.

This is a rather restrictive policy; however, I want to make sure no guest has any chance
of abusing their access in any way. To clarify, the algorithm to calculate the risk level is pro-
prietary and part of AAD. You simply need to configure it.

Creating a Conditional Access Policy
1. Logintothe Azure Portal at portal.azure.com.

2. Click the Azure Active Directory link, select Conditional Access, select + New Policy,
and select Users And Groups. Now, select the Users And Groups check box and
select all the Guest accounts; the result is shown in Figure 2.24.
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FIGURE 2.24 Creating a conditional access policy
Home » The C# Guitar Network > Conditional Access - Policies > New > Users and groups > Select
New X Users and groups Select O X
0o Include  Exclude
* Name ame or ema
— - p— () None
[ Block All Guests (LOW)PORTAL)
Il users
elect users and groups ™ Benjamin Perkins (228
Assignments -
All guest users ( P
. f Benjamin Perkins (Cloud)
sers and groups @ > ) “ a4 cloud@csharpguitarnet

Specific users included Directory roles " e

. - 7] Users and groups ™ Benjamin Perkins (Developer)

Cloud apps @ S E developer@csharpguitarnet

0 cloud apps selected

Select Benjamin Perkins (GA-AAD)

Conditons © ga-aad@csharpguitarnet

. y >

0 conditions selected

™ Benjomin Perkins (GA-MA}
ga@esharpguitar.net -
Access controls
Selected members:
Grant @ 5
0 controls selected @ Benjamin Perkins (28) —

Session @ S
0 controls selected

Enable policy

&P  guest@csharpguitar.com

3. Click Select and Done.

4. Give the new policy a name. The name should be a good description so you can tell
what it does. If you need to look at the configuration to determine what it does, then
the name is not good enough. In this example, the conditional policy blocks all sign-

ins where the risk is identified as Low.

5. Next, select Cloud Apps » Select Apps > Select » Microsoft Azure Management,

shown in Figure 2.25.
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EXERCISE 2.4 (continued)

FIGURE 2.25 Configuring a conditional access policy

Home > The C# Guitar Network > Conditional Access - Policies > New » Cloud apps > Select

New X Cloud apps X Select O x

[ Block All Guests (LOW)(PORTAL) |

) Select apps

Assignments v Microsoft Azure Management
Select
Users >
. ) > None
Specific users included = Microsoft Cloud App Security
Cloud apps @ 3
0 cloud apps selected p Microsoft Search in Bing
Conditions @ > Microsoft.MilelQ.Dashboard

0 conditions selected

Office 365 Exchange Online
Access controls

Office 365 SharePoint Online

0 controls selected

Qutlock Groups

o wn

controls selected

SF Skype for Business Online

Enable policy

Click Select and then Done.
Select Conditions » Sign-In Risk > Yes. Select the Low check box.

Click Select and then Done.

© © N o

Select Grant » Block Access, as shown in Figure 2.26.
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FIGURE 2.26 Creating a conditional access policy

Home > The C# Guitar Network > Conditional Access - Policies > New > Grant

New X Grant o X
@ info Select the controls to be enforced.
* Name lock access

\ Block All Guests (LOW)(PORTAL) v rant access

Require multi-factor authentication @

Assignments . .
Require device to be marked as

Users and groups @ compliant @
. i >
Specific users included . . P
Require Hybrid Azure AD joined
device @
Cloud apps @ >
1 app included Require approved client app @
See list of approved client apps
Conditions @ 5 Reaui toct N
= c
1 condition selected equire flpp protection palicy
(preview) @
See list of policy protected client apps
Access controls
For multiple controls
Grant @ >
0 controls selected Require zll the selected controls
) Require one of the selected controls
Session @
>

0 controls selected

Enable policy
On

10. Click Select » Enable Policy » On and then click the Create button.

11. You will see the policy show up in the list. Click the What If button to check if the
policy applies as you expect.

12. Attempt to log in to the Azure Portal, for example, using the Tor browser. You will get
an error that looks like Figure 2.27.
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EXERCISE 2.4 (continued)

FIGURE 2.27 Access policy access right violation pop-up

Microsoft Azure

B® Microsoft

guesti@csharpguitar.com
You cannot access this right
now

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you
might be signing in from a browser, app, or location
that is restricted by your admin.

Sign out and sign in with a different account

Mare details

You will recall that Figure 2.25 showed the cloud apps that are to be restricted. That
exercise was intended to restrict access to the Azure Portal. This is the reason you made
the Microsoft Azure Management selection. There is another interesting possible selection,
which is Microsoft Cloud App Security. With the creation of any conditional access policy,
a cloud app is a required value. Microsoft Cloud App Security (MCAS) is a full-featured
product for the enterprise for implementing security for your proprietary cloud apps. It
provides tools and reporting focused on protecting sensitive data, protecting files, and dis-
covering shadow IT. The implementation of this capability is mostly focused on compliance
details, which are covered in more detail in Chapter 6. Once those details are defined, they
are applied using a conditional access policy. The policy is then applied to that particular
cloud app.

Multifactor Authentication

No one uses the same user ID and password more than once, says no one. Each application
or website you visit, you always use a unique ID and password, right? Well, maybe some
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people do. Reusing credentials makes security that much more complicated because if one
of the sites or products you use is compromised, then an attacker could try those same cre-
dentials on other websites, like your email or bank account. The fact is, most passwords are
simply hashed and stored in a database table. There are different strengths of hashing, but
in the end, it is still just a hash. All hashes are vulnerable because all you need is a super-
computer, a rainbow table, and time. At some point, a match will be found, and your pass-
word can be translated into plain text.

This is one reason why many security policies make employees change their password
every 30 to 90 days. The strongest hashed password will take 30 to 90 days to be compro-
mised on the fastest supercomputers, so to keep the employees ahead of that, the policy of
changing passwords is enforced. Not being allowed to use the previous two to three pass-
words is also good practice for achieving a higher level of security. Therefore, relying only
on a user ID and password should be considered as a first line of defense, or the first level
of authentication to confirm before moving to the next phase.

We have discussed already some of the conditional access policies that can be imple-
mented as the second, third, or fourth layers of authentication, for example location or
expected operating system of the device. Another, more popular access policy is called
multifactor authentication. MFA is typically implemented by having two or more of the
following:

»  Something you know
»  Something you are

»  Something you have

Something you know can be a user ID and password, but it can also be a set of
multiple-choice questions that only you would know. For example, what is your favorite
fruit, or what color was your first car? However, these days many of those questions could
be compromised by information shared on social media, so just those questions about some
individual alone aren’t enough to prove someone’s identity with high confidence. Therefore,
something else must be included in the authentication process.

Biometrics, for example, are something you are. A fingerprint, facial recognition, and
retinal scan are identifiers owned only by a single individual. No one has the same fin-
gerprint or retinal pattern as anyone else; they are unique. Some think that having only
a retinal scan or fingerprint alone is enough; this might be the case, but two forms of
identification are better than one. I have seen a few movies where biometric vulnerabilities
are exposed, and it is not pretty.

Lastly, something you own, for example, is a mobile device, digital certificate, or smart
card. The validation of any two methods, as shown in Figure 2.28, would be legitimate
options for a multifactor authentication process.
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FIGURE 2.28 Types of multifactor authentication options

User Name

| ga@csharpguitar.net

| Benjamin Perkins
098567432123

Password

The C# Guitar Network

Once a conditional policy is executed based on its assignments, the Access controls
which are either to Grant/Deny access or to restrict Session actions of the user are applied.
In the previous exercise, the action taken was to block the login attempt. Instead, it is pos-
sible to grant access based on several different criteria. One or all need to be met to proceed

with authentication.

»  Require multifactor authentication.

= Require a device to be marked as compliant.

=  Require a hybrid Azure AD—joined device.

=  Require an approved client app.

As already mentioned, MFA requires more information than a simple user ID/password

combination; it requires also something you have or something you are. Table 2.4 describes
the supported scenarios for implementing MFA on your AAD.

TABLE 2.4 Supported MFA Authentication Methods

Authentication Method

Description

Password

Microsoft Authenticator
app

SMS

Voice call

This method is always available and enabled.

Once installed, the app receives a notification that a sign-in
attempt has been attempted. The person must then approve the
notice.

The user is prompted with a request to enter a six-digit code,
which is sent as a text to their mobile device. Once received,
enter the code and proceed with authentication.

The user receives an automated phone call where the voice pro-
vides a six-digit code. Enter the code, and the authentication pro-
cess proceeds.
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Perform Exercise 2.5 to enable multifactor authentication.

Enable Multifactor Authentication

It turns out the conditional access policy created in the previous exercise was too aggres-
sive, and it locked out our partner even though we wanted the account to be authenticated.
In Exercise 2.5, you will modify the conditional access policy that blocked all Guest users
who have a suspicious sign-in with a calculated value of Low. Instead of blocking the
authentication from proceeding, as long as the partner has a valid mobile device that can
receive a verification code, we will allow access.

Enabling Multifactor Authentication
1. Logintothe Azure Portal at portal.azure.com.

2. Click the Azure Active Directory link, select Conditional Access, click + Select, and
select the policy created in the previous exercise, as shown in Figure 2.29. In this
case, Block All Guests (LOW)(PORTAL) is selected.

FIGURE 2.29 Enabling multifactor authentication

Home > The C# Guitar Network > Conditional Access - Policies

Conditional Access - Policies X
« + New policy ... What If

Y= Policies

- o Interested in understanding the impact of the policies on a user sign-in? Check out the "What If" tool. =»

Manage

. POLICY NAME ENABLED
Named locations

a Baseline policy: Require MFA for admins (Preview)

Custom controls (preview)
Terms of use Block All Guests (LOW)({PORTAL)
3 VPN connectivity

= Classic policies

Troubleshooting + Support

X Troubleshoot

New support request

3. Inthe Access Controls section, select the Grant » Grant Access radio button. Select
the Require Multi-factor Authentication check box. Click the Select button and click
Save. See Figure 2.30.
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EXERCISE 2.5 (continued)

FIGURE 2.30 Enabled multifactor authentication, granting access

Home > The C# Guitar Network » Conditional Access - Policies > Block All Guests (LOW)(PORTAL) * Grant

Block All Guests (LOW)(PORT... X Grant O X
©® info T Delete Select the controls to be enforced.
* Name () Block access

Block All Guests (LOW)(PORTAL) (®) Grant access

Assignments

Users and groups @

>
Specific users included
Cloud i ] 5
1 app included
- >
1 condition selected (
See list of policy protected client apps
Access controls
For multiple controls
Grant @ > )
Black access () Require all the selected controls
®) Require one of the selected controls
>

0 controls selected

Enable policy
On

4. Wait a few moments to ensure the policy gets applied (just a few moments) and then
attempt to log in to the Azure Portal with the credential you selected to apply the
conditional policy to. The user should receive the pop-up shown in Figure 2.31.
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FIGURE 2.31 Multifactor authentication pop-up window

BE Microsoft

guest@csharpguitar.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

5. As this would be the first time the user is accessing AD with this policy in effect, it is
likely they would need to provide some additional details.

a. For the Step 1 screen, MFA requests more information about how to contact you,
as shown in Figure 2.32.

FIGURE 2.32 Multifactor request for more information page

B2 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v

Germany (+49) T I

Method
’7' Send me a code by text message

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.
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EXERCISE 2.5 (continued)

If your security neurons are firing, you are contemplating all the different
scenarios in which this approach has flaws. It does, and it doesn’t. Because
step 5 took place after the user ID/password, first-factor authentication step,
we can have some confidence this person is who they say they are. If you
wanted to be more secure, you could select more check boxes on the screen
in Figure 2.30 so that all those controls are enforced along with MFA.

b. On the Step 2 screen, select the country code, enter the phone number, and then
click the Next button. The Step 2 information box opens with the message, “We’ve
sent a text message to your phone at: #####.”

¢. On the Step 3 screen, wait for the text message to arrive at your cell/mobile phone,
enter it into the text box, and then click the Verify button. (See Figure 2.33.)

FIGURE 2.33 MFA additional security information request page

B® Microsoft

Additional security verification

Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 2: We've sent a text message to your phone at +49 7

When you receive the verification code, enter it here

6. |If the verification is successful, click the Done button. The user account is now con-
figured to use MFA, as shown in Figure 2.34.

FIGURE 2.34 MFA security verification page

B Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know

W to secure your account

Step 2: We've sent a text message to your phone at +49 5

Verification successfull
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7. In this scenario, for this conditional access policy, the sign-in attempt always trig-
gers the MFA control. The user always is prompted to provide a verification code, as
shown in Figure 2.35.

FIGURE 2.35 MFA window for verification message entry

BE Microsoft
guest@csharpguitar.com

Enter code

[ We texted your phone +XX3{ 00000046,
Please enter the code to sign in.

[code

Having trouble? Sign in another way

More information

There are many ways to create and apply conditional policies. It really is up to you or the
security officer/adviser.

13

The point of the previous two exercises is that there is a balance between security and
productivity. Initially, the conditional access policy was aggressive and blocked any guest
no matter what. I have actually seen this approach implemented after a security adminis-
trator leaves the company or there is an apparent loss of control of the security solutions.
Just lock everyone out and then revalidate them all based on new policies. That is not an
approach with low impact, but. . .is it better than doing nothing when you know there is a
vulnerability? Blocking everyone isn’t realistic in a company with thousands of employees
and partners. The human resources’ costs would be too prohibitive. That approach is not
something I would ever recommend; instead, in a best-case scenario, plan, design, and
implement your policy right the first time.

Just keep in mind that security is fundamental, but you need to let the people work and
not have a security policy prevent them from doing that. If your policy does have a neg-
ative impact on productivity, then you have a bad security solution. In Chapter 9, where
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we discuss monitoring, you will come to learn how you can see the impact of your secu-
rity policy on productivity. Additionally, you can use the “What If” feature, discussed in
Exercise 2.4, to check how impactful the policy will be.

Privileged Identity Management

Giving a group or individual user access to a resource is standard practice. This measure
protects unauthorized individuals from gaining access and potentially causing the company
or customer harm. There may be a scenario where just being authenticated or authorized to
access the resource isn’t restrictive enough; for example, providing a user with read access
to a database so that the individual can analyze behaviors to find new features for a prod-
uct or to find unexpected behaviors due to poor code path execution in the application. Per-
haps an individual needs to make a remote desktop connection to a server to troubleshoot
an issue or give someone access to a certificate’s private key.

In each scenario, the security administrators have the justification to grant access, but
the issue is how long they need access, because some of the resources being accessed are
more sensitive than others and would therefore need some additional security policies. How
can that be implemented? How can additional security levels be applied based on a specific
resource? The solution is Privileged Identity Management (PIM). Simply, PIM is a feature
for controlling, managing, and monitoring access to highly critical or sensitive resources
within your company. This is performed by adding authentication capabilities to resources
on the Azure platform based on an individual’s AAD identity, AAD group assignment, or
Azure resources through RBAC (RBAC is discussed later in this chapter). Table 2.5 shows
the additional authentication features available through PIM.

TABLE 2.5 Privileged Identity Management Authentication Features

Authentication Feature Description

Audit history A report for analyzing who has accessed which resource,
when, and how often

Notifications Notification when a group or user is granted privileged access
to a resource

Multifactor authentication  Additional layer of authentication
Time-bound Apply start and end dates for the privileged access.

Access reviews Reports that identify if access is still required for the specific
user or group

Justification Create rules for requested access, like a work item must be
provided along with the request.
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Approval Implement an approval process for granting privileged
access.
Just-in-time Request access when you need it and it gets approved JIT.

JIT means the user is given acces at the moment it is required
and then is removed when the access is no longer required.

To enable PIM, you must navigate to the Azure AD Privileged Identity Management
blade, as shown in Figure 2.36, and click the Consent To PIM link.

FIGURE 2.36 Azure AD Privileged Identity Management

@ Azure AD Privileged Identity Management

The verification is multifactor, just like what was configured in the previous section.
Once verification is completed and consented to and your account is signed up, you can
then begin using the feature to add that extra layer of security and control around your
company’s most sensitive products and data. Finally, PIM provides monitoring and review
capabilities that help ensure your security solution is functioning as expected.

Managed Identities

Up to now we have only discussed accounts that are associated with physical beings, like
a person. These people are logically assigned to groups, and those groups are granted

or denied access to certain resources. There is another common scenario when running
applications that benefits from a resource having an identity, for example, an instance of
Azure App Service, Azure Functions, or Azure VM. Most Azure resources within a given
subscription can be granted access to any other resource so long as those resources have a
managed identity stored in the Azure Active Directory.

This is commonly referred to as credential leaking. This is when credentials are stored in
source code, configuration files, or application settings. These passwords are generally for
connecting to a database, connecting to a third-party application, or connecting perhaps
to a REST API. Regardless, any resource connected from any other resource that requires
authentication needs to store those credentials someplace. The original solution for this was
Azure Key Vault, which stores a secret or connection string in a secured, encrypted loca-
tion. The secret string is then accessed using a key.

The key, though, has to also be stored somewhere, which creates the credential leak
mentioned earlier, where the credential is stored in a secure place but can still be accessed
by using the key stored in a less secure location. What finally came into being was a fea-
ture called Managed Identities (MI) for Azure resources, formally called Managed Service
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Identity (MSI). Once MI is implemented for a given resource, then that specific resource has
permission to get the secret, and the authentication is handled using MI and AAD.

In Chapter 7, there is an exercise where you will create an Azure App Service instance
and an Azure Key Vault, configure M1, and access a secret within it. As we have yet to
cover the creation of compute resources (covered in Chapter 4), there is not enough expla-
nation yet to perform those activities.

Azure AD Domain Services

Azure Active Directory Domain Services is useful for a scenario called lift-and-shift.
This means that a company that has on-premise application workloads or other domain-
dependent assets wants to package the I'T solution and deploy it as is to the Azure platform.
Consider, however, the scenario where that workload has Lightweight Directory Access
Protocol (LDAP), NT LAN Manager (NTLM), or Kerberos requirements. As you should
already know, those features run on an on-premise Active Directory and are not supported
on the Azure platform out of the box with AAD.

There are numerous workarounds to get those three features working on Azure, such
as creating a site-to-site connection between Azure and an on-premise AD. Other possi-
bilities are creating an AD domain using an actual Azure virtual machine or replicating
the domain in the cloud. Those solutions are valid, but they require significant monitoring
and administration and can be vulnerable to latency and transient network issues. There-
fore, Microsoft created Azure AD Domain Services as the best solution for lift-and-shift
workloads.

There are two supported scenarios:

=  Azure AD Domain Service for hybrid solutions

= Azure AD Domain Services for cloud-only solutions

In a hybrid solution, a company has infrastructure resources both in its on-premise
data centers as well as on Azure. The company additionally has a requirement or a desire
to synchronize identities between its on-premise AD and its Azure AD tenant. As shown
in Figure 2.37, resources are in a virtual network. (Virtual networks are discussed in
Chapter 3.) Those resources connect to AAD using Azure AD Domain Services, and then
AAD uses Azure AAD Connect, discussed earlier, to synchronize the identities.

The configuration for a cloud-only solution is like that for the hybrid; the only difference
is that there is no synchronization happening between AAD and an on-premise AD using
Azure AD Connect.

So, that’s Azure Active Directory and many of its additional features and related secu-
rity and identity products. It would be possible to write an entire book about Azure Active
Directory; I know there are a few. If this subject is of particular interest to you, then make
it one of the topics that you learn a lot about.

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

Azure Active Directory 177

FIGURE 2.37 AAD Domain Services flow diagram
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Let’s now turn our attention to the next section where we discuss role-based access con-
trol. But before that happens, look at the following table, Table 2.6 to see the differences
between AAD and RBAC.

TABLE 2.6 Differences Between AAD and RBAC

Azure AD Azure RBAC

Role-based information is accessible using Role-based information is accessible using

Microsoft Graph and Azure AD Power- the Azure Portal, Azure CLI, Azure PowerShell,
Shell. and REST.

Custom roles are not supported. Custom roles are supported.

Manage access to Azure AD resources. Manage access to Azure resources.

Scope is AD tenant roles and groups. Much more granular scope capabilities for

resources and artifacts

The most important aspect to recognize is that Azure AD has a scope greater than
that of Azure, while RBAC is specifically focused on the resources accessible via the
Azure Portal.
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Role-Based Access Control

Role-based access control (RBAC) is neither a new concept nor unique to the management
of access to resources in the Azure Portal. Azure Active Directory is where we authenticate
the credentials of individuals desiring access to a restricted resource. After authentication,
we are certain that the client attempting to connect to that resource is who they say they
are. However, this is not enough; not only must the identity and credentials be validated,
permission to access the desired resource must also be allowed. This kind of permission
check is referred to as authorization—a method for specifying access rights or privileges to
resources.

There has already been a discussion about how Active Directory (the on-premise flavor)
resolved the issue of requiring an identity authority per application. The management of the
profiles and passwords for each application quickly became unmanageable as the number
of applications required to perform a task increased. Take that same authentication concept
and apply it to authorization. Here, instead of managing and validating credentials in each
application identity database, the management of an individual’s rights once authenticated
would be managed by each application. It is easy to grasp how quickly this model broke
down as the effort required to maintain it is too great as the number of users increase.

Part of the migration from application-bound identity provider databases to Active
Directory required the mapping of tasks to an identity. For example, if many systems
provided human resource, financial, accounting, or logistic data and capabilities, the
question becomes, who can access what data and who can execute which activities? Should
someone in Finance see details about the last time an employee called in sick? Should
someone in Human Resources be able to approve the payment of an invoice from a third-
party vendor? Probably not, so there needs to be a scalable way to grant or deny individuals
access to the data, actions performed upon the data, and activities that have significant
consequence.

It would not take long to realize that granting access to data or actions on an individual
basis won’t scale. Perhaps in a very small company this could be a possibility; however, in
a larger corporation, the more maintainable approach is to create roles. Active Directory
supports creating groups, as does AAD. However, AAD groups are not what are used for
managing access to Azure resources. Instead, an Azure implementation of RBAC is the
means for granting access to resources within Azure to users.

You will find three common RBAC roles in Azure: Owner, Contributor, and Reader (see
Table 2.7). In total there are about 40 built-in Azure RBAC roles, and in addition, it is pos-
sible to create custom roles. Creating custom RBAC roles is discussed later in the section.

TABLE 2.7 Most Common Built-In Azure RBAC Roles

Name Permissions (Brief Overview)

Owner Access to all resources; can delegate this right to others
Contributor Same as the Owner, but cannot delegate this right to others
Reader Can only view existing Azure resources; cannot create or delegate
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Each role has a set of permissions, and instead of assigning an individual a permis-
sion, you assign permissions to a role and then add an individual to that role. We all know
that individuals perform many tasks and perform many roles that require access to many
resources. The RBAC feature in Azure supports this scenario, where individual accounts
can be assigned multiple roles, which allows them to execute and perform many tasks.

It's important to note again the difference between AAD and the RBAC
model available in the Azure Portal. It is true that AAD supports groups;
however, AAD can be considered as a level higher than RBAC. AAD can be
used to authenticate individuals within applications, workloads, and other
SaaS products; RBAC cannot. RBAC is the feature for controlling access to
the resources on the Azure platform from within the Azure Portal, not the
access to the application or code running on the Azure resources.

The permissions for the Owner RBAC role in Azure can be viewed in the portal by
selecting Subscriptions, choosing an Azure subscription accessible to the signed-in user,
and then choosing Access Control (IAM) » Roles » Owner » Permissions. Finally, click
the Load More link a few times. You will then see the list of permissions for the given role,
something similar to Figure 2.38.

FIGURE 2.38 RBAC permissions overview

19

« Home » Subscriptions » Pay-As-You-Go - Access control (IAM) > Owner > Permissions (preview)
—+ create a resource Permissions (preview)
A Home
& Microsoft Web Apps All
[E pashboard
_ & Microsoft.AlertsManagement Al
== All services
& Microsoft.Archive Al
FAVORITES
Al resources & Microsoft.Attestation Al
Azure Active Directory & Microsoft.Azure.Geneva All
Subscriptions # Microsoft.BizTalkServices All
Azure AD Identity Protection % Microsoft.Cdn Al
Azure AD Privileged Identit... . : y
@ vieg & Microsoft.ChangeAnalysis all
% Azure AD Connect Health . . .
& Microsoft.ClassicinfrastructureMigrate Al
esource groups
@) R group:
& Microsoft.ClassicSubscription All
¥ Virtual machines

Click one of the permissions categories, for example, Microsoft Web Apps, and you
will see the access controls (Read, Write, Delete, and Other) provided for the role. (See
Figure 2.39.) Click a check mark for more information about what kind of access is granted
when the permission is established.
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FIGURE 2.39 RBAC permissions detail

« Micresoft Web Apps

Microsoft Web Apps

RESOURCE TYPE [MANAGEMENT) READ WRITE DELETE OTHER ACTIO..

If the account you used to access the portal does not yet have access to a subscription,
complete Exercise 2.6 and grant access to it. If you created the users as demonstrated in
previous exercises, then none of those accounts will be associated to any subscription.

Up to now, only the account that created the subscription has access. Consider logging

into the Azure Portal using the account created in a previous exercise. Then click the
Subscription link and you will find none; instead, there is a link that allows you to create a
new subscription. Additionally, while logged in, it will not be possible to create any kind of
resource as the account is not yet associated to any subscription.

Granting Access to an Azure Subscription
1. Loginto the Azure Portal at portal.azure.com.

2. From the navigation panel on the left side of the display, select Subscriptions. From
the list of subscriptions that opens, select one for granting access. (See Figure 2.40.)
In this case, there is only a single subscription. From the two drop-down lists, My
Role and Status, select the values to apply to the list of subscriptions. Notice that
you can only set the values for subscriptions that you (or other logged-in users)
can access. Therefore, it is possible to filter based on the roles a logged-in user has
for a given subscription. You can also filter on the active or disabled status of the
subscription.
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Role-Based Access Control

Azure subscription list

81

« Home ubscriptions
+ Create a resource Suhscripkions £ X
A Home
=+ Add
& Dashboard
ot Showing subscriptions in The C# Guitar Network. Don't see a subscription? Switch directories
= All services P R
My role @ us @
FAVORITES 8 selected ~ 3 selected ~
All resources
2 . +|Show only subscriptions selected in the global subscriptions filter @
% Azure Active Directory
A2 Search to filter items...
Subscriptions
SUBSCRIPTION SUBSCRIPTION ID MY ROLE CURRENT COST STATUS
Azure AD Identity Protection
@ Azure AD Privileged Identit.. o Pay-As-You-Go 6c383 Account admin 0.00 @ Active
3. Select Subscription » Access Control (IAM) » Role Assignments. Click the + Add
button and select Add Role Assignment. You will see something similar to that
shown in Figure 2.41. The + Add button also presents the option to select Add
Co-administrator. If you choose to add a co-admin, no Role or Assign Access To
drop-down list appears. Co-admins are granted the same access as the original
administrator automatically.
FIGURE 2.41 Azure subscription details
« Home > Subscriptions > Pay-As-You-Go - Access control (IAM) Add role assignment X
- Create a resource ‘0 Pay-As-You-Go - Access control (IAM)
A H —— d
o o e, « o add ) Refresh
[E pashboard - 00
AD user, group, or serviee principal
= All services D Overview Check access  Role assignments  Deny assignments ~ Clas
= E—— Select @
FAVORITES s pconss conTolNAN) Manage access to Azure resources for users, groups, service principals | Benjamin Perkins
All resources K Diagnose and solve problems scope by creating role assignments. Learn more 2
(> Azure Active Directory O security . P bl
Subscriptions Events Group b
oup by @ 9 Benjamin Perkins (Cloud)
Azure AD Identity Protection Casi Maspaaat All scopes v Role M doud@csharpguitar.net
@ Azure AD Privileged identit... 4 Costanalysic 0items > Benjamin Perkins (Developer)
d developer@csharpguitar.net
@ Azure AD Connect Health Budgets NAmE Tee
© ] Benjamin Perkins (GA-MA)
) Resource groups % Advisor recommendations O — ¥ ga@csharpguitarnet
K3 virtual machines
Billing Benjamin Perkins (User)
“® App Services M userocsharpguitatnet
o Invoices
Encen op B3 External services Selected members
B sQL databases
® Payment methods
& Azure Cosmos DB A Benjamin Perkins (GA-AAD) Remiove
o Partner information =

¥ Load balancers

ga-aad@csharpyuitar.net

The Role drop-down list contains the roles or groups the user can be assigned to.

For example, you might see Owner, Contributor, or Reader. (You’ll learn more about
assigning access later in this exercise.)
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EXERCISE 2.6 (continued)

4. Click the Role drop-down list and notice the numerous roles available for selection.
Next to each there is an information circle to click that will provide more details
about that role. In this scenario, create an Owner. Refer to Table 2.7 to confirm what
permissions this provides.

5. From the Assign Access To drop-down list, leave the default. The plan is to grant this
role to an Azure AD user.

6. Search for the Azure AD user to add to the Owner role and click the Save button.

7. Log in using that account; the subscription will now be visible, and the permission to
create and consume resources within it exists.

As you worked through Exercise 2.6, many concepts and much technical jargon were
introduced. Some were obvious and intuitive, while others were not so and touched on a
number of behind-the-scenes concepts. The first one is the subscription, which we know
by now is the entity into which resources are organized and billed. An Azure subscription
is only one component of a greater hierarchy that is commonly referred to as scope.
Figure 2.42 shows the scope concept as designed in Azure.

FIGURE 2.42 Azure scope relationship hierarchy

. . Management Group
0000

Subscription

‘ Resource Group

e & >@

Resource
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At the top of the hierarchy is an entity called a management group. This newest member
of the hierarchy was introduced in 2019. (Management groups will be discussed in more
detail in Chapter 6. They help with the governance and compliance aspects under which
some enterprises must operate.) There can be only one root management group; however,
the limit for submanagement groups is constrained only by one’s imagination, up to 10,000
down to a depth of six levels. Management groups can be designed after the structure of an
organization. For example, consider the following management groups:

Root Company Group
Marketing
Human Resources
IT
Finance
Accounting

Within each of those management groups, one or more subscriptions and/or one or
more groups can exist. A Human Resources management group may contain child
regional groups, while the IT management group could contain Production, Testing, and
Development groups. Then each one of these groups is assigned a subscription, which
would be helpful with managing and estimating costs, as well as providing an option for
the application of access controls.

The higher the level a group or role is granted access to on the hierarchy, the
greater the impact their actions can have. The best approach is to grant roles
the least amount of privileges required to perform the required work.

To create a management group, perform the steps described in Exercise 2.7.

Creating a Management Group
1. Logintothe Azure Portal at portal.azure.com.

2. Search for management groups in the search box found at the top of the page. Navi-
gate to the Management Groups blade.

3. Ifthisisthe first management group being created, click the Start Using Management
Groups button to create one. Otherwise, click + Add Management Group.

4. Adda management group ID, for example: CSHARPGUITAR-IT.

5. Add a management group display name, such as: The C# Guitar Network - IT
Department.

6. Click the Save button.
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When a subscription is created, by default an Azure AD tenant is created, as already
mentioned. Also, by default a management group named Tenant Root Group is created.
The subscription is automatically assigned to that root management group. If you want to
move items between management groups, for example, a subscription, click the ellipsis next
to the item and select Move, while on the Management group blade.

The next level down in the scope hierarchy is the subscription, which has already been
covered. Next is a resource group, which is another method for logically grouping Azure
resources. The best use of a resource group is to group together all the Azure products
and features that make up an application or solution. For example, a web application may
contain an Azure App Service instance, a Cosmos DB instance, an Azure Blob Storage
container, and a Key Vault instance. Each of these products is required to provide the ser-
vice that the application provides, which is an optimal use of a resource group. Resource
groups are mentioned or used in many more chapters in this book. In Chapter 3, there is an
exercise to create one.

The lowest level on the scope hierarchy is the resource itself. As mentioned, Azure App
Service, Cosmos DB, and Key Vault instances are the actual entities that an administrator
is restricting access to. Here are the four scope hierarchy levels:

=  Management group
= Subscription
=  Resource group
= Resource

Where a resource group can contain many resources, a subscription can contain many
resource groups, and a management group can contain many subscriptions. However, there
can be only one root management group per Azure AD tenant. Overall, the scope hierarchy

is helpful in the organization of the Azure resources and controlling who and what have
access to them. The final questions are as follows:

=  How do you control who or what has permission to the Azure resource?
=  How do you provide permissions to Azure resources?

»  How are the permissions controlled in the portal? What about the CLI, PowerShell, or
REST APIs?

How to Control Who or What Has Access

Up to now we have discussed both users and groups and have experienced how they can be
granted permission to an Azure resource. In Exercise 2.7, the Assign Access To drop-down
was left at the default. The role assignment was being performed on a user. Figure 2.43
shows some other available options, which are referred to as security principals.

Each of these security principals has been discussed already except service principal.
Nonetheless, Table 2.8 provides an overview of each type.
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FIGURE 2.43 Azure users, groups, managed identity, and service principal icons

User Group Managed Sgrv?ce
Identity Principle
TABLE 2.8 Security Principals
Type Description
User A person or individual who exists in the Azure AD tenant
Group A collection of users in the Azure AD tenant
Managed identity An identity managed by Azure
Service principal Asecurity identity used by applications to access Azure ser-
vices

A service principal is synonymous with a service account that one would create on
a Windows server. This account is used to manage permissions between machines. A
common use of a service account is in IIS when companies want to implement an intranet
web farm with Kerberos. The context in which the identity of the IIS process runs must be
within the Active Directory. It wouldn’t be good practice to assign that process to a real
user; instead, the account is a generic one that is not linked to a specific person. Addition-
ally, running scheduled tasks that need access to restricted data stored on a file share need
to run with a given identity. Simply run the task in the context of a service principal/service
account and grant that identity permission to the file share. Again, it wouldn’t be prudent
to run the scheduled task as a real user.

The difference between managed identities and service principals is subtle. Service prin-
cipals are no longer recommended for services that support managed identities. Managed
identities are effectively “managed service principals” and remove the need for storing cre-
dentials in the application’s configuration and instead inject certificates into the resource
that the managed identity is created into.

How to Provide Permissions to Resources

At each level in the scope hierarchy, as shown in Figure 2.42, you will find the Access
Control (IAM) menu option; IAM stands for “identity and access management.” You
likely remember this menu option from Exercise 2.7 when granting a user permission to a
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subscription. In the Azure Portal, open any subscription, resource group, or resource and
youw’ll find the Access Control (IAM) link, which provides the interface for granting access.

As discussed in the previous section, it is possible to grant access to any of the entities
in the scope hierarchy to any of the four security principals. Ask yourself this, would it be
practical to grant user access at the resource level? Why? Why not? The answer is no; it
would not be practical, because the effort required to maintain such an approach would
be the greatest compared to all the other possible scenarios. It is unlikely that a single user
needs access only to a single Azure resource, so in addition to adding that single user to
all the necessary resources, it would be necessary to add all users to all resources. This
approach would quickly break down.

The best-practice approach is to grant users access to Azure resources via roles.
Figure 2.44 visualizes the most common roles (Owner, Contributor, and Reader) mapped
to the scope hierarchy.

FIGURE 2.44 Azure roles and relationship hierarchy

Roles

Owner Contributor Reader

Subscription System

Architects,
Support, or
Developers

Testers, Project
Managers, or
Viewers

Administrators

&

@ @ IEI Application Identities and Automation

Resource

Resource Group

Scope

Notice that in addition to the roles and scopes shown, Figure 2.44 provides a more
detailed visualization of some additional job titles that may fit well into some of the already
existing RBAC roles. Irrespective of that, it is most beneficial to grant from a group or role
perspective and give the role the least amount of access to Azure features as required. The
Contributor role for example, may only need access to a specific application that is in a
resource group and not all Azure resources within a subscription. In that case, the necessity
for additional roles, one per project or region, for example, with contributor access may
be required.

Lastly, observe that the only recommended time to assign any role or user to a specific
resource is when the identity is used by the application. The assignment would not uti-
lize a user account, rather a managed identity or a security principal, for the reasons just
discussed.
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How Are the Permissions to Resources Controlled?

It should now be clear that permissions are granted to one of the four security principals,
and those security principals should be grouped together in a role. Then that role is granted
permissions at one of the three levels (subscription, resource group, and resource) in the
scope hierarchy. The question is now, how does Azure implement RBAC so that when
someone attempts to access an Azure resource from the portal, the CLI, PowerShell, or a
REST API, that authentication happens? The answer is Azure Resource Manager (ARM).
One cannot fully understand the implementation of RBAC in the Azure Portal without also
comprehending the Azure Resource Manager.

Covered in more detail in Chapter 8, ARM is an API discussed most often within the
context of deployments, but ARM can also be used for auditing, tagging, and controlling
access to Azure resources. The API is accessed from the Azure Portal, Azure PowerShell,
REST APIs, and Azure CLI, for example. ARM provides the means for logically struc-
turing a company’s workload and compute solutions. This structure makes it possible to
implement access control on a resource, a group of resources, resources that make up an
entire solution, or even all resources within a given subscription. As shown in Figure 2.45,
ARM is the heart of RBAC, and nothing happens to Azure resources without flowing
through it in some way.

FIGURE 2.45 Azure and the resource manager relationship
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If you are interested in learning more about ARM immediately, jump forward to
Chapter 8 for more in-depth coverage.

Custom Roles

What happens if one of the 40 or so built-in roles do not match your specific need? The
answer is to create a custom role. Although the developers and designers of the RBAC roles
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available in Azure have done great diligence to provide as many roles as possible, there are
cases where there is not an absolute match for what you need. This is the greatness of tech-
nology and the platform that Azure provides. The platform provides the capability to create
exactly what you need to meet your requirements.

Custom roles, like the built-in Azure roles, can be granted using the same scope hier-
archy and service principals as previously discussed. There is nothing different in that
respect. By default, however, not every user can create custom roles as you would expect.
Instead, only Owners or User Access Administrators, for example, would have this privi-
lege as they would be the ones who have an overview of what roles already exist.

The specific actions required to create a custom role can be manually assigned to a
custom role, as shown in Table 2.9.

TABLE 2.9 Actions Required to Create a Custom Role

Operation Type

Microsoft.Authorization/roleDefinition/ View acustom role
read

Microsoft.Authorization/roleDefinition/ Update a custom role
write

Microsoft.Authorization/roleDefinition/ Create/delete a custom role
write

Therefore, if a user needs to have the permission to create custom roles and support
cases only, then that would be a case for creating a custom role. Let’s call that role Security
Support Engineer; complete Exercise 2.8 to create an Azure RBAC custom role. Before you
begin, take notice that there is no capability to create custom roles in the Azure Portal. This
is possible only when using Azure PowerShell, when using the Azure CLI, or when calling
the REST API directly. It is expected that you already know one or more of those clients
and can use it for this exercise. This exercise utilizes Azure PowerShell.

Creating an RBAC Custom Role

1. Login to the Azure PowerShell console using the Login-AzureRmAccount
cmdlet. Enter Login-AzureRmAccount and enter the same credentials as you would
when accessing Azure using the portal. You will be prompted for your credentials
automatically.
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2. Just for fun, execute Get-AzureRmRoleDefinition | FT Name, IsCustom, which lists
all the existing roles with the associated identifier that distinguishes whether the role
is custom or built-in (False if built-in and True if the role is custom).

3. Ifthereis a built-in role that has many of the permissions required for the
new custom role, consider exporting that role in JSON format and then
updating it to include the additional permissions. To achieve that, execute
Get-AzureRmRoleDefinition "Support Request Contributor" | ConvertTo-Json
and save the output to a file.

4. Copy the content, similar to that found here, into Notepad or Visual Studio and save
the file as sec-support-eng.json.

{
"Name": "Support Request Contributor",
"Id": "cfd33db0-3dd1l-45e3-aadd-cdbdf3b6f24e",
"IsCustom": false,
"Description": '"Lets you create and manage Support requests",
"Actions": [
"Microsoft.Authorization/x/read",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Support/x"
:l )
"NotActions": [ 1],
"DataActions": [ ],
"NotDataActions": [ 1],
"AssignableScopes": [ "/" ]
}

5. Modify sec-support-eng.json and add the new permissions identified in Table 2.9
along with the Azure subscription represented by the # sign in sec-support-eng
.json. The content of the file should resemble the following:

{
"Name": "Security Support Engineer",
"Id": null,
"IsCustom": true,
"Description": "Create and manage Support requests and Custom RBAC roles",
"Actions": [

"Microsoft.Authorization/x/read",

"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Support/x"

1,
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EXERCISE 2.8 (continued)

"NotActions": [ ],

"DataActions": [ 1,

"NotDataActions": [ 1,

"AssignableScopes": [ "/subscriptions/######-#####-######-#H###E" ]
}

6. Execute New-AzureRmRoleDefinition -InputFile "C:\ASA\Chapter02\
sec-support-eng.json". If successful, the output should resemble Figure 2.46.

FIGURE 2.46 Azure custom role PowerShell output
> New-AzureRmRoleDefinition -InputFile "C:\ASAE‘\Chapter02\sec-support-eng.json”

: Security Support Engineer
: 8f73aZbe-3307-4834-3129-279c37871
IsCustom : True
Description : Create and manage Suppor quests and Custom RBAC roles

Actions : {Microsoft.Author ti ead, Microsoft.Authorization/roleDefinitions /write,
Microsoft.Resources/subscriptions/resourceGroups/read, Microsoft. Support/=}

NotActions : {1

DataActions : {1

NotDataActions

AssignableScopes : {/subscriptions

7. Again, execute Get-AzureRmRoleDefinition | FT Name, IsCustomand you should see
the newly created custom role, and the IsCustom property is True as expected.

8. Logintothe Azure Portal at portal.azure.com. Navigate to the subscription that
the custom role was created for and then click the Access Control (IAM) blade. Select
Roles and search for the custom role you just created. When in the Azure Portal,
you will notice a role with the value of CustomRole in the type column instead of the
default BuiltinRole type, similar to Figure 2.47. The CustomRole type identifies the
role as custom; you can also provide a custom name for the rolefor example Security
Support Engineer.
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FIGURE 2.47 Listofroles and the custom role just created

Home > Subscriptions * Pay-As-You-Go - Access control (IAM)

“ Pay-As-You-Go - Access control (IAM) X

« + Add O refresh

Overview Check access  Role assignments  Deny assignments  Classic administrators ~ Roles

M Access contral (JAM) — . . s
A role definition is a collection of permissions. You can use the built-in roles or you can create your own

K Diagnose and solve problems custom roles. Learn more [
Security MName @ Type @
‘ Suppor’ll A W

Events

oo of 12,
Cost Management Showing 2 of 124 roles

NAME TYPE USERS GROUFS
. Cost analysis
Budgets Security Suppert Engineer @ CustomRole 0 0
¥ Advisor recommendations ¢ Support Request Contributer @ BuiltinRole 0 0

An electronic copy of the sec-support-eng.json script can be found here:

github.com/benperk/ASA/tree/master/Chaptero2

Once the custom role is created, you can assign it to any of the levels of the scope hier-
archy. There is one element that is consumed in the previous exercise—but it’s not obvious.
The consumed element is called a resource provider. Resource providers are an integral
part of ARM, discussed in more detail in Chapter 8. To view the resource providers
referenced from the Security Support Engineer customer role, click the custom role shown
in Figure 2.47. Choose Permissions, and the blade presented shows the resource providers;
click each to see and choose the type you need.

RBAC is an important, critical concept to understand, design appropriately, deploy, and
manage. The permissions you grant to users of subscriptions, resource groups, or resources
can have significant financial impact. But more than financial impact, access to your com-
pany’s intellectual property and customer data is at risk here as well. It is crucial to man-
age this with attention to detail, perform regular reviews, and make modifications when
deemed necessary.
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Hardware and Network Security

The authentications and authorizations into the local portal and into the Azure Portal
covered so far provide portal access and resource access, but not compute access (getting
onto the actual resources). Creating an Azure resource doesn’t immediately grant access to
any actual resource; there are additional identities for that. Most compute resources that
get created usually have a global endpoint. Anyone in the world could conceivably ping (or
access) the compute resource, depending on how you have protected it.

Understand that you are responsible for the vulnerabilities inside your code and from
your Azure endpoints. Like other cloud providers, Azure is responsible only for the secu-
rity of its software and infrastructure; the options it provides are for increasing security
and perhaps for plugging some holes that are not simple to fix. The cloud hosting provider
focuses on protecting the platform. No cloud provider can know what vulnerabilities exist
within your code or the packages used by your customers. That is left up to the customer.
Additionally, if you deploy older, legacy applications known to have attack vectors that are
too risky or expensive to change/update, you must accept the risk. Lastly, when you deploy
to the cloud, it really isn’t a bad idea to add some extra layers of security if your team has
the skills, and there is no increase in latency.

Azure provides a few products and features that can help improve the level of security
for customers of all kinds. Table 2.10 briefly describes many of them. Each one is discussed
in greater detail here and in even greater detail in later chapters.

TABLE 2.10 Additional Azure Security Features

Azure Product Description

Microsoft Trust Center A location to gather security and compliance
information

Security Center A feature to analyze Azure workload and find vulnerabil-
ities

Azure Network Security A collection of controls, appliances, and facilities for

defending the integrity of a network

Application Gateway/WAF A public endpoint that can load balance or restrict
access to backend endpoints

Azure DDoS Protection Real-time traffic monitoring that can catch DDoS attacks
and take action

Azure Confidential Computing The means for protecting data at rest, data in transit,
and data being processed
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These additional features are presented in the sequence in which they should be
approached, designed, and deployed. Begin with the research and design of security, then
network, then compute, and finally your application code and dependent resources.

Microsoft Trust Center

The Microsoft Trust Center is a location for learning about security compliance. What is
security compliance, why is compliance important, what does it mean to be compliant, and
what happens if my Azure product is not compliant? All these answers are found at the
Microsoft Trust Center and are discussed in great detail in Chapter 6.
www.microsoft.com/en-us/trustcenter/default.aspx

Security Center

Security Center is a full-fledged Azure product that helps support the implementation and
maintenance of security policies. This is accomplished within the context of the following
Support Security Center concepts:

=  Policy and compliance
= Resource security hygiene
= Advanced cloud defense

= Threat protection
Security Center is a service found within the Azure Portal. Log in and search for
Security Center and then click the link. It looks like Figure 2.48.

FIGURE 2.48 Security Centericon

Security Center

There are two tiers of the Security Center: Free and Standard. The Free tier is just that—
it has no associated cost, but as you may imagine, it comes with fewer capabilities than
Standard. The costs are based on a combination of consumption and/or hours of usage. See
Table 2.11 for some details about the differences in tiers.

Clicking the Security Center link opens the Security Center blade that gives an overview
of all resources within the linked subscription. Expect something similar to Figure 2.49.

Let’s look at each of the major components of the Security Center in more detail.
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TABLE 2.11 Azure Security Center Tier Differences

Resource Type Free Tier Standard Tier
Virtual machine v v
App service v 4
loT devices 4
Azure Blob storage v
MySQL v
PostgreSQL v
SQL database 4

FIGURE 2.49 Security Center overview portal blade
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Policy and Compliance

Most of the policy and compliance capabilities found in the Security Center are covered in
Chapter 6. The links found under this header provide a more detailed view of what is pre-
sented on the Overview blade shown previously in Figure 2.49. The information includes
the coverage of subscriptions included with the feature, regulatory compliance, and security
policies, which are discussed in detail later in this chapter.
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The Secure Score feature is an interesting one in that specific actions, such as enabling
MFA, enabling advanced data security, or applying JIT network access, all have an asso-

Hardware and Network Security

ciated value. The more security compliance recommendations that are implemented, the

higher the score. The Secure Score blade provides an overall score for all resources in the

subscriptions as well as a breakdown per category, such as compute, data, storage, net-
working, and identity.
The calculation of the total possible points and the current points is one of the main

benefits of Security Center. All the supported resources in the subscription are constantly
reviewed with an algorithm that compares the current configuration with a recommenda-

95

tion database. If differences or missing applications of policy or procedures are found, then
the points are not granted but are identified in a resource recommendation list, along with

the attainable points when implemented. The recommendation report is found within the

next group of capabilities.

Resource Security Hygiene

This category provides a list of overall security-related recommendations by subscription

as well as by resource type. For example, by clicking the Recommendations link, you’ll
get a list of all recommendations, the score received for implementing them, the number
of resources by type that are impacted, and the severity of each one. Figure 2.50 shows

the output.

FIGURE 2.50 Security Center recommendations
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Clicking a specific recommendation opens a new blade that describes it and provides
some general information, what the threats are, and the steps to remediate it. The other
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resource types such as Compute & Apps, Networking, IoT Hubs, Data & Storage, and
Identity & Access list reccommendations specific to those types of resources. Finally, the
Security Solutions feature allows the integration of third-party tools, non-Azure resources,
and next-generation security capabilities.

Advanced Cloud Defense

In the cloud, companies pay for compute resources. Sometimes the required compute power
is significant, and it can be very costly. In an Iaa$ setup where you can make a remote con-
nection to a VM, checking what is running on the machine can lower your costs. In an Iaa$
scenario, you are charged for all the consumed compute anyway, so there is not much con-
cern there. However, consider Paa$ or serverless compute when you do not have access to
the VMs that are running your code. How can you be certain that only your application is
running on the machine?

From a cost perspective, compute consumption does have some impact, but not as much
as it has from a security perspective. Running on a machine without knowledge of the
owner is how malware works; malware somehow gets executed on a machine without per-
mission. It wouldn’t use up much compute to stay under the radar, but malware can still do
some damage and expose sensitive data or intellectual property to bad actors. The way to
prevent things like this from happening is to configure some adaptive application controls.
These controls are similar to a whitelist on a firewall whereby only IP addresses specifically
identified in the list will pass through. An adaptive application control is a list of processes
allowed to run on any given compute resource on the Azure platform. This control prevents
any unexpected process foe or friend from running on your compute resources without
specific allowances. It of course requires that you know specifically which processes are
required, from your application perspective. Platform processes would be whitelisted
by default.

JIT access has already been mentioned; it is also an advanced cloud defense capability
and is the concept of providing access to a resource, in this case a VM, when it is required
and only for a specific amount of time. The request should be linked to a work item that
defines the need for the access, which is then reviewed and approved. Once the time frame
has passed, access to the resource is revoked.

File Integrity Monitoring (FIM) provides the capability to monitor changes to files,
application software, or registry settings since the last scan. FIM requires the Standard
tier of Security Center and provides a report on the number of changes per the types just
stated (file, registry, etc.) along with whether the action taken was an update, addition, or
removal. The platform cannot determine whether the changes were intentional or not; how-
ever, some patterns that have been linked to certain types of malicious attacks are recog-
nized. These kinds of anomalies are displayed in the output of the FIM report as well.

Threat Protection

Recall from earlier in this chapter where you created a conditional access policy and one of
the attributes was to validate the risk level of the attempted sign-in. The calculation of the
risk level is simply a service that is provided as part of Azure Active Directory. Think of
Microsoft Threat Protection in the same way.
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Microsoft is in a unique position to capture telemetry from many products and services,
which produces an enormous opportunity. This telemetry contains failed and potential suc-
cessful exploitation of both Microsoft’s own products as well as customer products that are
implemented on them.

As the collection of this telemetry grows, using machine learning and Al, patterns,
behaviors, and anomalies begin to emerge for many different types of scenarios. The sce-
nario here is that some bad actor is taking some action that matches a pattern mapped to
what has historically been considered a threat or an action that appears to have malicious
intentions. The ability to capture this telemetry, learn from it, present details about it, and
alert about its existence is a benefit from configuring and using this Azure product.

One product that is focused on using Al to monitor and react to security
issues on the cloud is Azure Sentinel. Check it out here:

azure.microsoft.com/en-us/services/azure-sentinel

The internals of Microsoft Threat Protection are proprietary to Microsoft; however,
these three points are worth a deeper dive:

= Types of threats
»  Threat intelligence

»  Detecting threats

The number and kind of threats you might encounter are limited only by the imagina-
tion of the bad actor who attempts to perform them and the kind of tools and resources
that are used. However, there are some common actions that have been linked to potential
malicious activities that may warrant an alert and some follow-up. Here are a few:

= Brute force
= Botnet
= DDoS

=  Malicious software

There are too many types of threats to mention every one that may exist; this is true in
day-to-day life, not just regarding technology and Azure. Many threats are specific to the
type of resource being exploited. The attack vector for Windows would be different than
IS, Linux, Azure Blob Storage, or a database. Just keep in mind that the Threat Protection
feature can help to identify them, but covering all of them would require a security expert
and a security-focused book.

With that said, it is the act of gathering threat intelligence that makes this feature so
valuable. The massive amount of telemetry being generated, when harnessed, is most useful
for linking an actual exploitation with the actions taken to implement it. We expect that
normal operational behaviors occur within a given range of activities. When something
outside that range occurs, the activity can be logged, and you can get an alert for it. Those

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

98 Chapter 2 = Security and ldentity

boundaries are set by the collection intelligence via telemetry, compared to learned behav-
iors from previous attempted or successful attacks. Here are a few example actions that are
sometimes linked to events that are considered questionable:

»  Clearing event logs
= Creating or modifying a firewall rule
» Attempting suspicious connections on known default ports

»  Deleting files

You can detect these threats when the Security Center product is enabled for the
resources within the Azure subscription. I would expect Microsoft to have capabilities like
this enabled for the Azure platform, but as some telemetry coming into and going out of
customer’s resources on Azure contains sensitive and proprietary information, the data is
not captured by default. The customer needs to agree to have this data collected so that
threats can be detected and investigated. Microsoft respects customers’ privacy—have no
doubt about that!

Azure Network Security

The internals of Azure Networking are discussed in the next chapter, Chapter 3; however,
as this is the security chapter, it makes sense to touch on some network security concepts
here. Concepts such as isolation, connectivity traffic filtering, and routing are require
security-related knowledge, as well as knowledge of the actual feature.

From an isolation perspective, Azure Networking offers the concept of virtual networks.
A virtual network simulates the networking scenario one would have in their own on-
premise network, utilizing private IP addresses, implementing access control policies, and
defining subnets. These options separate the virtual network containing Azure resources
from all other resources running on the Azure platform. While outbound internet connec-
tivity is enabled by default, the capacity for any source to connect to products and features
within a virtual network requires explicit allowances and configurations.

To filter inbound and outbound virtual network traffic, configure the network security
groups (NSGs) feature. The identification of IP address, port number, and protocol in real
time at the edge of the virtual network is useful for allowing or denying the traffic to leave
or enter. An NSG provides the capability for this deny or allow rule. Finally, routing tables
are important to security to ensure all communications into and out of the virtual net-
work happen through a single network appliance. This reduces the maintenance of mul-
tiple NSGs and reduces the likelihood of unauthorized devices from entering or exiting the
virtual network subnet.

Application Gateway/WAF

Again, Azure Networking is covered in detail in Chapter 3, but the Application Gateway
provides a capability to secure an application running on the Azure platform. The
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Application Gateway is a network security appliance that, in addition to load balancing,
managing session affinity, and URL rerouting capabilities, provides a web application fire-
wall (WAF).

Web applications are one of the most vulnerable endpoints for exploitation. The reason
is simple: they are globally available to anyone and anything that also has connectivity to
the internet. Keeping up with known vulnerabilities and patches to prevent them can be
a significant undertaking depending on the size of your application or number of applica-
tions. There are vulnerabilities not only from a platform perspective but also from an appli-
cation one. For example, SQL injection, XSS, common misconfigurations, or probing from
bots and crawlers are all application-level vulnerabilities.

A web application firewall (WAF) can be implemented to help detect and prevent such
application weaknesses. In Chapter 3 there is an exercise where a WAF is configured on
an Application Gateway device. For now, recognize that the detection and prevention of
malicious activities on the WAF is constructed by applying a rule set with the configura-
tion. Supported rule sets are CRS 3.0, CRS 2.2.9, and OWASP CRS 3.0; the contents of
each are outside the scope of this book but are fully documented elsewhere. Once you’ve
determined which rule set to apply to the WAF, determine whether the requirement is to
detect and log the attempt or to prevent the request from proceeding past the WAF if the
occurrence is observed.

Azure DDoS Protection

A distributed denial-of-service (DDoS) attack is when some source consumes all the avail-
able resources an application has that stops other clients or customers from getting access.
There are two tiers for this product on Azure: Basic and Standard. By default, DDoS pro-
tection is enabled automatically and is constantly monitoring traffic in real time. If an
attack is recognized, then the same defensive capabilities Microsoft uses to protect its
online services are applied to customers running on Azure. In the Standard tier, the addi-
tional features are diagnostic and attack metric reports, resolution details if an attack hap-
pened, and the authorization to consult DDoS experts. This is a great benefit, but for most
cases and purposes this protection is free.

Azure Confidential Computing

Moving extremely sensitive data to the cloud has historically been one of the most dis-
cussed concerns customers have. It is a valid concern and one that has been taken seriously
by the development of two concepts:

»  Encryption of data at rest

»  Encryption of data in transit

Each of those techniques helps ensure data is secured. Up to now, the security topics
have mostly focused on keeping bad actors or malicious code from getting access to a
resource hosted on Azure. Let’s assume this happens and that a bad actor gets access to
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your database or to one of the VMs running your application within your virtual network.
What then? This is where data at rest and data in transit come into view.

Data at Rest

There are numerous Azure locations and formats in which data can be stored such as data
backups, archived data, VHDs, files on hard disks, and content stored in an Azure Storage
container. Without taking an action to encrypt those objects, they are vulnerable if the
other methods protecting them are compromised.

There are numerous approaches for encrypting your data while it is at rest, in other
words, not in use. The simplest is to encrypt the data or content before it is deployed to the
Azure platform using a client-side encryption key. When the data is accessed, the private
key can be used to decrypt the data and expose it to an authenticated individual or ser-
vice. Another method is server-side encryption where part of the process for capturing and
storing data is encrypted as it arrives, or shortly thereafter, and then stored encrypted in a
secure location. When the data is requested via an application, the application can get the
server-side encryption key, decrypt the data, and render or provide the data to the authenti-
cated entity. Both of these approaches requires a key that leads to the question of where the
key should be stored. The answer is Key Vault, which is discussed in the next section.

Encrypted hard disks, Azure Storage features like blobs, and data stored in a
database can all be encrypted and made secure in case the other measures
taken to prevent access have somehow failed.

Data in Transit

Two of the most common protocols for moving data between servers are Server Message
Block (SMB) and Hypertext Transfer Protocol (HTTP). All VMs running on Azure are
running SMB 3.0. Earlier versions of SMB have been disabled as there have been some vul-
nerabilities identified within them. SMB 3.0 supports the encryption of the content avail-
able from file shares. Administrators can enable the SMB encryption for all shares on a
server or limit it to only a specific group. SMB encryption is enabled by default on Azure.

Data sent using HTTP is delivered in plain text; therefore, it is highly recommended to
instead communicate using HTTPS. By using HTTPS/TLS, a secure tunnel is created bet-
ween the client and the server, and then the content is encrypted using an agreed-on cipher.
When using, for example, TLS 1.2, you can be confident that the communication is safe. It
is common that TLS is offloaded by some edge endpoint like an Application Gateway, for
example, where the traffic from that point to other resources within the virtual network or
Azure platform is sent unencrypted. If the communication or data being sent is extremely
sensitive, make sure HTTPS is not terminated at any point between the client and the
server by any network appliance. You can determine this by looking at the port on which
the connection was made; if the port is 443, then most probably the connection was made
using HTTPS.
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Data in Use

The previous two encryption methods (data-at-rest and data-in-transit) have been part of
Azure and part of any organization that wants to ensure the security of the data in those
scenarios. There was a missing level of vulnerability, however. The missing component was
a level lower; consider that the data is unencrypted at some point when it is going through
the process of encryption and decryption. Visualize a process running on Windows, where
a process is an executable (EXE). This process could be storing the encryption key in
memory, and it is storing the data in either the encrypted or unencrypted state while in the
processor or in caches. Assuming a bad actor has made it to the VM and is able to execute
some malicious code that accesses the memory allocated for the given process, it could then
locate and capture the key or access the data while unencrypted and store it in some remote
or local location for later retrieval.

This is one of the use cases for Azure Confidential Computing (ACC), which is focused
on the encryption of data while in use. There are two implementations of ACC, which
help protect data in this scenario; they are a hardware version and a software version, as
illustrated in Figure 2.51. Both of those implementations are known as trusted execution
environments (TEEs). The hardware TEE creates a protected container, called an enclave,
around a portion of the available memory and processors existing on the VM. This is sup-
ported using Intel SGX—capable hardware. The code that can run in that memory or pro-
cessor location must be specifically authorized. If this reads familiar, it is similar to the
adaptive application control that is part of the Security Center offering. Microsoft does
often reuse the products it creates and introduces them into a more consumable additional
product or products.

FIGURE 2.51 Trusted execution environment

Application Application

Enclave Hypervisor Memory

CPU/Memory Hardware

The software enclave that runs the TEE is created at the hypervisor level and is called
virtualization-based security. The concept in the software enclave is similar as it is for the
hardware; however, instead of the configuration at the hardware level, the hypervisor basi-
cally creates a virtual memory partition that is restricted from other memory on the host
including any administrator who can access the machine.
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Another fascinating scenario that fits into ACC is the ability to combine multiple data
sources. A noteworthy example comes from within the healthcare industry. Hospitals
have significant amounts of patient data; however, that data contains personally identifi-
able (PI) data that cannot be shared with other entities, other hospitals, or research firms.
This is logical as the protection of data, and the privacy of patients, is regulated by the
law. The data from a single hospital creates an effective machine learning (ML) model that
has proven to supply valuable findings. If the data, however, was shared between many
other hospitals, then those models would produce even greater discoveries, because ML is
fed by data.

When data from multiple entities is uploaded, the data can/should be encrypted on the
client side using a private key. The ML can decrypt using the key and produce a result by
running the analysis in an enclave. The results have been positive in that running the data-
sets from multiple entities through an ML model have increased the predictability of some
ailments when compared to running the same ML model on a single dataset.

Azure Confidential Computing is available as a Marketplace product called Confidential
Compute VM Deployment, illustrated in Figure 2.52.

FIGURE 2.52 Confidential Compute VM Deployment

&% Confidential Compute VM Deployment

This is an exciting area, and I expect many advancements to come from this in
the future.

Azure Security Products and Techniques

This section covers some features in Azure that are security-related but are not part

of AAD, RBAC, networking, or computing. These products and techniques are either
application-specific, Azure product-specific, or procedures happening behind the scenes.
In Chapter 7, where developing for the cloud is covered, the configuration of some of the
following is discussed in more detail.

Shared Access Signature

Shared Access Signature (SAS) is used for controlling access to blob, file, table, and

queue storage containers. When an Azure Storage account is created (we’ll discuss this

in Chapter 5) and a client attempts to connect to a storage container, instead of using the
access keys for the storage account, it is a best practice to generate a SAS key (aka token).
You would not want to share an access key since it is like a root password to all the con-
tainers existing within the Azure Storage account. An access key resembles something like
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the following and looks very similar to a token:

aWgiDojznGEZoY+9Ivrt+Wmr1lMsI9VO+qtEB8+RLL+88jk7cNnurEb3vWPvLdIxf7y
7vpeP60UqfpNRKOA==

For example, in a scenario where there are multiple clients that will upload a blob, it
would not be secure to provide the root password to each client, since if one of them is
compromised, then all clients will need to be reset or updated with the new key. That is
not an optimal or maintainable scenario. Instead, you can expose an API for clients to be
authenticated and then receive a SAS key that allows the API to perform CRUD operations
on a specific storage container. The API that generates the SAS key does need the access key
to generate the SAS key for the clients. A connection string for the Azure Storage account is
necessary to achieve that. This connection string resembles the following;:
DefaultEndpointsProtocol=https;AccountName=<name>;AccountKey=<key>;EndpointSuf
fix=core.windows.net

There have been many references made to keys up to now, and it is for certain that those
keys be stored in a secure and restricted location. The means to store keys, connection
strings, and other secrets are achieved by using an Azure feature called Azure Key Vault,
which is discussed next.

Azure Key Vault

Azure Key Vault is a product that stores secrets. Anything, almost, that an application
needs to function that needs protection, provides access to sensitive data, or cannot be
stored in plain text at any time or anyplace can be stored in Azure Key Vault. Items such as
tokens, certificates (.pfx), passwords, and encryption keys can be encrypted and stored in a
vault. To access any item stored in a Key Vault, you must first be authenticated.

Azure Key Vault supports the following authentication capabilities, which have been
previously discussed:

= Service principals

»  Managed identities

Knowing that the secret stored in the Key Vault is accessible only using an authenti-
cation method that doesn’t utilize any hard-coded metadata, it is a reliable solution to
common problems. For example, when two systems want to communicate with each other
and use a secret key, then it would be prudent to encrypt the secret before sending it across
the internet. If it is not encrypted, then it could be seen and simply added to a request to
allow unauthorized access. Sure, in most cases the communications are handled using SSL/
TLS; however, there are scenarios in which this extra level of security is justified.

Complete Exercise 2.9 to create a key and a secret in Azure Key Vault. In later chapters,
both the key and secret will be made accessible and utilized to encrypt/decrypt a secret
message between two entities and make a connection to a storage account using a connec-
tion string.
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Creating an Azure Key Vault
1. Loginto the Azure Portal at portal.azure.com.
2. Click + Create Resource (top left) and select Key Vault » Create.

3. Give the Key Vault a name, select the subscription to place it in, and then select
that location.

4. If you have not already created a resource group (this will be done in Chapter 3 when
we begin creating Azure resources), then click the Create New link and create a new
one. Remember when RBAC was discussed that a resource group is one of the loca-
tions in the scope hierarchy to which service principals can be granted access. It is
important to provide a name for the resource group that reflects what is contained
within it. Select the resource group into which the key value will be created.

5. Leave the pricing tier, access policies, and virtual network access at the defaults, and
click the Create button.

6. Select the Key Vault, click the Keys link, and then click + Generate/import.

7. Set Options to Generate, enter the name, leave the other entries at the defaults, and
then click Create.

8. Select Secrets » + Generate/Import.

9. Leave Upload Options set to Manual, enter a name, and add a value like the follow-
ing string:

DefaultEndpointsProtocol=https;AccountName=<name>;AccountKey=<key>;
EndpointSuffix=core.windows.net

This is not a valid connection string; it will be updated in a later chapter.

10. In the Content Type text box, enter This is an Azure Storage Account, leave the other
options at the defaults, and then click the Create button.

11. Finally, click the Access Policies link to see who or what has access to the Key Vault.

Both the key and the secret are now in a secure location accessible only to the service
principals identified in the portal. This is a secure location and can be trusted.
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Easy Auth

Easy Auth is a managed IIS custom module that contains built-in authentication and autho-
rization capabilities. This feature can be utilized from either Azure App Services or Azure
Functions and is not enabled by default. The Easy Auth module is subscribed to the authen-
tication event in the IIS execution pipeline; when the event is fired, the request is handed
over to this module for continued execution. Once the Easy Auth code is executed success-
fully, the request is placed back into the pipeline and continues down the pipeline into the
execution of your application code. If the authentication fails, then a 401 HTTP status
code is returned to the client.

Figure 2.53 shows the authentication providers supported by Easy Auth.

FIGURE 2.53 Alist of authentication providers
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Microsoft, Facebook, Google, and Twitter all use the OAuth tokens for the management
of their authentication provider, while Azure Active Directory utilizes the classes and
methods contained within the Microsoft.Identity namespace. This feature is a quick
and simple way of protecting an instance of Azure App Service or Azure Functions from
unauthenticated access. Keep in mind, however, the designers and developers must manu-
ally create an authorization model, like RBAC, and implement it into the security layer of
the application.

Notice also in Figure 2.53 the existence of an advanced setting named Token Store.
Tokens are granted by an authentication provider; as a developer, if I choose to trust that
authentication provider and the validation of the token is successful, then I can allow
access to my protected resource. Tokens stored in the token store can be used in the same
manner as managed identities or service accounts. Instead of the request coming from an
actual user, the request is sent on behalf of someone or something else. This something else
needs to have a valid token and can be stored in the token store and retrieved using code in
real time.
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Tokens typically have a life span of 60 days. Therefore, those stored in a token
store must be refreshed from time to time. Each authentication provider has
their own design and requirements for refreshing a token. It's similar to sending
a GET request to /.auth/refresh when the status result from an authentica-
tion request results in an expired token error.

In Chapter 4, you will configure Easy Auth as part of creating an Azure App Service
instance, and the contents of an authentication request and response are described and pre-
sented in Chapter 7.

Summary

In this chapter, we covered the most important step when migrating to the Azure platform:
security. The fact that Azure Active Directory (AAD) is the feature that authenticates the
access to the portal, via Azure PowerShell or Azure CLI, should be clear. AAD additionally
provides an API that can be consumed from code running on the Azure platform to provide
authentication into the application. Authorization is handled by role-based access control
that protects the Azure resources within a subscription based on role and scope.

There are threat prevention, networking, compute, and additional Azure products and
features that increase the level of security from a platform and application perspective such
as WAF, Confidential Computing, Easy Auth, and NSGs. Combined, Azure provides all the
necessary capabilities to run the most sensitive, private compute executions, house sensitive
data, and comply with the most stringent security policies and restrictions.

Exam Essentials

Understand Azure Active Directory. Know how to configure the most common features
within AAD to pass the Azure Solutions Architect Expert exam. The most common have
been discussed in this chapter. Understand that AAD provides security around the Azure
Portal and is used to authenticate users. AAD also authenticates when calling a REST API,
executing Azure PowerShell cmdlets, or running Azure CLI commands on Azure resources.
AAD can be configured to authenticate for other Azure Saa$ resources such as Office 365
or Dynamics Online.

Understand role-based access control. RBAC is an authorization model that exists within
the Azure Portal. It comes with more than 40 built-in roles that are useful for granting per-
missions on create, read, update, and delete (CRUD) operations for Azure resources. Indi-
viduals are added to a role, and then that role is granted permission to an Azure resource at
either the subscription, resource group, or resource level. RBAC also supports custom roles
if one of the built-in roles does not meet your needs.
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Know AAD Connect. Have a good understanding about what this feature is used

for. This is a tool that mid to large companies will use to migrate an on-premise Active
Directory to Azure Active Directory. Additionally, this tool can keep profiles and permis-
sions synchronized in case a hybrid solution is implemented. It supports password synchro-
nization between instances that helps support SSO.

Understand conditional access. This feature is a second-level security feature, meaning
it is triggered after a client has provided credentials, such as a user ID and password, that
are authenticated successfully. The feature can be configured to check the location of the
access, which platform or OS the client is on, and a risk assessment performed on the
access request. If either of those second-level security checks fails, then the client is not
allowed to access the resource.

Understand multifactor authentication. This feature is becoming more mainstream
every day. This also happens after an initial authentication is successful, which is based on
something the client knows. The second factor is something the client has or is, such as a
retinal scan or a phone that can be sent a number to provide to the authentication provider.
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Review Questions

1. What features does Azure Active Directory provide? (Choose all that apply.)
A. Authentication
B. Authorization
C. Retinal scan capabilities

D. Synchronization with on-site Active Directory

2. What is true about data-at-rest encryption?
Data stored in memory cache is encrypted.

Streamed content is encrypted.

Archived data is encrypted.

A
B
C. Data stored in a database is encrypted.
D
E. BothAandD

3. Which of the following role-based access controls are free?
A. Custom roles
B. Built-in roles
C. Both
D. Neither

4. What does AAD Connect do?
A. Authenticates Active Directory service principals
B. Exposes a REST API for querying AAD profile details
C. Synchronizes passwords between on-premise and AAD
D. BothBand C

5. Conditional access can be configured for which of the following scenarios?
A. Location of login attempt
B. To require a client certificate
C. BothAandB
D. Neither A nor B

6. Which permission is required to create a custom RBAC role?
A. A.Microsoft.Authorization/roleDefinition/read
B. B.Microsoft.Authorization/roleDefinition/write
C. C.Microsoft.Authorization/*/wr-ite
D

D. Microsoft.Authorization/roleDefinition/*
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What is the underlying almost invisible feature that protects Azure resources from unautho-
rized access within the portal?

A. Azure Resource Manager (ARM)
B. Role-based access control (RBAC)
C. Azure Service Manager (ASM)

D. Just-in-time (JIT) access

What is false about data-in-use encryption?

A. It encrypts all data while stored in memory.
B. It encrypts data while executing in the CPU.
C. BothAandB

You can use a SAS key for user authentication on which of the following Azure products?
Azure Message Storage Container

Azure Functions

A
B
C. Azure Blob Storage Container
D. Azure Cosmos DB

E

Both A and C

Which of the following can you store in Azure Key Vault?

A. A secret

B. A key

C. A .pfxfile

D. All of the above
E. OnlyAandB
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Many steps are required to move IT solutions to the cloud,
and the order of occurrence is worthy of attention. Customers
do not generally view networking as their first point of entry.
Nor do customers or companies first consider security. But security is the first and most
important step, followed by networking. Security must encompass every aspect of the
Azure products, features, and solutions you run. The networking topology, once created,
can only exist within the realm of security you created.

Networking and networks have been around for a long time, some as early as the 1950s.
In those early days, the sharing of data and resources among the connected nodes was
limited mostly to governments and a few (maybe five) big organizations. It wasn’t until the
1990s that the capacity to make connections to other computers became mainstream. In
other words, an individual didn’t need a doctorate in computing to configure a local area
network (LAN) anymore.

The 1990s also saw the first recorded occurrence of the term World Wide Web (WWW).
The World Wide Web required a network connection and the same technology used as
when networks first appeared. Today, the www host name prefix, social media apps, and
video streaming used by billions of client devices still use that basic networking principle
(with TCP/IP being the basis of connectivity). Connectivity to these networks (i.e., intranet
and internet) and the resources that support it are often erroneously considered simple.
The service offered through networking is without doubt an expected default feature of
computing that must function without manual intervention. Networking gets overlooked
because this layer of technology is unseen but expected to work just like the devices
connecting to the network.

Before we begin digging into the details of the Azure networking products and features,
there are three high-level networking concepts that need explanation.

= Microsoft’s global network
=  Hybrid Azure networks

= The Azure Virtual Network service

To attain the Azure Solutions Architect certification, you must comprehend these concepts,
their differences, and their use cases.

Microsoft's Global Network

Microsoft has data centers in more than 50 locations worldwide, and they are accessible
to more than 140 countries, as shown in Figure 3.1. These data centers are referred to as
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regions that are interconnected by Microsoft’s global wide area network (WAN). These
data centers are capable of hosting applications requiring email, IoT, video streaming,
search, storage, and cloud capabilities. Not only do these data centers host the Azure cloud
platform, they accommodate other Microsoft Saa$S offerings such as OneDrive, Xbox,
Office 365, and Bing. This means when you run on Azure, you get the same infrastructure
as Microsoft uses to run its own products.

FIGURE 3.1 A global map of the Microsoft Azure network

The connectivity between resources hosted in different regions and the traffic sent bet-
ween them remains inside the WAN. If you have a primary database in the East US data
center and synchronize data to another database instance, for example in North Europe,
none of the data being transferred across the Atlantic will travel through the public inter-
net. This is an often overlooked security gain that is provided essentially for free and isn’t a
benefit that smaller cloud companies can offer to customers.

Responsiveness is crucial, and having the Azure cloud as close to companies and their
customers as possible is what is expected from cloud platforms and online service pro-
viders. The speed at which data transmits across the WAN is nearly at the speed of light;
the path of the data transfer determines the latency. The number of hops, which can be
found using a tool called tracert, identifies how many hardware appliances the request
travels through from client to server or from server to server. For more details about
tracert, take a look at this web page:

docs.microsoft.com/en-us/windows-server/administration/windows-
commands/tracert
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The number of hops and appliances a request flows through affects the latency and per-
ceived responsiveness. How these requests are routed within the WAN is discussed in more
detail later in the “Network Traffic Routing” section of this chapter.

As the cloud infrastructure matured, it was determined that the existing hardware-based
routing capabilities alone did not keep up with the demands of customers. Microsoft, being
a software company (well, maybe not 100% anymore), came up with a cloud-optimized,
software-based architecture to manage its WAN. This architecture is referred to as a
software-driven WAN (SWAN).

A SWAN is a system that optimizes the utilization of inter-data-center network capacity.
The concept is based on the redirection of network traffic from one network segment/
switch to one that currently has available bandwidth. We all know that an overutilized
network will result in latency, but that overutilization is confined to a segment and not
the entire network topology. Keeping the flow of network traffic efficient requires regular
analysis and maintenance as the utilization of resources running within them also changes.
A SWAN keeps an eye on transient network congestion and reroutes traffic where the
capacity exists to satisfy the demand.

Overview of Hybrid Networks

The entire “Hybrid Azure Networking” section covers hybrid networks in more detail
later in the chapter, but it is worthy to touch on the topic now. Whenever the word hybrid
is used, it is typically within the context of the combination of two similar entities into a
single, usually more efficient, object. For example, there are hybrid cars that utilize com-
ponents historically linked to an automobile but with a change to the source of power—
electricity instead of combustion. Likewise, there are hybrid computing models that
combine compute and data resources that are within different network boundaries like on-
premise and cloud. A hybrid network, then, combines two separate network topologies into
one, which renders benefits from their synergy.

A few realized benefits of creating a hybrid network with Azure are access to modern-
ized capabilities and an increase in bandwidth. Creating a data center, and the architecture
that runs it, is without argument inconceivably expensive, and that’s just to build it.
Maintaining it takes another pile of cash. Once that investment is made and time passes,
technological advancements to the infrastructure components that were originally config-
ured come on the market, which may justify their replacement. Additionally, the amount
of space in the data center may have been less than required, so you need more room for
growth. Replacing or reconfiguring data centers is expensive and potentially disruptive,
so why not combine networks, making a hybrid one? Figure 3.2 shows an example of a
generic hybrid network.
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FIGURE 3.2 An Azure hybrid network example

da
r—=======1°

I? ? s I ==
l |
| L A |
.

P2S / S2S
l |
| g IO
l |

LOn—premise Network @

From a bandwidth perspective, a data center will typically have an enterprise-level net-
work connection to the internet backbone through a telecommunications company. Even
the networking devices and capacities of telecommunications companies come under duress
and need updating. On-premise data center owners can review the contracts with third
parties regularly and request better resiliency, when required. Keep in mind that connec-
tivity from an on-premise data center to an Azure data center using express routes, VPNs,
or point-to-site offerings is managed by third-party companies. The outbound traffic to the
internet and connectivity between Microsoft data centers, however, is managed by Micro-
soft. This means it is fast, efficient, and best of all supported by Microsoft, and that is a
good thing!

Azure Virtual Network

All Azure resources reside within the Microsoft Azure network, as discussed. Every Azure
resource, on the other hand, does not exist within Azure Virtual Network. Azure prod-
ucts such as SQL Azure, Azure Storage Containers, and Azure App Service run within the
Microsoft network but not within Azure Virtual Network. Figure 3.3 represents this sce-
nario where you see Azure virtual machines (IaaS, Azure VM) within Azure Virtual Net-
work, while other products are not.
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FIGURE 3.3 Azure virtual machines embedded within the Microsoft Azure network

r--— - - - - - ===/

_— Azure Virtual Network
B—P9 | @@=

jq
= || S| [

I > Af
» I
<

— e — — — — — — —— ]

Microsoft Data Center

The other products are within the Microsoft network and are accessible via a global
endpoint from anyplace on the internet. Azure VMs are accessible via the internet, but not
without performing a configuration that specifically allows that, usually at creation time.
Additionally, products within the Microsoft network can connect to other Azure products
and features within a VNet, but again, not by default—the VNet must allow that specific
connection. Lastly, all products within the VNet can connect to each other by default. The
next section provides the details for VNets.

The key takeaway is that all Azure products do not function within or need a VNet, nor
do they need to communicate with resources hosted within one. The solution that is moved
to Azure may also not need to communicate with an on-premise source and instead can run
completely on Azure instead of being a hybrid solution. Table 3.1 lists some scenarios.

TABLE 3.1 Scenarios Requiring a VNet

Frontend Backend/Data Source VNet Required
Azure App Service SQL Azure No

Azure VM Managed Azure SQL Yes
On-premise In Azure Yes/No

In Azure On-premise Yes/No
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If you run a website on Azure App Service that connects to a SQL Azure database, then
no VNet is required. Both products run within the Microsoft network. If you run a website
on an Azure virtual machine that needs connectivity to a managed Azure SQL instance
running on a VM, then those products must run within a VNet. If the design calls for an
on-premise server, for example, to process data from a data source in Azure, then, again,

a VNet is required. Finally, if the frontend, whether it is part of the presentation layer or
compute power, runs in Azure and connects to a secured on-premise data source, then a
VNet would indeed be required. Simply, a hybrid network requires a VNet and so do Azure
virtual machines.

From an Azure Solutions Architect Expert perspective, you should know those scenarios
that require a VNet, whether there are any alternatives to a VNet (such as Hybrid Connec-
tion Manager, discussed later in the chapter), and which features live only in the Micro-
soft network.

Azure Virtual Networking

An Azure VNet is an isolated and secure network unit inside the Microsoft network. The
Microsoft networking infrastructure is fundamental to the Azure IaaS and Paa$ cloud
offerings. A central trait making an Iaa$ offering valuable is that the cloud provider is
responsible for the networking infrastructure; the same goes for Paa$S and even Saa$S. The
procedure to place another network inside the cloud provider can be regarded as placing
a network within a network, where the cloud provider’s network has the actual hardware
and network appliances and the customer’s is a “virtual” network, operating mostly on an
abstracted software layer that simulates the network appliances.

This isolated and secure network unit (aka a VNet) consists of one or more sub-
nets, where a subnet is a technique used to segment or to create the boundary where
the resources inside the VNet operate. Specifically, the technique used for segmentation
is based on a unique IP address range specified in the Classless Inter-Domain Routing
(CIDR) format, for example 10.0.0.0/24. Finally, the VNet and the subnets contained
within it are configured to run in a region, which is synonymous to a data center, as
described earlier. Let’s take a closer look at regions and some key VNet capabilities; then
we’ll get into the networking aspects of running VNets and subnets on Azure.

Regions

In Chapter 1 we touched on the top three considerations to make when deploying or
migrating to Azure, one of which was location. There are more than 50 locations that cus-
tomers can choose from to deploy their applications. So, which one should you create your
VNet in, and what are some of the considerations when deciding?
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Well, note the following considerations between a region and a VNet:
»  The VNet and the resources within it must exist in the same region.
= The resources being added to a VNet must also exist within the same subscription.

=  VNets in different regions and different subscriptions can connect with each other by
means of peering or VPNs.

»  How much resiliency does the application hosted on Azure require? Does it warrant
Availability Zones?

= Are the consumers of the application hosted on Azure in the vicinity of an
Azure region?

»  Are there any legal, compliance, and sovereignty considerations for the application?

The first three bullet points are relatively clear in that an Azure VM that exists in
the North Europe region cannot be added to a VNet that is in a West US region/data
center, regardless of whether they are in the same subscription. However, with peering or
VPNs, discussed later, the resources within different VNets can connect with each other,
regardless of region or subscription. The latter makes more sense, in that the resources in a
VNet can be configured to connect to an on-premise non-Azure corporate intranet, which
is not in an Azure data center and certainly not in an Azure subscription. Therefore, you
can conclude that a VNet can be connected to any other network so long as the security
rules allow it.

The remaining points need a bit more explanation, starting with Availability Zones.
The analogy between a region and data center has been made numerous times, but in some
instances, there is more than a single data center per region. So, although that analogy is
correct, it is a little restrictive. The reason for having multiple data centers in a single region
is to provide redundancy in case of a catastrophic data-center-wide failure. These kinds of
failures are typically caused by weather, electrical power disruption, network outage, or
some other scenario that is profound and totally unpredictable. The numerous data cen-
ters in Azure regions may be across the street from each other, across town, or in different
towns, but they are close enough to be useful for redundancy and to be considered within
the same region.

All that being said, as visualized in Figure 3.4, an Availability Zone is an instance of a
customer’s resources in one or more Azure data centers in the same region. These Avail-
ability Zones provide redundancy and high availability capabilities to protect against any
single point of failure that can occur from a region or data center perspective. The question
is, does your application running on Azure need to have this level of redundancy? This
offering has an associated cost: it is not free to have this replication and extra level of
redundancy. This is a question that is answered on a case-by-case basis because it depends
on the criticality of the application itself.
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FIGURE 3.4 Availability Zones within an Azure region
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Finally, not all Azure regions offer Availability Zones, and regions that do offer them
do not support all Azure product and features. Therefore, you must know whether your
workload being moved to the Azure platform needs Availability Zones, and you must know
what products and features are required and then choose the location of deployment. It
wouldn’t be prudent to place this list in written form because it can and does change at a
relative quick pace. See Table 3.2 for a short summary of regions with Availability Zone
support and the supported products within them.

TABLE 3.2 Regions, Availability Zones, and Products

Central US East US North Europe Southeast Asia
Virtual machines v/ v v v
Managed disks v v 4 4
Azure VPN Gateway v X 4 4
Azure ExpressRoute v X v v
Azure Load Balancer v v v 4
Azure Cosmos DB X X X 4
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This list is updated online here:

docs.microsoft.com/en-us/azure/availability-zones/az-overviewt#
services-support-by-region

Note that Table 3.2 shows that Azure VPN Gateway and ExpressRoute are not
supported in the East US region; in other words, those products are not supported across
Availability Zones. That means if there is an unexpected outage in an Availability Zone in
East US and you have one of those products configured, then you will be impacted. Take
a look at the following question which will test your knowledge concerning how to test
latency between Azure Regions.

Which Azure tool can you use to measure network latency between a region and
specific location?

A. Network Logger
B. Network Watcher
C. Wireshark

D.

Network Monitor

The answer is Network Watcher, which you will use in Exercise 3.1. There is no
product called Network Logger, at least not an Azure one. Both Wireshark and
Network Monitor can be used to monitor network traffic, but neither is optimal for
measuring latency between an Azure region and a specific location.

Chapter 1 introduced Azure Storage. We will go deeper into that product in
Chapter 5. Remember the terms LRS, ZRS, GRS, and RA-GRS? Not only are
those options critical to Azure Storage, but they are the backbone that pro-
vides the capability offered by Availability Zones. These redundancy options
are must-know concepts.

Once you have considered how redundant your application needs to be and have nar-
rowed down which Azure region provides all the required products and features, you
can progress to the next step, which is to find the region closest to your customers or
employees. Keep in mind, customers are not tolerant of latent or poorly performing applica-
tions. Perhaps they will revisit at a later time or simply navigate to a competitor and never
return. From an employee’s perspective, where latent applications must be used to perform
a job, the slowness results in great frustration and a loss in productivity.

Answering the question may be simple if the workloads are for internal consumption.
The location of the Azure region would simply be the one closest to the company’s loca-
tion. The situation gets a little more complicated as the number of locations in which the
company exists increases and, at some point, becomes global. Then there is a question of
if the application is for customers, where are they mostly located? Is there even a single or
small group of locations, or is your customer base global? Those are questions that need to
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be answered by the company. The following exercise can help to provide input for making
such critical decisions.

In Exercise 3.1, you will host your workloads in the Central US region, which is in Iowa.
Central US supports Availability Zones, and all Azure products and features that can run
within them are supported as well, excluding Azure Cosmos DB. At some point in the near
term, you expect to place corporate offices in Germany and Japan and would like to test
latency from those locations (see Figure 3.5).

FIGURE 3.5 Testing connectivity from the Central US region to other regional and
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To test latency between these three locations, complete Exercise 3.1. There is currently
no Azure Portal interface for performing this activity; instead, you will use PowerShell.

Testing Network Latency from a Region to Other States and Countries

1. If you have not already installed the new Az PowerShell cmdlets, run the following
command after opening the Windows PowerShell ISE as an administrator. Power-
Shell is installed by default on a Windows machine.

Install-Module -Name Az -AllowClobber -Force
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EXERCISE 3.1 (continued)

2. Once PowerShell is installed, log in using the Connect-AzAccount cmdlet. Type
Connect-AzAccount and press Enter. You will be prompted for your credentials auto-
matically. Enter the credentials as you would when accessing Azure via the portal.

3. Once authenticated, make sure you are in the desired Azure subscription context.
This is relevant only if you have multiple Azure subscriptions. Execute the follow-
ing cmdlets to set the Azure subscription. Add your subscription as the value of
SubscriptionId.$subscription = Get-AzSubscription -SubscriptionId
HEHHH - HHHH-HEHHRS.

Set-AzContext S$subscription

4. Create a resource group to place the Azure resources into, by executing the following
cmdlet. The location is Central US because this is where we will place the Network
Watcher instance. There is no requirement for resource groups and the resources
within them to be in the same region; however, it makes sense to do so from a main-
tenance perspective. (DM1 is internal nomenclature for the Central US region.)
New-AzResourceGroup -Name CSHARPGUITAR-DM1-RG -Location centralus
Resource groups have been mentioned in Chapter 2, and you know from that chapter
that they are groups of resources to which access can be granted. It is important to
name a resource group appropriately so that you know the purpose of its contents
without having to go through them. Throughout this book | will add resources to
multiple resource groups; however, they will follow a standard naming convention.
This will help me delete them as | do not want the resource once | have completed an
exercise.

5. Next, create the Network Watcher instance.

New-AzNetworkWatcher -Name NetworkWatcherCentralusS °
-ResourceGroupName CSHARPGUITAR-DM1-RG °
-Location centralus
6. The Network Watcher instance is created and is ready to perform some tests. First,
generate a Reachability Report between the Central US region and the State of Min-
nesota. Execute the following
Get-AzNetworkWatcherReachabilityReport °
-NetworkWatcherName NetworkWatcherCentraluS °
-ResourceGroupName CSHARPGUITAR-DM1-RG °
-Location "Central US" °
-Country "United States" °
-State "minnesota" °
-StartTime "2019-05-25" °
-EndTime "2019-05-30"
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The output may resemble the following. The report has a start time and end time
spanning five days. The maximum is 30 days, and data exists for only a rolling
30-day period.

AggregationLevel : State
ProviderLocation
{
"Country": "United States",
"State": "minnesota"
}
ReachabilityReport :
[
{
"Provider": "Comcast Cable Communications, LLC - ASN 7922",
"AzurelLocation": "Central US",
"Latencies": [
{
"TimeStamp": "2019-05-29T00:00:00Z",
"Score": 96
},
"TimeStamp": "2019-05-28T00:00:00Z",
"Score": 94
I
"TimeStamp": "2019-05-27T00:00:00Z",
"Score": 98
})
"TimeStamp": "2019-05-26T00:00:00Z",
"Score": 98
}’
"TimeStamp": "2019-05-25T00:00:00Z",
"Score": 98
1
}
1
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EXERCISE 3.1 (continued)

8. The Score value is a range from 1, which is the worst (and probably means there is
an outage), to 100, which is perfect and rarely attainable. From that report it seems
the 28th had some less than perfect latency, but it’s still OK versus the previous day,
which was near perfect. The fact that the Central US region is so close to the tested
location, we would expect no latency to minimal relative latency. Next, see what it’s
like from Germany.

9. Execute the following and review the results:

Get-AzNetworkWatcherReachabilityReport °
-NetworkWatcherName NetworkWatcherCentralusS °
-ResourceGroupName CSHARPGUITAR-DM1-RG °
-Location "Central US" °
-Country "Germany" °
-State "bavaria" °
-StartTime "2019-05-25" °
-EndTime "2019-05-30"

10. The output of the Reachability Report between Central US and Germany, as
expected, shows scores between 93 and 94, which is still acceptable considering the
distances between the location and country. Try the following Reachability Report
from within the country itself, and the resulting score will be much better, 98 and 99
when | performed them:

Get-AzNetworkWatcherReachabilityReport °
-NetworkWatcherName NetworkWatcherCentralus *

-ResourceGroupName CSHARPGUITAR-DM1-RG °
-Location "Germany Central" °
-Country "Germany" °
-State "bavaria" °
-StartTime "2019-05-25" °
-EndTime "2019-05-30"
11. The testis happening between the Germany Central region and country itself. If a

company started getting large consumption from their customers or employees from
Germany, then it might make sense to put that workload closer to them.

12. To generate a list of supported locations, countries, states, and cities, execute
this cmdlet:
Get-AzNetworkWatcherReachabilityProvidersList °
-NetworkWatcherName NetworkWatcherCentralusS °
-ResourceGroupName CSHARPGUITAR-DM1-RG

You can find the PowerShell script named NetworkWatcher.ps1 used for this exercise
on GitHub.

github.com/benperk/ASA/tree/master/Chapter03/ChO3Ex01
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There are some techniques one can implement to improve latency, like a content delivery
network (CDN) or a traffic manager, discussed later. Both of them are potential alterna-
tives to making the investment required to deploy an application into another region and
configure any required replication that goes along with that. But for now, we will leave it
here knowing that choosing the region for your initial Azure workload pertains to the loca-
tion from which your customers, employees, or consumers utilize the capabilities within it.

The last most common decision point when deploying your first or next resource to
Azure is to determine whether the application must comply to any legal regulation and
data residency. Some configurations could trigger some copying of data between regions,
and some regions allow only governments or companies doing business in that region to
store data there. Also, there are three regions that are completely isolated from the other
Azure regions.

If globally redundant storage (GRS) is configured for blob or table storage, then that
data will be replicated to another region. Does the data your application stores or captures
have any privacy restrictions or legal issues that come with it? If you do not know, then
you should figure that out before configuring GRS. You should also learn all the Azure
products that, when configured, perform this kind of replication for redundancy reasons.
There is one point to make here, however, that makes the replication a little more tolerable.
Remember that I likened regions to data centers and that a region can have multiple data
centers to support Availability Zones. Those data centers are in the same vicinity as each
other. A geography is another concept that applies here, as shown in Figure 3.6.

FIGURE 3.6 An Azure geography for a given region and Availability Zone
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You can see that multiple regions are contained within a geography and that each region
contains two or more Availability Zones. Any data that replicates to another region so that
any region-wide catastrophic incident can be avoided remains within the data residency
threshold and will not leave the geography unless configured to do so.

If you take a closer look at the regions in a given country, you will see that there is
rarely only one. Table 3.3 shows that four identified geographies have at least two regions
within them. This is not the complete list; there are many more regions per geography. The
fundamental point here is that when the data is replicated for redundancy for a specific
region, the data remains in the geography, which in most cases resolves any residency and
redundancy concerns.

TABLE 3.3 Azure Geographies and Compliance

Geography Region Sovereign Available To

Americas North Central US No All
South Central US

Europe Germany Central Yes Germany only
Germany Northeast

Asia Pacific Australia Central No Australia only
Australia East

Middle East/Africa UAE Central No All
UAE East

Remember that some Azure products replicate data from a region to another outside the
geography. For example, LUIS, Azure Machine Learning, or quite often products and fea-
tures running in beta or preview are handled this way. Each of these products makes some
sense as the data generated is used to improve the product itself. You, as the Azure solution
expert, need to know these things, engage your legal department, and ask the privacy-
related questions.

Finally, in Table 3.3, notice the Sovereign and Available To columns. A sovereign region
means that it is not connected to the global Microsoft Azure network, and there is no data
being moved out of the region to any other. This benefit is mostly for government orga-
nizations that want to place higher restrictions and control on the data and how they are
supported. Currently, the United States, Germany, and China are the only countries with a
sovereign cloud Azure implementation. The Available To column simply means that when
you are in the portal, it knows your business location because you provided it when the
Azure subscription was created. If your business location is not, for example, in Germany
or Australia, when you attempt to create Azure resources, those regions will not show as a

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

Azure Virtual Networking 127

selectable option. An error will be thrown if you attempt to use the regions via PowerShell,
a REST API, or any other supported client.

It is possible to configure a subscription-wide Azure Policy instance that restricts where
VNets and other resources can be configured. This prevents accidentally placing any
resources into a region that doesn’t comply with customer, country, or company require-
ments. Azure Policy is discussed in more detail in Chapter 6. Also, Chapter 6 discusses
the Microsoft Trust Center, which provides a lot of information about compliance and
policy making. If you are urgently wanting to learn more about those topics, skip forward
and take a look. If not, continue reading to learn more about some key Azure virtual net-
working features and capabilities.

Key Features and Capabilities

In the previous section, we touched briefly on how the location of resources impact or
restrict inclusion in a VNet. We also touched a bit on the connectivity between VNets
running on Azure and the connections of those VNets with perhaps an on-premise front-
end or backend resource. In this section, I discuss this area a bit more, starting with some
key VNet benefits and then concluding with some coverage of filtering and routing traffic in
the networks.

The following are the areas covered in this section:

= Connecting with other Azure resources
»  Connecting with other Azure VNets
»  Connecting with the internet
»  Connecting with on-premise resources
»  Filtering network traffic
»  Routing network traffic

The terms Azure products and features have been the common expressions for defining
what Azure entity is specifically in scope at the time. The Azure products SQL Azure,
Azure VM, and Azure App Service, for example, come with a calculable price. Features
bound to a product generally have no charge. This is the case, for example, for EasyAuth,
network security groups (NSGs), and network interfaces. Going forward, using the term

Azure resource encompasses all Azure products and features. It is likely you are now able
to differentiate between calculated price and no charge anyway.

Some Key Azure VNet Features and Capabilities

It should come as no surprise that the primary reason to use a VNet is to isolate a group
of Azure resources into a segmented group, where the isolation comes in the form of the
VNet and the segmentation as the subnet within it. When a VNet is created, as you will do
in Exercise 3.2, it is required to provide an address range for the VNet. A typical starting
value for this is 10.0.0.0/16, which provides a range of IP addresses from 10.0.0.0 to
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10.0.255.255 and is a total of 65,535 unique addresses. When the subnet is created, you
must then also select its address range, which may be something like 10.0.0.0/24. All of
this is covered in the “VNets and Subnets” section later in the chapter. The point is that the
subnet’s IP address range is within the VNet’s IP address range. Azure resources are added
to the subnet and are the method where their segmentation is achieved. It is possible to have
multiple subnets per VNet.

The Azure resources contained within a VNet probably need to communicate with
resources outside the subnet. Azure VNets provide many options for securely connecting
to resources outside the subnet. Azure resources within a subnet can connect using the
following capabilities, all of which are discussed in detail later in this chapter:

=  VNetto VNet
=  VNet to on-premise
= Site-to-site (VPN gateway)
= ExpressRoute
=  VNet to Azure resource not in a VNet

» Directly using the global endpoint

= Using subnet delegation and service endpoints

=  VNet to internet

If the configuration allows access, no mainstream or semi-mainstream scenario prevents
resources within an Azure VNet from connecting with other networks accessible over the
internet, assuming the configuration to allow the access has been made.

When it is determined that connectivity with a resource in another location is required,
you might want to use a host name instead of the IP address. In this case, Azure provides
two options. The first is to use the Azure-provided name resolution services. It should be
already understood that DNS is the service that provides the translation of a host name
to an IP address. Without DNS there would be no domain names, and accessing a website
would require the client to know the IP address, which is not so friendly. If, however, how
DNS works is not clear, then you can get up to speed in the “Using Azure DNS” section.
The Azure platform also provides the capability to create, configure, and manage your own
DNS instance on an Azure VM within a VNet.

From a security perspective, which is of upmost importance, network security groups
(NSGs) control access into (inbound) and out of (outbound) each subnet using NSGs.

Where Are NSGs Bound by Default for Azure VMs?

By default, an NSG is bound to the network interface card of the Azure VM. It is recom-
mended that this default setting is changed and the NSG bound to the subnet instead.
You can see how to do this in Exercise 3.9 later in this chapter.

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

Azure Virtual Networking 129

An NSG can restrict traffic based on a protocol, port, and specific IP address. This is a
tight and secure way to manage what can access the resources within the subnet. Outbound
traffic can be controlled, as well. The outbound request originates from one of the IP
addresses in the subnet, and it will pass any restrictions placed elsewhere; therefore, mak-
ing sure the traffic is flowing over the expected port using the expected protocol could also
be warranted. This is covered in greater detail in the “Network Security” section.

Once the VNet is configured, you can sleep well knowing that it is being monitored
and supported by Microsoft. To fully understand this complexity, you need to look at this
from an Azure (or any other cloud hosting company) perspective. Neither entity can pre-
dict when a customer creates a VNet if it is for fun, for testing, or if it will be a full-blown
data-intensive bandwidth-hungry monster. From that perspective. Microsoft has you
covered from three perspectives. The first is that the network is monitored for bandwidth
and will scale as your workload requires it. Second, if your workload is in a section of the
data center with other customers and they start consuming massive amounts of network
capacity, it gets handled. Finally, the network is constantly monitored from a health and
wellness perspective and gets auto-healed when telemetry-based thresholds are breached.

Connecting with Other Azure Resources

Recall from Figure 3.3 that some Azure resources must reside within a VNet, some can
exist in a VNet, while other Azure resources cannot exist in a VNet or do not by default.
Table 3.4 provides a compact view of which Azure resources can/cannot be deployed into
an Azure VNet. As this list changes frequently, conduct a search on the internet for the
most current information. Table 3.4 contains those items most likely to be covered when
taking the Azure Solutions Architect Expert exam.

TABLE 3.4 Azure Resource VNet Support

Type Azure Resource VNet Deployable
Web Azure App Service X
Compute Azure VM v
Networking Azure Application Gateway v

(web application firewall)

Web Azure Logic Apps v
Security Azure Key Vault X
Data SQL Azure x
Web APl Management v
Networking Azure Firewall v
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TABLE 3.4 Azure Resource VNet Support (continued)

Type Azure Resource VNet Deployable
Containers Azure Kubernetes Services (AKS) v
Data Azure Cosmos DB x
Web App Service Environment v
Storage Azure Storage X
Data Managed Azure SQL v
Messaging Azure Event Hubs X

This doesn’t mean these Azure resources cannot connect with each other simply because
one exists within a VNet while the other doesn’t. It means that if there is a need for it,
additional actions are required to make it happen. Take, for example, a common scenario
where there is a web application with a SQL server database backend. There are numerous
scenarios that one can design to deploy this, as depicted in Figure 3.7.

= App Service web app and managed SQL Azure instance

*  Azure VM and managed SQL Azure instance

» Azure VM and an on-premise backend data source

= App Service web app and an on-premise backend data source

= App Service web app and SQL Azure

As listed in Table 3.4, an App Service instance does not exist within a VNet, while a
managed SQL Azure instance does. Remember from Chapter 1 that a managed SQL Azure
instance is the full version of the SQL Server DBMS running on an Azure VM. Since Azure
VMs must run within a VNet, so must a managed SQL Azure instance. Also mentioned
in Chapter 1, an Azure App Service instance runs within a sandbox. This means things
like spawning child processes or writing to the Windows Registry are not supported. If
your web application requires unsupported capabilities on an App Service instance, then
an option could be to run it on an Azure VM. An Azure VM can connect to a managed
SQL Azure instance or an on-premise backend data source. It is also possible to connect an
Azure App Service instance to an on-premise data source and an Azure SQL database that
is not in a VNet.
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FIGURE 3.7 Different web application/database solutions
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Each of those solutions must be deliberated and a decision made based on which solu-
tion bests meets the requirements of the application. An important point about running
an Azure resource that is not in a VNet is that the resource exposes a global endpoint,
which means it is accessible to the internet and suggests that routing is likely different.

In addition, some additional security questions arise. Indeed, routing is different; how-
ever, the Microsoft networking infrastructure is intelligent enough to determine whether
the resource being requested is an Azure one. If it is, the traffic takes more hops, but it
remains on the Microsoft backbone. Additionally, having the endpoint of an internal or
highly sensitive website globally identifiable is not something every customer would want.
Although there are steps that can be taken to secure the endpoint, like a WAF or IP restric-
tions, why expose that attack vector for no reason? There have been many cases where that
is a red flag, which is an immediate showstopper for many customers.

A solution could be an internal load balancer App Service Environment (ILB ASE) or an
Azure VM to run the web application and restrict the access using an NSG. But that is not
all; there is another, more recent feature called virtual network service endpoints. Before
we discuss service endpoints in detail, let’s do an exercise. In Exercise 3.2 you will create an
empty Azure VNet and enable service endpoints.

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

132 Chapter 3 = Networking

Creating an Azure Virtual Network and Enabling Service Endpoints
1. Loginto the Azure Portal at portal.azure.com.

2. Click + Create Resource at the top left of your screen, search for Virtual Network, and
click the Create button.

3. Give the VNet a name (for example, CSHARPGUITAR-VNET-A), select the
subscription, and select the resource group. | plan on placing these resources
into North Europe (code DB3); therefore, the resource group name will be
CSHARPGUITAR-DB3-RG. Remember the restrictions when it comes to what
resources can be added to a VNet? Only resources in the same resource group can
be added to a VNet. Therefore, if at some point in the future you would like to add
an Azure VM to this VNet, it must be created in the same resource group.

4. Selectthe location, select the region where the VNet will reside, consider placing it
into the location where the resource group is based, leave the remaining option at
the defaults, and then click the Create button.

5. Navigate to the Virtual Networks blade and select the VNet you just created.

6. Click the Service Endpoints link, click + Add, expand the Service drop-down list,
select Microsoft.Web, expand the Subnets drop-down, check Select All, and finally
click Add.

7. When saved successfully, something like that shown in Figure 3.8 is rendered. | did
provide my subnet with a specific name (csharp) instead of accepting the default.

In Chapter 2 we introduced resource providers; notice how the options in the
Service drop-down are resource providers (for example, Microsoft.Web).
In Chapter 8 we cover resource providers extensively within the context of
ARM.

FIGURE 3.8 A service endpoint configured for an Azure VNet
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In the next section we discuss subnets, but you couldn’t have missed that one of the
required fields for the VNet was the CIDR subnet address range. Generally, the default
address range for a subnet in Azure is 10.0.0.0/24, which means the available IP address
range is from 10.0.0.0 to 10.0.0.255. That range of IP addresses is commonly referred to as
a virtual network private address space. These IP addresses provide an additional means
to identify the resources within a VNet. As an administrator, you know which Azure
resources exist in which VNet and what range of IP addresses they have and can therefore
create restrictions based on the resources within that range of IP addresses.

In Exercise 3.2, you selected Microsoft.Web, which means the VNet will delegate
support to Azure App Service because that is the resource provider to which Azure App
Service instances are bound. There were numerous others like Microsoft.EventHub,
Microsoft.KeyVault, Microsoft. AzureCosmosDB, and Microsoft.Sql. Why service
endpoints are so powerful is that once you configure one on an Azure resource that is
not deployed to an Azure VNet, then only IP addresses from the subnet (which are private
IP addresses) will be allowed to connect to that resource. This is shown in Figure 3.9.

FIGURE 3.9 Connectivity between a VNet and Azure resources using a
service endpoint
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Also, no access from the internet is permitted because the IP addresses won’t be in that
range either. I want to call out the statement “from the configured VNet.” The question is,
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“Isn’t it possible that more than one VNet on Azure can have the same private IP address
range of 10.0.0.0/24?” The answer is yes. However, up to now you have only enabled ser-
vice endpoints for the default subnet; you haven’t yet configured the Azure resource. A step
in that configuration requires the selection of the subscription, virtual network, and subnet
that exist in that subscription. That is a tight and secure configuration.

Connecting with Other Azure VNets

Making a connection between two VNets in the same region is referred to as VNet peering.
Even without VNet peering, it would be possible to connect to resources by providing a
public IP address to the Azure resources existing within it. This has a downside because

the connectivity would then happen over the internet, or at minimum the number of hops
between the two resources would be more than if the VNets were peered. Specifically, that
means that when two or more VNets are peered, the traffic between them remains inside
the Microsoft network and can utilize private IP addresses. The same goes for Azure VNets
hosted in different Azure regions.

Connecting Azure VNets that exist in different Azure regions is called global VNet
peering. The benefit is again that the traffic between the VNets remains on the Microsoft
backbone, and private IP addresses are utilized. In addition, you would expect that because
the traffic remains on the Microsoft backbone and doesn’t traverse the internet, the latency
would be low and the amount of required bandwidth would exist. That is indeed the case.

Bandwidth and latency are crucial factors when running large applications that are in
multiple regions. Many of these applications require data synchronization from a global
source to more regional instances nearer to the customer or employee. The movement of
this data is much faster and much more fault-tolerant when performed through the Micro-
soft backbone versus the internet.

Connecting with the Internet

By default, the outbound connectivity of Azure resources contained within a VNet can
connect to any other resource on the internet. If, for example, a company exposes a REST
API that an application within a VNet needs to access, then there are no configurations
required from an infrastructure perspective to make that happen. This can be visualized
by viewing a default NSG, as shown in Figure 3.10. Notice that the outbound security rule
named AllowInternetOutBound allows traffic across all ports and all protocols from all
sources to access the internet. This is the default and would therefore not restrict any out-
bound traffic for any reason.

The opposite is the case for inbound. Notice also in Figure 3.10 that there is no
AllowlInternetInbound rule or anything at all similar to that. This means that by default
inbound connectivity to resources within the VNet is not possible. It is also not possible
to simply create an inbound rule to allow internet traffic because by default there is no
public endpoint for an Azure VNet. There are two Azure products that come into play in
this context.

= Public IP addresses

=  Azure Load Balancer
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FIGURE 3.10 Defaultinbound and outbound security rules
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A public IP address is just that; it’s a way to make the resource within a VNet acces-
sible to other resources running on the internet that are connected by any other means.

The public IP address, which can be created to make a VNet-hosted resource public, has its
own configurable settings. For example, should the IP address be IPv4 or IPv6, should the
address be dynamic or static, or should it run across Availability Zones? As well, what kind
of resource will the public resource route to—a virtual machine, an application gateway, or
load balancer?

Although it is possible to route a public IP address directly to an Azure NIC, you might
consider linking it to Azure Load Balancer. There are two primary reasons for using Azure
Load Balancer, which are the better management of inbound and outbound internet con-
nectivity. From an inbound perspective, having the public IP address map to a specific
resource is risky because it would be a single point of failure. Additionally, if there were any
direct links to the IP address from any client and the IP address changes, then those clients
would stop functioning. Azure Load Balancer can act like a proxy and can be configured to
route requests to a specific IP address to one or more other resources in the VNet.

The outbound scenario is a much more complicated one and is covered in more detail
later in the “Connecting with the Internet” section. It boils down to what you want the
outbound IP address to be. In the scenario where the IP address is bound directly to the
resource, when there is no difference between the inbound and outbound IP addresses, this
is called an instance-level public IP (ILPIP) address. However, this is not the most efficient
configuration because there are costs and limits on the number of IP addresses that one can
consume per subscription. Beyond that, the workloads could experience source network
address translation (SNAT) exhaustion, which means there are no more ephemeral ports
available to PAT. When you alternatively use Azure Load Balancer, it employs port address
translation (PAT), which conceals the private IP addresses behind a single public one. There
is some reuse of outbound IP addresses happening; it’s not a one-to-one mapping.
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The final scenario is that the outbound IP address has no significance. In this scenario
the outbound IP address is not configurable and doesn’t count against any subscription
limits, but it can change many times for many reasons. A word of caution: if this last sce-
nario is selected, although most cost efficient, there is no means to whitelist or perform any
kind of dependable restricting of access by those resources.

Connecting with On-Premise Resources

Figure 3.2 shown previously illustrates connectivity from Azure and on-premise resources
completely. An Azure VNet can be configured to connect with an on-premise data center
using one of the following:

ExpressRoute  An ExpressRoute instance is the only connection between an Azure
VNet and an on-premise network that does not cross into the internet. The connec-
tion is private and managed directly by an ExpressRoute partner. This connectivity
scenario is mostly reserved for large enterprises with large workloads. The solution is
relatively expensive when compared to the others, so checking out the price in advance
using the Azure calculator would be advised. See azure.microsoft.com/en-us/
pricing/calculator.

Point-to-Site Connection (VPN) A point-to-site (P2S) connection, on the other hand,
is an inexpensive solution for connecting any supported Azure resource to one exist-
ing in another network. If you are just getting started or are a developer wanting to
give it a test run, start here. P2S is typically implemented using the Hybrid Connection
Manager (HCM), which is based on Azure Relay, or you can just simply use Azure
Relay itself. P2S sends traffic through an encrypted tunnel between a computer and

a virtual or on-premise network. Figure 3.11 illustrates that P2S connections can be
made from within a VNet to an on-premise server, from an Azure App service/Azure
Function to an on-premise server, and from an Azure App service/Azure Function to a
server within a VNet.

Site-to-Site Connection (VPN) Like P2S, traffic passing through a site-to-site
(§28) connection is sent within an encrypted tunnel across the internet. The primary
difference is that the connectivity happens between Azure VPN Gateway and an on-
premise VPN device.

Which Azure to on-premise connection would you recommend for a company just get-
ting started with Azure but doesn’t want their traffic to go across the internet?
A. Site-to-site
ExpressRoute
Point-to-point
Point-to-site
Both B and C

moow

The answer is site-to-site. When the traffic cannot traverse the internet, ExpressRoute
is the only solution that provides that capability.
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FIGURE 3.11 The network flow of a point-to-site connection
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Network Traffic Filtering

The most common or popular means for filtering traffic on Azure, and likely on-premise,
uses NSGs (aka security rules). As shown in Figure 3.10, an NSG restricts (filters) inbound
and outbound traffic based on a set of security rules. Another Azure feature that is help-
ful for filtering network traffic is an application security group (ASG). An ASG provides
the ability to group a set of Azure VMs and define NSGs specifically for that group. Take
Figure 3.12, for example. Notice that all three Azure VMs exist in the same subnet; two
of them are associated with an ASG named CSHARP-ASG, and one is associated with an
ASG named GUITAR-ASG.

Look again at Figure 3.10 and notice the Destination column. Later when you create an
NSG and an ASG, you will find that the supported values for Destination are Any, IP
Addresses, VirtualNetwork, and of course Application Security Group. And just like any
NSG, the rule will be applied when a request to that destination is sent. For example,

you want to allow inbound internet traffic on both the ASGs, but for Azure VMs in the
CSHARP-ASG, only HTTPS (port 443) is supported. In that case, the NSG would deny
HTTP (port 80) when the destination is CSHARP-ASG. That security rule would not apply
to the Azure VM in the GUITAR-ASG.

NSGs and ASGs for App Services, Azure Storage, and More

Many Azure resources that are not deployed into an Azure VNet do have some capability
for restricting access based on IP address ranges or configured service endpoints. Those
capabilities can be found as a feature for a resource in the Azure Portal.
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FIGURE 3.12 How application security groups filter network traffic
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When NSGs and ASGs are discussed by IT professionals working with Azure, those
conversations generally occur within the context of Azure resources such as Azure VNets
and Azure VMs. This is because you cannot currently configure NSGs or ASGs for Azure
resources that exist outside of a VNet. There are no Azure-wide capabilities to configure
NSGs or ASGs for Azure App Service, Azure Storage, or Azure Event Hub. For example,
there is no interface nor is there an implementation to apply and enforce NSG or ASG
configurations for those Azure products. Instead, a customer could implement a network
appliance like an Azure Application Gateway web application firewall or a third-party solu-
tion found on the Azure Marketplace. For example, Barracuda, FortiGate, Cisco ASA, or
Kemp, to name a few, might be useful.

Network Traffic Routing

The key term hop has been mentioned a few times already in this chapter. In simplest
terms, a hop occurs each time a packet of data being transferred between two network-
connected machines touches a node. A node is considered a server, which is also connected
to the network and helps get the packet of data to its desired location. Based on that defini-
tion, it is easy to imagine that the fewer the hops, the faster the packet is delivered.
Consider sending an invitation to your next-door neighbor. Because you know how to
get there, you simply walk out the door and place the letter into their mailbox. Imagine
that you would also like to send an invitation to a few friends who live at different loca-
tions around town. You know where they all live, but the most optimal route to each loca-
tion is something you do not know, but you do know where the nearest mailbox is. Finally,
consider that an invitation needs to be sent to a family member who you haven’t seen for a
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long time and who lives in another state. You have an address but don’t really know where
they live. In each of these scenarios, the concept of a routing table is applicable. A routing
table is where the next hop on route to the final destination is stored. See Figure 3.13 for an
example of the default Azure system route table.

In the first scenario, it is true that the invitation could have been sent through the post
office, but that would not be the most optimal route. The routing table was in your head,
and you chose to get the invitation to the neighbor using a route with the fewest hops,
which is none in this scenario. In the second scenario, it would make sense to send the invi-
tations via mail. The routing table stored in your head knows where to place the invitations
(into the mailbox), but after that, you have no information about the route taken to deliver
the invitations. The invitations would then proceed to a node where the post is sorted. Each
node would know the next hop to pass the invitation based on the content stored in the
routing table on that node.

A similar scenario exists for the third example. You would expect more hops and more
nodes to be involved in the invitation’s delivery because the final destination is farther
away. Take note that a node only knows where to send the data packet next; this keeps the
routing tables small. A node does not know the data packet route from end to end. The
routing of data inside the Azure network functions along similar lines. When the outbound
request remains within the Azure platform, then, as you know, the routing remains on
the Microsoft backbone and does not enter the internet. Outbound traffic from an Azure
resource that does traverse the internet uses the nodes and routes managed by multiple
internet service providers. In summary, the routing of data between source and destination
is not unique to Azure. Networking is typically considered a low-level TCP/IP-based pro-
cess used everywhere to support the connectivity of nodes and the transmission of data.
Azure provides many products on top of this, but you will find that the same networking
concepts that apply to Azure also apply to all networks in general.

The remainder of this section will cover in a little more detail how Azure routes out-
bound network traffic originating from an Azure VNet. The routing decision is based on a
combination of the destination IP address and an algorithmic match to a route in the route
table based on the longest address prefix. To explain that more, assume in the route table
that there are two routes: one is 10.0.0.0/16, and the other is 10.0.0.0/8. If the outbound IP
address is 10.0.0.4, then the chosen route would be 10.0.0.0/16. Looking at Table 3.5, it is
obvious that 10.0.0.4 is in both routes, but 10.0.0.0/16 has a longer prefix and is therefore
chosen. It would be most prudent to add a route for 10.0.0.0/24, which would likely reduce
the number of hops; however, currently, it is not present. Again, see Figure 3.13.

TABLE 3.5 CIDRtoIPv4 Conversion

CIDR Range Start IP End IP Total Host
10.0.0.0/24 10.0.0.0 10.0.0.255 256
10.0.0.0/16 10.0.0.0 10.0.255.255 65536
10.0.0.0/8 10.0.0.0 10.255.255.255 16777216
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The prefix is based on a bit mask where each of the four octets in the IP address is con-
verted to bits, and the chosen route map entry is the one that has the most overlap of the
CIDR range. /8 means that the first eight bits of the octet are the same, whereas /16 means
the first 16 are equal. To get much further into this complex area, it is time to create an
Azure VM. Although we get into the details of computing in the next chapter, it will be
hard to provide good examples without a VM. In Exercise 3.3, you will create an Azure
VM to use for the analysis of the networking infrastructure created around it.

Azure Resources Have an Associated Cost

This is the first time so far that you will create an Azure resource that will have a direct
cost. Even if you never use it, when you complete step 12, there will be a charge. Take
note of this because as we progress, we will create resources that have a cost. | will not
notify you each time. At the end of each exercise, you may consider deleting the resource
group; however, examples from this point will likely build upon each other and call upon
resources created in previous exercises.

Creating an Azure Virtual Machine
1. Login to the Azure Portal at portal.azure.com.

2. Enter Virtual Machine into the Search Resources, Services, And Docs box at the top
of the portal. Select Virtual Machines + Add.

3. On the Basics tab, select the subscription and resource group into which you want
the Azure VM to be placed (for example, CSHARPGUITAR-DB3-RG).

4. Provide a name for the Azure virtual machine (for example, CSHARPGUITAR-VM).
Remember that VM names are limited to 15 characters.

5. Select the region; it can be the same as the one for the resource group, but it doesn’t
have to be.

6. Leave the availability options at the defaults and choose Windows Server 2019 Data-
center as the image. Leave Size at the default.

7. Enter a username and password and confirm the password.

8. Selectthe Allow Selected Ports radio button and enable all ports: HTTP, HTTPS,
SSH, and RDP.

9. Specify that you do not already have a license; if you do, then select Yes. Click the
Next: Disks button.

10. Leave the defaults and click the Next: Networking button.

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

Azure Virtual Networking M

11. Select the VNet that you created in Exercise 3.2 and the corresponding subnet (for
example, CSHARPGUITAR-VNET-A and csharp).

12. Leave everything else at the defaults and click the Review + Create button. Feel free
to navigate through the other tabs; however, no other configuration is required at this
time. When you have finished exploring, click the Create button.

13. After the deployment has completed successfully, you can view the default system
route table by executing the following PowerShell cmdlet. The output will be
something similar to that shown in Figure 3.13, but the value for
-NetworkInterfaceName will be different in every case.

Get-AzEffectiveRouteTable -NetworkInterfaceName csharpguitar-vmg1o °
-ResourceGroupName CSHARPGUITAR-DB3-RG | Format-Table

FIGURE 3.13 PowerShell cmdlet output of the System route table

Name DisableBgpRoutePropagation State Source AddressPrefix NextHopType NextHopIpAddress
False Active Default {10.0.0.0/16} VnetLocal {}
False Active Default {0.0.0.0/0} Internet i}
False Active Default {10.0.0.0/8} None {3
False Active Default {100.64.0.0/10} None {}
False Active Default {192.168.0.0/16} None i}
False Active Default {13.64.73.110/32...} VirtualNetworkServiceEndpoint {}

Notice in Figure 3.13 that there are columns named NextHopType and
NextHopIpAddress. Once the destination IP address finds the best match for the route,
NextHoplpAddress defines where to send the data packet next. It is possible to update the
routing so that it is optimized for the specific application. How to do that would best fit
into a book that covers networking specifically. However, there is one point that needs to
be made concerning what happens when there are additions made to the route table that
could then match an outbound request equally. For example, what happens if there is an
additional route added with the address prefix of 10.0.0.0/8 with NextHopType set to Vir-
tual Appliance? In Figure 3.13, you can see that a route of 10.0.0.0/8 already exists. The
answer is that Azure will recognize user-defined routes (UDRs) with higher relevance than
those in the default system route table. UDRs are touched on numerous more times, so if
this term is not yet clear, it will be soon.

The 0.0.0.0/0 Address Prefix

This routing prefix is added to the routing table by default in Azure. It
routes all traffic with a destination IP address that does not exist within the
10.0.0.0/16 range to the internet. This can be confirmed by checking
NextHopType on the routing table for that address prefix.
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Table 3.6 describes each of NextHopType values shown in Figure 3.13 in more detail.
The address prefix associated to the VnetLocal NextHopType is 10.0.0.0/16, which is the
address range of a default VNet. Any request with a destination IP address within that
range remains within the VNet.

TABLE 3.6 NextHopType Details

Next Hop Type Description

VnetLocal Routes traffic within the VNet

Internet Routes traffic to the internet

None Traffic is dropped
VirtualNetworkServiceEndpoint Routes to public IP addresses of service endpoint

Any request with a destination IP address outside of the 10.0.0.0/8, 100.64.0.0/16, and
192.168.0.0/18 address ranges will be dropped and respond with an error like “connection
dropped.” Any request with a destination IP address outside of all four of those address
prefixes (10.0.0.0/16, 10.0.0.0/8, 100.64.0.0/16, or 192.168.0.0/18) will be routed to the
internet. Finally, VirtualNetworkServiceEndpoint is not created by default; it was added to
the route table during the completion of Exercise 3.2 where a service endpoint was partially
configured. Once the configuration is completed later, a request with the destination IP
address within the associated address prefix will route to that service endpoint.

The routing of data in the Azure network isn’t exceedingly unique when compared to
network routing in general, excluding the fact that there is a giant backbone at the cus-
tomers’ service. There is a lot more to do and learn about VNets and subnets, so keep
on reading.

VNets and Subnets

Albert Einstein once said, “Organized people are just too lazy to go looking for what
they want.” Like the relational hierarchal structure of a management group, subscription,
and resource group, a VNet and subnet provide similar capabilities for the organization
of Azure resources, keeping things structured and maintainable. VNets and the subnets
within them offer many more benefits and complex technical concepts than simple organi-
zation. That notion and thoughtful deployment of a resource shouldn’t be overlooked. As
with a resource group, and even a subscription, it is prudent to keep its contents limited to
the resources making up an IT solution. The same goes for VNets and subnets where you
would want to keep the contents within them constrained by a designed context so that
their contents are intuitive.

I can assure you that you need to know about VNets in some depth if you want to
pass the Azure Solutions Architect Expert exam. The best way to do that is by creating,

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

Azure Virtual Networking 143

configuring, and using the product and its features. Now that all the preliminary net-
working subjects are complete, it’s time to really take a deeper look at VNets. The follow-
ing will be covered in this section:

» Additional networking concepts and tools

»  Azure networking patterns

»  Azure networking limits

=  VNetto VNet

= Site-to-site (52S) overview

= VNet-to-Azure resources

=  VNet to internet

Once you read, understand, and then complete the exercises in this section, your grasp
of Azure virtual networking will be in good shape.

Additional Networking Concepts and Tools

Four topics are covered here. At first read they may seem a bit disconnected, but I can
assure you they are all related and are networking subjects that must be understood. If the
networking area is one that is of specific interest and you have a burning desire to take it to
the limit, master the topics IPv6, SNAT and port exhaustion, 65535, and network routing.

Up to now all the IP addresses discussed have been in the IPv4 structure, which is the
most common format. An IPv4 address is 32 bits long, broken into four 8-bit octets. Take,
for example, the loopback network interface IPv4 address of 127.0.0.1, which is, at initial
glance, four integers separated by periods, referred to as dot-decimal notation. Convert
that into bits and you get the binary result shown in Figure 3.14.

FIGURE 3.14 Dot decimal IPv4 address in binary

127 . 0 . 0 . 1

4 4 4 4

0111 1111 0000 0000 0000 0000 0000 0001
L Il |
T T

8 Bits

T
32 Bits

The range of IPv4 addresses is between 0.0.0.0 and 255.255.255.255. Why? When
you convert the integers into binary, it becomes clear. The binary values of 0.0.0.0 and
255.255.255.255, respectively, as shown in Figure 3.15, recognize that the range con-
tains all possible 32-bit values. The maximum range of IPv4 addresses is therefore
4,294,967,296, which is 232,
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FIGURE 3.15 |Pv4 addressin binary from 0 to 255

4 4 4 4
0000 0000 0000 0000 0000 0000 0000 0000

255 . 255 . 255 . 255

4 4 4 4
111111 1191 1111 1111 1111 1111 1111

The initial design of IPv4 had the address divided into two parts. The first three digits of
the address make up the network identifier, while the remaining digits are called the host
identifier. The host identifier is used to uniquely distinguish a device within a given net-
work, which is identified by the network identifier. The first digits (i.e., the network iden-
tifier) originally had a total of 256 possible unique networks (0000 0000 to 1111 1111, or
2%), which was promptly found to be insufficient. In hindsight, presuming there would only
be a need for 256 global networks is now inconceivable. The solution was to create five IP
address classes (Class A to Class E); three are described in Table 3.7.

TABLE 3.7 IPv4 Classful Definitions

Class Total Networks  Network Addresses  Start End CIDR
Class A 128 (27) 16,777,261 (2%4) 0.0.0.0 127.0.0.0 /8
Class B 16,384 (2') 65,536 (2'°) 128.0.0.0 191.255.0.0 /16
Class C 2,097,152 (22) 256 (28) 192.0.0.0 223.255.255.0 /24

The three IPv4 address classes (A, B, and C) are classified as unicast addresses or
one-to-one connectivity between a sender and a receiver. This is the most common scenario
and most relevant to the Azure Solutions Architect Expert exam. The other classifications
are broadcast (one to many) and multicast (many to many). These classful definitions effec-
tively increased the number of total global networks and increased the number of possible
internet IP addresses. Note that we are discussing public IP addresses here, and that below
them subnets can exist and can’t contain private IP addresses. These subnets, since they are
not exposed globally, can implement any desired IP value or range.

What's So Special About 127.0.0.1?

The 127.0.0.1 IPv4 address is commonly referred to as a loopback address.
The IP address is typically mapped to the host name localhost and can be
referred to as home. This is useful when accessing a website hosted on the
machine that you are currently logged into. For example, http://localhost
accesses a website hosted on the currently logged into machine. The IPv6
address for localhost is ::1. As they say, “There’s no place like 127.0.0.1.”
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Even after this improvement, there was still an issue with public IP address exhaustion.
Many companies that received a Class C IP address from the Internet Assigned Number
Authority (IANA) ran out of network addresses. The Class C IP address range is limited
to 256. Companies that requested a Class B address, which was exponentially larger, and
many of the 65,536 addresses were not utilized. This change increased the possible number
of global networks from 256 to just under 16,500, which is still a restrictive number. The
newest version (1998) of the Internet Protocol (IP), which hopes to be the solution to avoid
IP address exhaustion, is IPv6.

IPv6 is supported on numerous Azure products such as Azure Load Balancer, NSGs,
within a VNet (Preview), and for routing to Azure VMs. Supporting IPv6 doesn’t happen
with some configuration; however, the ability to support IPv6 addresses is there. Azure App
Service web apps, Azure Functions, and instance-level public IPs (ILIPs), for example, do
not support IPvé6.

As already stated, the IPv4 address range is bound to 32 bits, which is 232 of addresses
space. IPv6, on the other hand, is bound to 128 bits, which provides an address range of
2128 That’s a lot of numbers and looks like this, which is 340 undecillions:

340,282,366,920,938,463,463,374,607,431,768,211,456

An IPv6 address is structured into eight groups, separated by colons, in hexadecimal
format. It looks something like Figure 3.16.

FIGURE 3.16 Anexample of an IPv6 address and its hexadecimal conversion

2001:78¢f:9101:4317:da2d:9010:fd00:1e3c

l
0010000000000001:0111100011001111:1001000100000001:0100001100010111:...

L : Il : |
16 Bits

T
128 Bits

IPv6 addresses are most commonly implemented when creating infrastructure for the
internet of things (IoT) and mobility-based solutions. Those kinds of solutions are best
designed for handling viral events or the exponential growth of concurrently connected
IoT devices. In those scenarios, the number of IP addresses could easily exceed the range
of a Class B IPv4 range (65,535). Keep in mind that the number of IP addresses in version
6 is much greater than version 4 and that version 6 is the most reliable solution for the two
scenarios stated earlier. Finally, when the original creators of IPv4 designed it on a 32-bit
range base, that number was probably mind-boggling, and no one ever thought there would
be a need for so many devices that depend on an IP address. I wonder if the same will be
true for IPv6. No one knows the future, but a solution with a 2!2% range of IP addresses
seems like the logical next step. I won’t begin to find out what that number is!
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The next concepts to be discussed are source network address translation (SNAT),
network address translation (NAT), port address translation (PAT), and ephemeral ports
as they are all relevant when discussing Azure networking topologies. Remember when
you created a VNet in Exercise 3.2? The address ranges used for the VNet and the subnet
were 10.0.0.*, which are not addresses that are accessible on the internet (they are private).
A NAT, as illustrated in Figure 3.17, translates the private IP address into a public one.
The router/NAT device has both a private IP address as well as a public one; the public one
is provided by an internet service provider. The NAT technique is good at concealing the
private IP addresses of your internal networks or VNets from the internet. However, NATs
are typically a one-to-one mapping between private and public IP addresses.

FIGURE 3.17 Anexample of NAT IP address translation

& & & ROUTER

10.0.0.10

I

10.004  10.005 10.0.0.6 I ‘ﬁ
I >
I

\

\0, \0, \0, 10.0.0.# 52.138.215 ###

10.0.0.7 10.0.0.8  10.0.0.9 1

As the number of IPv4 addresses began to reach an exhausted state, the concept of PAT
was introduced. PAT implements a one-to-many mapping of private and public IP addresses
and is often referred to as IP masquerading. Consider that each IP packet sent between a
client and a server has both a source address and destination IP address.

What Is a Router?

Most people who have an internet connection in their house also have a
router. The router is what is connected to the internet. A common IP address
for your router is 192.168.1.1; just open your browser and enter it. That router
has the internal IP address as just mentioned, and there is likely software

for managing all the devices that can connect to your router. These days,

a router is also the device that exposes your WiFi signal. Your router also
has a public IP address; without that, the server responding to your request
wouldn’t be able to get the requested information back to you.

The private IP address (source) would have the source address of, for example, 10.0.0.4

and would route to some public IP address like 51.140.49.239 (the Azure Portal), which is
the destination address. The source IP address gets translated into the public IP address of
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the router, 52.138.215.### , and then forwards the request to the destination. That seems
easy when sending packets outbound, but what about getting the answer back to the private
10.0.0.4 address? There must be more to it than that. How does the router know the
response from 51.140.49.236 that has the destination address that is now 52.138.215 ###
needs to be directed to 10.0.0.4? The answer is found by digging into a socket.

A socket is the combination of an IP address and a port number. More specifically, it has
a source IP address, source port, destination IP address, and destination port, and each side
(source and destination) has 65,535 available ports, which is 2! — 1. These ports are what
we refer to as ephemeral ports. For each TPC/IP session there will be an ephemeral port
allocated and sent with each packet for the duration of the communication. The router,
using the details of the socket, can determine where to send the response. A tool called
netstat is useful for monitoring the connections on a specific machine. Execute netstat
from a CMD console and you will see something like Figure 3.18. That netstat command
was performed on the Azure VM created in Exercise 3.3.

FIGURE 3.18 netstat connection output from an Azure VM

BN Select Administrator: C:\Windows\System32\cmd.exe = O *
A

C:\windows\system32»netstat
Active Connections

Proto Local Address Foreign Address State

TCP 16.6.6.5:3389 167.220.196.176:5417 ESTAELISHED

TCP 16.6.6.5:3389 193.188.22.154:54143 ESTAELISHED

TCP 16.6.6.5:49732 168.63.129.16:http ESTAELISHED

TCP 16.6.6.5:49733 168.63.129.16:http ESTABLISHED

TCP 16.6.6.5:49738 168.63.129.16:32526 ESTABLISHED

TCP 19.6.6.5:49746 52.239.136.37:https ESTABLISHED

TCP 16.6.6.5:51884 168.63.129.16:http TIME_WAIT

TCP 16.6.6.5:51886 52.164.240.59:http TIME_|

TCP 16.6.6.5:51895 93.184.220.29:http CLOSE_WAIT

TCP 16.6.6.5:51897 a-8ee1:https ESTAELISHED

TCP 16.6.0.5:51098 a-8ee1:https ESTABLISHED

TCP 16.6.0.5:51099 13.187.21.200: https ESTABLISHED

TCP 16.6.8.5:51166 13.187.21.200: https ESTABLISHED

TCP 16.6.0.5:51101 48.99.23.210:https ESTABLISHED

TCP 16.6.0.5:51102 48.99.23.2160:https ESTABLISHED

TCP 16.6.8.5:51183 152.199.19.161:https ESTABLISHED

TCP 168.6.8.5:51185 137.117.142.136:https ESTABLISHED g

Finally, SNAT is the term used for translating an IP address as it traverses the router.
You have read that this is done when converting the private IP address to the public IP
address and back again. You can consider this as the counterpart of destination network
address translation (DNAT), which manages the destination IP address translation. You
may be wondering whether this is important from an Azure perspective. The answer
is, yes, it is. You might think that when you create an Azure VM that you would get all
65,535 ports, but this is not the case. You might encounter port exhaustion without proper
planning and understanding.
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The most common scenario to deploy an Azure VM is the one used in Exercise 3.3. In
that scenario, the VM, by default, was allocated an instance level IP. In this case, you are
provided with all the expected ephemeral ports within the default range (see Figure 3.19).

FIGURE 3.19 netsh default dynamic port range output from an Azure VM

ES Administrator: Cornmand Prompt — O *

C:\>netsh int ipv4 show dynamicport tcp

Protocol tcp Dynamic Port Range
Gtart Port 1 49152
Number of Ports : 16384

Execute the following command on an Azure VM to get the output shown in
Figure 3.19:

netsh int ipv4 show dynamicport tcp

It is possible to create an Azure VM that does not have an ILIP and instead have the
public IP address mapped to the availability set. (I will discuss these in the next chapter.)
This approach is often used to secure the VMs from being individually accessible from the
internet, instead exposing them via another network device like a load balancer. In that
scenario, your SNAT ports are allocated based on the size of the pool of VMs in your avail-
ability set. Table 3.8 shows those default SNAT port allocations.

TABLE 3.8 SNAT Allocation per VM Pool Size

SNAT Ports per IP Address Number of VMs in Pool
1024 1to 50

512 51 to 100

256 101 to 200

128 201 to 400

64 401 to 800

32 801 to 1000
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Table 3.8 is relevant when the Azure VM does not have its own ILIP and instead shares
an outbound IP address with the other VMs in the pool. To determine whether your VM
has an ILIP, navigate to the Networking blade in the portal for the VM. You will see
something like that shown in Figure 3.20. Notice the NIC public IP address.

FIGURE 3.20 Azure portal view of the NIC public IP address

CSHARPGUITAR-VM - Networking

== Virtual machine

O Search (Cirl+/) « ®* Attach network interface ¥l Detach network interface

Settings i Network Interface: csharpguitar-vm310 Effective security rules Topology

Networking \I;’\.rtul:: n:lwurk/subnet CSHARPGUITAR-VNET-A/csharp NIC Public IP: 13.74.154.109 NIC Private [P: 10.0.0.4
isabley

Take note that all Azure features that make outbound connections to the internet will
have some dependency on TCP/IP, PAT, SNAT, or ephemeral ports. Make sure you recog-
nize that this is not an Azure restriction; it is TCP/IP and the way networks function. You
won’t need to know this level of detail for the Azure Solutions Architect Expert exam; how-
ever, a quality Azure Solutions Architect Expert would have some knowledge of this. They
would know the scenarios where you get all 65,535 addresses or just a subset of them. The
Azure Solutions Architect Expert would also need to know how to troubleshoot and pro-
vide some optimizations. More about this will be covered in Chapter 7.

If you haven’t noticed, 2!* — 1 or 65,535 is mentioned a lot in networking discussions, so
I would therefore like to call attention to the areas where that number is relevant for net-
working. The “minus one” is present because the count begins at zero. 65,535 is as follows:

»  The default TCP receive window buffer size

»  The upper limit for TCP and UDP ports

»  The highest number represented in 16-bit binary

»  The maximum number of private IP addresses per VNet

»  The maximum number of NICs per subscription

= The number of IP addresses with the /16 CIDR prefix

65,535 is a common number in computer science; just keep in mind that there are some

limits around that number. It’s also cool to have an answer or comment about that number
in case you see it when troubleshooting some issue: “Did you know that 65,535 is 21¢?”

TCP and UDP

TCP and UDP are supported on Azure VMs. UDP is a transport protocol that
is best suited for media streaming like videos. UDP doesn’t mind if there are
some missing packets that may cause a slight blip in the video. Using TCP
for video streaming wouldn’t be prudent because a missing packet would
be retransmitted, causing the video to hang while it waits for the packet. For
scenarios where more accurate transmission of data is required, TCP is the
best choice.
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It has been stated that all resources created within the same VNet will automatically
have connectivity with each other. This is true so long as the NSGs support the protocol
and port over which the request is being received. To prove this, complete Exercise 3.4.
Here you will create a subnet within the existing VNet, add an Azure VM to it, and test the
connectivity between them.

Testing Connectivity Between Subnets
1. Loginto the Azure Portal at portal.azure.com.

2. Inthe search box at the top of the portal, enter Virtual Network and click
Virtual Networks.

3. Click the VNet you created in Exercise 3.2 (for example, CSHARPGUITAR-VNET-A)
and then choose Subnets + Subnet.

4. Add asubnet (for example, Name = guitar), leave all the defaults, and then click OK.
Notice that the CIDR address range is 10.0.1.0/24, and the subnet created in Exercise
3.2 (for example, csharp) is 10.0.0.0/24.

5. Add an Azure VM to this new subnet. Enter Virtual Machines in the search box
(located at the top of the portal) and then select Virtual Machines + Add.

6. On the Basics tab, select the subscription and resource group into which you want
the Azure VM to be placed (for example, CSHARPGUITAR-DB3-RG). This must be the
same resource group as the one that was created in Exercise 3.2.

7. Provide a name for the Azure virtual machine (for example, CSHARPGUITAR-V1;
there is a limit of 15 characters, which a VM name can have).

8. Select the region; this should be the same as the one for the resource group, but it
doesn’t have to be.

9. Leave the availability options at the defaults, choose Windows Server 2019
Datacenter as the image, and leave the size at the default.

10. Enter a username and password and then confirm the password.

11. Select the Allow Selected Ports radio button and enable all ports: HTTP, HTTPS,
SSH, and RDP.

12. Indicate whether you have a license and then click the Next: Disks button.
13. Leave the defaults and click the Next: Networking button.

14. Select the virtual network you created in Exercise 3.2 and the subnet created earlier
in this exercise (for example, CSHARPGUITAR-VNET-A and guitar).

15. Leave everything else at the defaults and click the Review + Create button. Feel free
to navigate through the other tabs; however, no other configuration is required at this
time. Click the Create button.
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16. Once the VM is created, navigate to it on the Overview blade, select Connect, click
Download RDP File, and connect to the VM.
17. Open PowerShell and execute the following command:
Install-WindowsFeature -name Web-Server -IncludeManagementTools
remove-item C:\inetpub\wwwroot\iisstart.htm
Add-Content -Path "C:\inetpub\wwwroot\iisstart.htm" °
-Value $("Hello from " + $env:computername)

18. Once the PowerShell cmdlets are complete, on your local workstation (from a com-

puter not in Azure), enter the following command. The result should be similar to that
shown in Figure 3.21. The public IP address is provided on the Overview blade of the

Azure VM. See where to download curl in Table 3.9.

curl -G <Public IP address>:80

FIGURE 3.21 Azure VM accessible from the internet

¥ Command Prompt — a X

C:\Temp>curl -G 52.169.213.139:80
Hello World from CSHARPGUITAR-V1

C:\Temp>

19. A successful response means the Azure VM is accessible from the internet using the
public IP address, but what about the private IP address, also shown on the Overview

tab? Write it down; it will likely be 10.0.1.4.

20. Make a remote desktop connection using RDP to the Azure VM created in Exercise
3.2 (for example, CSHARPGUITAR-VM) and execute the following curl commands.
You would see something like Figure 3.22.
curl -G <Private IP address>:80
curl -G <VM Name>:80

FIGURE 3.22 Azure VM accessible an Azure VM in a different subnet

¥ Administrator: Command Prompt - O X

C:\Temp>curl -G 10.0.1.4:80
Hello World from CSHARPGUITAR-V1

C:\Temp>curl -G CSHARPGUITAR-V1:80
Hello World from CSHARPGUITAR-V1

F:\Temp>. v
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EXERCISE 3.4 (continued)

21. There is another tool called psping that can quickly check the connectivity between
Azure VMs. Try executing these commands to confirm connectivity:
psping <Private IP address>:80
psping <VM Name>:80

22. Note that ping does not work due to the protocol it uses; ICMP is disabled. Now you
should feel confident that the Azure VM created here, which is bound to a subnet (for
example, guitar), can access VMs in another subnet.

TABLE 3.9 Networking Tools

Tool Location

curl curl.haxx.se/download.html

psping doc§.microsoft.com/en—us/sysinternals/downloads/
psping

tcpping github.com/benperk/ASA/tree/master/tools

nameresolver github.com/benperk/ASA/tree/master/tools

If you run into problems with the connectivity using curl or psping, try using the Net-
work Watcher instance that you created in Exercise 3.1. Complete Exercise 3.5 to test the
IP Flow Verify and the next hop feature available through the Network Watcher.

Using Network Watcher to Troubleshoot Connectivity Issues
Between Subnets

1. Logintothe Azure Portal at portal.azure.com.

2. Inthe Search box at the top of the portal, enter Network Watcher and then click
Network Watcher from the drop-down. Now, click IP Flow Verify.

3. Enter the following:

a. For the subscription, enter the subscription that contains the Azure VM created in
Exercise 3.4.
b. Enter the resource group (for example, CSHARPGUITAR-DB3-RG).

c. Enter the virtual machine (for example, CSHARPGUITAR-V1).
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Enter the network interface. It should default to the one bound to the Azure VM.

For the local IP address, enter the private IP address of CSHARPGUITAR-V1, for
example, 10.0.1.4.

For the local port, enter 5555.

For the remote IP address, enter 10.0.0.4, which is the private IP address of the
address Azure VM created in Exercise 3.3 (for example, CSHARPGUITAR-VM).

The remote port should be a port that is allowed inbound in the NSG; try port 22,
which is the SSH port. The packet details section should resemble something sim-
ilar to Figure 3.23.

FIGURE 3.23 The identified NSG that allows or denies the request
between Azure VMs

Packet details
Protocol

®Tcr (

L

™

| UDP

Direction
(®) Inbound '(_)' Qutbound

Local IP address* @ Local port* @
10.0.14 5555

Remote IP address* @ Remote port* @
10.0.0.4 22

Access allowed

Security rule
AllowVnetinBound

4. The result from the IP Flow Verify will identify the NSG rule that is allowing or block-
ing the request. You can then take action to add or modify the rule that is causing
the failure.

5. Click the Next Hop link and enter the following:

a.

For the subscription, enter the subscription that contains the Azure VM created in
Exercise 3.4.

Enter the resource group (for example, CSHARPGUITAR-DB3-RG).
Enter the virtual machine (for example, CSHARPGUITAR-V1).
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EXERCISE 3.5 (continued)

d. Enter the network interface. It should default to the one bound to the Azure VM.

For the source IP address, enter the private IP address of CSHARPGUITAR-V1,
for example, 10.0.1.4.

f. For the local port, enter 5555.

g. For the destination IP address, enter 10.0.0.4, which is the private IP address of the
address Azure VM created in Exercise 3.3 (for example, CSHARPGUITAR-VM).

6. Click the Next Hop button. Notice, as shown in Figure 3.24, that the output shows
the next hop type that is used to route the request. You can then confirm that the
address prefix for the given next hop type is the one expected. If not, you can add a
user-defined route.

FIGURE 3.24 The next hop type is used to route a request from the source IP address
to the destination IP address.

Source IP address* @

10.0.1.4

Destination IP address* @
10.0.0.4

hop

Rlext

Result

Next hop type
VirtualNetwork

IP address

Route table ID

System Route E

Later in this chapter, and in many places throughout this book, you will learn more
about routing, networking, and Azure VMs.
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Azure Networking Patterns

There are some fairly common Azure networking patterns that customers typically
implement. Here is a short list of the most popular ones:

» Isolated

*  Hybrid network
= DMZ

=  Hub and spoke

An isolated network pattern is like the one created in Exercise 3.2. It was illustrated in
Figure 3.17 and is the simplest form of network to implement. It is simply a single VNet
with connectivity to the internet. It might encounter limitations as the consumption and
deployment of workloads into it increase. Azure networking limits are discussed in the next
section, but keep in mind that this networking pattern is usually where customers begin.
Knowing the other patterns will help you configure and design with this growth in mind.

Hybrid networks, as discussed earlier in this chapter, can be visualized by reviewing
Figure 3.2. This is simply the connectivity between on-premise compute or data resources
with the same or similar resources contained within an Azure VNet. (Hybrid connections
will be discussed later in this chapter and will cover some additional details about forced
tunneling.)

A demilitarized zone (DMZ) is an approach that adds a layer of security around your
deployed workloads. As shown in Figure 3.25, notice that, in this pattern, Azure VMs
no longer have public IP addresses. They cannot be accessed from the internet or from
on-premise directly. To make the Azure VMs reachable from another network like an
on-premise network, a VPN gateway, an application gateway (web application firewall
[WAF]), or a load balancer will be configured in front of them. Those network hardware
components are often referred to as a network virtual appliance (NVA). NVAs can restrict
and route traffic for the Azure VMs configured behind it.

The hub and spoke pattern is a variation of the DMZ where the routing can span mul-
tiple subscriptions, VNets, DMZs, and/or workloads. As shown in Figure 3.26, the internet
traffic has been routed to a specific WAF. Perhaps there needs to be a different set of NSGs
applied for connectivity via the internet when compared to connectivity coming from an
on-premise endpoint. Then, from the WAF, there are three different VNets represented.
Each could have their own subscription. In another scenario, the VNets may play a specific
role for the deployed solution.

One reason for splitting VNets into different subscriptions is the separation of costs.
Production, testing, and development environments might need to separately mon-
itor usage, data storage, and costs. Assume that the VNets in the previous figure rep-
resent just that. This pattern can also provide an isolation perspective. The three
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environments—production, testing, and development—can be completely isolated from
each other. It is important that any kind of performance testing on a test environment

does not impact the production system. There are many different patterns, designs, and
approaches. It really depends on what your application requires for security and necessary
capabilities. The point is to keep in mind that the first default VNet you create will likely
not be the end solution. Consider all the options and don’t knowingly implement any
pattern that can restrict your growth. You can achieve this by having the long-term pattern
for your application in mind at design time and building the VNet and surrounding infra-
structure with that in mind.

FIGURE 3.25 An Azure DMZ networking pattern
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FIGURE 3.26 An Azure hub and spoke networking pattern
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Azure Networking Limits

Sometimes, there is a misconception that the cloud equals limitless capacity and bandwidth.
Those with that perception will quickly discover that limitless capacity and bandwidth are
not realistic in any computing environment. The cloud offers great capacity and bandwidth
with very fast scale-out and up times, but compute capacity (hardware) and bandwidth are
not infinite. Table 3.10 describes some of these limits within the Azure Networking context
per region and per Azure subscription.

TABLE 3.10 Azure Networking Limits

Category Resource Default Limit
Networking VNets 1,000
Subnet per VNet 3,000
Private IP address per VNet 65,536
Network security groups 5,000
User-defined route tables 200
Public IP addresses Dynamic 1,000
Static 1,000
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TABLE 3.10 Azure Networking Limits (continued)

Category Resource Default Limit
Load balancers Load balancers 1,000
Express route Circuits 10
Application gateway Gateways 1,000

Traffic Manager Profiles 200

Azure Firewall Data throughput 30 Gbps

The limits are mostly the defaults and can be increased via a support ticket if more is
required. The default settings are there to protect applications from running away with all
the resources, which might indirectly impact other customers in the same region; this is
commonly referred to as a noisy neighbor. The list provided in Table 3.10 is a summary.
There are many more default limits. The limits change often, usually to increase the bene-
fits to the customer.

docs.microsoft.com/en-us/azure/azure-subscription-service-limits#
networking-limits

In the following sections there will be many exercises that will increase your knowledge
of networking topics. The best way to learn is to configure and consume the products
and features.

VNet to VNet Integration

In Exercise 3.6 you will create a second VNet in a different region and resource group. This
is referred to as peering. Actually, when VNets are connected to each other in different
regions, it’s called global VNet peering. When the VNets exist within the same region, it is
simply VNet peering. Remember, as mentioned in Exercise 3.2, only resources in the same
resource group as the VNet can exist within it. The resource group created in Exercise 3.2
was named CSHARPGUITAR-DB3-RG, and it is in the North Europe region. A summary
of the resources contained in that resource group follows. These are the resources that the
new VNet created here will connect to:

VNet: CSHARPGUITAR-VNET-A
Subnet: CSHARP (10.0.0.0/24)
Azure VM: CSHARPGUITAR-VM
Region: North Europe (DB3)
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Although the VNet can also be in another subscription, in this scenario, both VNets will
be in the same subscription but will exist in a different region and resource group.

Before starting the exercise, there is a point that needs to be discussed. When you cre-
ated the first VNet in Exercise 3.2, the portal logic provided the address space for the VNet
and address range of the subnet. Are those defaults enough for you? Might you need more
than 65,353 addresses for the VNet and about 256 addresses for the subnet? How do you
calculate the optimal CIDR even if you know the number you need? Well, remember in
Chapter 2 when we discussed conditional access policies? I specifically mentioned that you
need to know which operating systems your customer or employees use, as well as the loca-
tions they commonly use for access, to effectively create the policy. How many IP addresses
your solution requires isn’t something Azure or Microsoft can anticipate, so you need to
know the answers to these questions, just like you need to know your access control policy
requirements. You can find a table that shows how many IP addresses are made available
per CIDR prefix here:

en.wikipedia.org/wiki/Classless_Inter-Domain_Routing

Keep in mind that Azure needs four to five IP addresses to manage the infrastructure
per subnet, but this matters only if you are creating very small subnets. A mathematical
equation to calculate how many IP addresses exist per CIDR prefix is 2 to the power of
(address length minus 2 to the power of the prefix length). For IPv4, the address length is
always 32. For example, if the prefix is /29, the equation is 2?° — 22 = 23 = 8 addresses. In
Exercise 3.6, the default range and space are used, but keep in mind to ask or at least think
about whether these will be enough. Be aware that you can only change the number of
addresses by deleting the VNet or if the VNet is empty.

Configuring Global VNet Peering
1. Loginto the Azure Portal at portal.azure.com.

2. Inthe search box at the top of the portal, enter Resource Groups, click Resource
Groups from the drop-down, and then click + Add.

3. Select the desired subscription and provide a different resource group name. In this
example, | create the resource group named CSHARPGUITAR-SN1-RG. SN1 is the
designation for South Central US. You can name the resource group as desired; how-
ever, make sure it is not in the same region as the VNet created in the earlier exercise.

4. Inthe search text box at the top of the portal, enter Virtual Networks, click Virtual
Networks in the drop-down list, and choose + Add.

5. Enter CSHARPGUITAR-VNET-B for the VNet name. Take note of the default address
space for the VNet (10.1.0.0/16) and the default address range for the subnet
(10.1.0.0/24). Select the subscription and resource group as done in step 3, set the
subnet name to csharp, leave the defaults, and then click the Create button.
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EXERCISE 3.6 (continued)

Global VNet Peering

Recall that when you created the first VNet, the default address space for the VNet was
10.0.0.0/16, and the default for CSHARPGUITAR-VNET-B is 10.1.0.0/16. Why did the portal
decide to default to a different default address space between the VNets? It is possible to
have the address range the same for both. However, If the address spaces are the same
within two VNets, then they wouldn’t be able to peer. There can be no overlap in subnet
IP addresses when setting up peering. The portal helps to prevent this from happening
by defaulting to another space for VNets in the same subscription and renders a warning.
However, it is not prevented, and you can have them overlap, but then peering wouldn’t
be successful.

6. Inthe search text box at the top of the portal, enter Virtual Machines, click Virtual
Machines from the drop-down list, and click + Add.

7. Select the desired subscription and resource group (the same as done in step 3).

8. Provide the Azure VM with a name (for example, CSHARPGUITAR-V2), select the
region (for example, South Central US), select Windows Server 2019 Datacenter from
the Image drop-down list, and provide a username and password.

9. Selectthe Allow Select Ports radio button and enable all the available ports,
for example, HTTP (80), HTTPS (443), SSH (22), and RDP (3389).
Click Next : Disks : Networking, set Virtual Network to CSHARPGUITAR-VNET-B,
set the subnet to csharp, leave the remaining components at the defaults, click the
Review + Create button, and click the Create button.

10. Once the deployment is complete, do a quick check of the contents of the route
table. Execute the following PowerShell cmdlet, and you should get output like
that shown in Figure 3.27. The output is also like Figure 3.13 shown previously for
CSHARPGUITAR-VM.

Get-AzEffectiveRouteTable -NetworkInterfaceName csharpguitar-v2713 °
-ResourceGroupName CSHARPGUITAR-SN1-RG | Format-Table

FIGURE 3.27 PowerShell cmdlet output of the system route table

Name DisableBgpRoutePropagation State Source AddressPrefix NextHopType NextHopIpAddress
False Active Default {10.1.0.0/16} vnetLocal {}
False Active Default {0.0.0.0/0% Internet {}
False Active Default {10.0.0.0/8} None {}
False Active Default {100.64.0.0/10} None {}
False Active Default {192.168.0.0/16} None {}

11. Make a remote desktop connection using the Remote Desktop Connect (RDP) appli-
cation to CSHARPGUITAR-V2 and execute the following curl command, just to
make sure the connectivity is not working. Recall from Figure 3.21 and Figure 3.22 in
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Exercise 3.4 that this curl code was from CSHARPGUITAR-VM to CSHARPGUITAR-V1.
In this scenario, you are testing the connectivity between CSHARPGUITAR-V2 and
CSHARPGUITAR-V1. See Figure 3.28.

curl -G <Public IP address>:80
curl -G <Private IP address>:80

FIGURE 3.28 Using curl to test Azure VM accessibility

BX Administrator: Command Prompt — O »

C:\Temp>curl.exe -G 52.169.213.139
Hello World from CSHARPGUITAR-V1

C:\Temp>curl.exe -G 16.6.1.4
curl: (7) Failed to connect to 18.8.1.4 port 8@: Timed out

E:\Temp>,

12. As expected, using curl for the public IP address works, but not the private IP
address. Remember that CSHARPGUITAR-V2 is in San Antonio, Texas, and
CSHARPGUITAR-V1 is in Dublin, Ireland. Let's peer the VNets together so the private
IP address will work. Navigate to CSHARPGUITAR-VNET-B, click Peerings, and then
click + Add.

13. Provide a name for the peering (for example, CSHARPGUITAR-PEER-B2A). In the
Virtual Network drop-down list, select CSHARPGUITAR-VNET-A and then name the
peering in the other direction (for example, CSHARPGUITAR-PEER-A2B). Leave the
remaining defaults and click the OK button.

14. Once the configuration has completed, access CSHARPGUITAR-V2 again and use
curl. See Figure 3.29.

FIGURE 3.29 Using curl to test Azure VM accessibility

B Administrator: Command Prompt - O X

C:\Temp>curl.exe -G 18.8.1.4
Hello World from CSHARPGUITAR-V1

C:\Temp>_

15. Execute the same PowerShell cmdlet as in step 10, and you will notice there is a route
added to the table (Figure 3.30).
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EXERCISE 3.6 (continued)

FIGURE 3.30 PowerShell cmdlet output of the system route table

Name DisableBgpRoutePropagation State Source Addressprefix NextHopType NextHopIpAddress
False Active Default {10.1.0.0/16} VnetLocal {}
False Active Default {0.0.0.0/0} Internet {}
False Active Default {10.0.0.0/8} None {}
False Active Default {100.64.0.0/10} None {
False Active Default {192.168.0.0/16} None {}
False Active Default {10.0.0.0/16} VNetGlobalpeering {}

16. Perform the same PowerShell cmdlet; however, do it on the network interface for
CSHARPGUITAR-V1. Figure 3.31 shows the output.

Get-AzEffectiveRouteTable -NetworkInterfaceName csharpguitar-v1i434 °
-ResourceGroupName CSHARPGUITAR-DB3-RG | Format-Table

FIGURE 3.31 PowerShell cmdlet output of the system route table

Name DisableBgpRoutePropagation State Source AddresspPrefix NeXxtHopType NextHopIpAddress
False Active pefault {10.0.0.0/16} vnetLocal Tk
False Active Default {0.0.0.0/0} Internet {}
False Active pefault {10.0.0.0/8} None {3}
False Active Default {100.64.0.0/10} None {3}
False Active pefault {192.168.0.0/16} None {3}
False Active Default {10.1.0.0/163 VNetGlobalpPeering {}

Nice work! It is now possible to communicate from servers hosted in South Central
US and North Europe within the Microsoft global network. There are three settings that
should be covered in more detail that were present when configuring the peering.

»  Allow Virtual Network Access
=  Allow Forwarded Traffic

»  Allow Gateway Transit

Allow Virtual Network Access is enabled by default and, as shown in Figure 3.32, is
configurable for both traffic directions between VNET-A and VNET-B. In this configu-
ration, if the need ever arises that you do not want to support the traffic in one direction
or both directions, then that channel can be disabled. This is easier than deleting and re-
creating it later.

Allow Forwarded Traffic has to do with supporting the traffic from a network appliance
in the virtual network but doesn’t originate from the virtual network itself. This scenario
has a lot to do with the design of the network and how traffic is being routed through your
solution. The simple point is if you have VNET-A, VNET-B, and VNET-C and not all
are peered, but there is a network appliance in one that is peered, then that traffic can be
routed through if configured to do so.
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FIGURE 3.32 Additional Azure peering configuration options

Configuration

Configure virtual network access settings
Allow virtual network access from CSHARPGUITAR-VNET-B to CSHARPGUITAR-VNET-A @

Disabled (g=yE1]]

Allow virtual network access from CSHARPGUITAR-VNET-A to CSHARPGUITAR-VNET-B @

Disabled (@REl]]

Configure forwarded traffic settings
Allow forwarded traffic from CSHARPGUITAR-VNET-A to CSHARPGUITAR-VNET-B @

[MEELoEeP Enabled

Allow forwarded traffic from CSHARPGUITAR-VNET-B to CSHARPGUITAR-VNET-A @

EEEeP Enabled

Configure gateway transit settings

|| Allow gateway transit @

For Allow Gateway Transit, which we have not covered in detail yet, has to do with on-
premise connectivity. The implementation of either a VPN gateway or ExpressRoute could
necessitate allowing gateway traffic. By enabling them, traffic will be allowed to flow bet-
ween the gateway and the peered VNets.

Site-to-Site Overview

The section “Azure Relay/Hybrid Connection Manager” gets into a little more detail about
the internals of S2S connectivity. In this context, S2S means the connection between a
VNet in Azure or the series of VNets (i.e., pattern dependent) and some other network not
on Azure. As illustrated in Figure 3.33, the connectivity is managed through a gateway sub-
net and a VPN tunnel.

FIGURE 3.33 Site-to-site configuration
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There are numerous steps required to successfully configure S2S connectivity; many of
the Azure components required to complete this activity have not yet been discussed such
as the creation of a gateway subnet, an optional Azure DNS, and the VPN gateway. One
of the more complicated parts, as it is very reliant on the on-premise endpoint, is the con-
figuration and connection from Azure to the on-premise VPN endpoint. You can find more
discussion about S2S in the later section “Azure Relay/Hybrid Azure Networking” and
in Chapter 6. By then all the components required to make this configuration will have
been covered.

VNet to Azure Resources

Not all Azure resources exist within an Azure VNet. As you are already aware, when you
create an Azure VM, part of the setup is to select the VNet instance that it will be placed
on. This is not the case when creating, for example, an Azure Function instance, an Azure
App Service instance, or an Azure SQL database. Each of these three Azure products
exposes a globally accessible endpoint, for example, *.azurewebsites.net, where * is the
name of the Azure Function or Azure App Service instance and is accessible from any client
able to make HTTP calls.

An Azure SQL database has an endpoint of x.database.windows.net, where * is
the name of the Azure SQL server on which the database is hosted. To show that you can
connect to an Azure SQL database from an Azure VM, complete Exercise 3.7. There are a
few prerequisites that will not be detailed in the exercise like the creation of an Azure SQL
database. The creation of an Azure SQL database will be detailed in Chapter 5. Also, there
are many sources that can provide this activity in detail; for example, this is one of them:

docs.microsoft.com/en-us/azure/sql-database/sql-database-single-
database-get-started

When creating the Azure SQL database, be sure to select the Allow Azure Services To
Access Server check box. This will make sure there are not IP restrictions that prevent the
connection from internal Azure resources. From an Azure VM perspective, you will need to
install three utilities. Table 3.11 describes what they are and where to find them.

TABLE 3.11 Database Networking Tools

Utility Location
2017 C++ redistributable aka.ms/vs/16/release/vc_redist.x64.exe
ODBC Driver 17 SQL www.microsoft.com/en-us/download/details

.aspx?id=56567

SQLCMD docs.microsoft.com/en-us/sql/tools/
sqlemd-utility

Once the utilities are successfully installed on an Azure VM, perform Exercise 3.7.
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EXERCISE 3.7

Connecting to Azure SQL from an Azure VM

1. Make a remote desktop connection to the Azure VM on which you have installed the
utilities identified in Table 3.11.

2. Open acommand prompt and enter the following, also visualized in Figure 3.34.
sqlcmd is installed by default into C:\Program Files\Microsoft SQL Server\
Client SDK\ODBC\170\Tools\Binn. Navigate there to run sqlcmd, or add the path
to your environment variables, as | have done, which allows execution from any loca-
tion. Be sure to replace <uid> and <password> with your credentials.
sqlcmd -S x.database.windows.net -d <dbname> -U <uid> -P <password>
select database_id, is_read_only, compatibility_level from sys.databases

go

FIGURE 3.34 Connecting to Azure SQL from an Azure VM

B¥ Administrator: Command Prompt - sqlemd -S csharpguitar.database.windows.net -d csharpguitardo -U benperk -P .. — [m] >

C:\>sgqlcmd -S csharpguitar.database.windows.net -d csharpguitardb -U benperk -P
1> select database_id, is_read_only, compatibility_level from sys.databases

2> go

database_id is_read_only compatibility level

(2 rows affected)
1>

B Command Prompt — O %

:\>sqlemd -5 csharpguitar.database
Eqlcmd: r: Microsoft ODBC Driv
Client

indows.net -d csharpguitardb -U benperk -P
17 for SQL Server : Cannot open server 'csharpguitar' requested by

lthe log with IP address ' ' is not allowed to access the server. To enable access

, use the Windows Azure Management Portal or run sp_set_firewall_rule on the master database to create a
firewall rule for this IP address or address range. It may take up to five minutes for this change to
take effect..

C:\ v

3. Asuccessful execution of the SELECT query from the Azure VMs confirms the con-
nection is successful.

4. The second command prompt output in Figure 3.34 was run from my local worksta-
tion. Remember, you needed to allow Azure services to access the database when
creating the Azure SQL database. Since the IP address of my workstation is not an
Azure service, then the connection request was denied. To make it work, the client IP
address would need to be whitelisted on the database. You’ll learn more about this in
Chapter 5.
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The endpoints of an Azure SQL database instance are exposed, but they are not simply
open for database connections; credentials are required. It is a similar scenario with Azure
App Service; however, as App Service instances are locations that customers typically run
internet applications on, there are no IP restrictions implemented by default. It is possible;
Azure App Service has the capability to add a list of white- or blacklisted IP addresses.
Remember also that when making the connection between Azure resources, whether they
have global endpoints or not, the traffic is routed inside the Microsoft global network.

Try accessing an Azure web app from the same Azure VM and from a workstation, not
on Azure using curl, something like the following:

curl -G csharpguitar.azurewebsites.net/api/values

The output should be something like the following;:
["csharp","guitar"]

In Exercise 3.8, let’s configure a service endpoint on the Azure web app so that its end-
point is accessible only from within a VNet. Recall from Figure 3.13 and Exercise 3.2 that
when you created the VNet, you also enabled Microsoft.Web from the Service Endpoints
drop-down. This added a route to the table that was bound to the Azure VM at the time.
You might consider running the PowerShell cmdlet and checking the route table prior to
enabling the service endpoint and then again after, just to get into the habit and to confirm
the configuration works as expected.

Configuring a Service Endpoint for an Azure Web App

1. From any workstation or client outside of the Azure network, use curl, as shown
in Figure 3.35. This is to make sure that access is not restricted so that you have
something to compare your access attempt to after the service endpoint is enabled.

curl -G csharpguitar-se.azurewebsites.net/api/values

FIGURE 3.35 Connectingto an Azure Web App from an Azure VM

[E% Command Prompt — [ X

C:\>curl -G csharpguitar-se.azurewebsites.net/api/values
[ “csharpguitar”,"service-endpoint"]

\>

2. Logintothe Azure Portal at portal.azure.com.

3. Create an Azure App Service following these instructions, and place the Azure web
app into the same resource group as the Azure VM and VNet for which you want to
configure the service endpoint for.

docs.microsoft.com/en-us/azure/app-service/
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4. Navigate to the Azure web app created for this exercise. Select Networking Access
Restrictions Configure Access Restrictions and click the + Add rule.

5. Add a name (for example, ALLOW CSHARPGUITAR VNET A GUITAR); then select
Allow, set Priority to 300, and provide a description. From the Type drop-down
list, select Virtual Network, select the subscription, select the virtual network (for
example, CSHARPGUITAR-VNET-A), select guitar from the Subnet drop-down list,
and click the Add Rule button. Notice the message stating that the Microsoft.Web
service endpoint will be enabled on the selected Subnet (guitar).

6. Navigate to the Subnet details, and you will see that it is indeed selected. Addition-
ally, check the effective routes, and you will see the VirtualNetworkServiceEndpoint
Next Hop Type added.

7. Perform the same curl as done in step 1; you should now get a 403 — Forbidden
HTTP Status response. Make a remote desktop connection using RDP into an Azure
VM within the CSHARPGUITAR-VNET-A and subnet guitar and perform the same
steps, and the request will be successful.

The source code that runs on the csharpguitar, csharpguitar-se, and the Azure web apps
are default versions of an ASP.NET Core 2.2 Web API; instructions can be found at the
following site:

docs.microsoft.com/en-us/aspnet/core/tutorials/first-web-api

Make just a small change to the default ValuesController.cs to customize it
if desired.

Chapter 8 will explain in more detail how to deploy the API to the Azure App Service
platform. A service endpoint, as shown in Figure 3.36, is a way to grant inbound network
traffic to numerous Azure products on a subnet while denying access to those endpoints
from the internet.

This is a useful feature for an additional level of security to protect Azure features that
have global endpoints. I specifically used inbound previously to call out the fact that just
because the VNet supports the connectivity for inbound traffic, outbound using the private
IP address isn’t automatically configured. For example, the Azure VM that was tested using
curl had a private IP address of 10.0.1.4; the outbound traffic was to the now protected
global endpoint. However, that Azure Web App would not be able to access the Azure VM
using 10.0.1.4. The public IP address of the Azure VM is accessible, if the NSG is set up to
allow it. Each of the numerous endpoints that support service endpoints set up their own
configuration requirements and subtle differences, but the purpose is the same in each case,
which is to prevent inbound internet traffic on the global endpoint.

Another term, subnet delegation, can be found on the same blade where the configu-
ration of the service endpoint is located. Subnet delegation allows the creation of service-
specific resources into the subnet. Take, for example, the Microsoft.Batch/batchAccounts
resource. This resource has privileges such as read, write, and delete. When you dele-
gate that resource to the subnet, the Azure Batch product will have those permissions on
resources within the subnet.
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FIGURE 3.36 A visualization of a service endpoint

43
11

: On-Premise Network

VNet to Internet

Outbound internet connectivity is enabled by default, and there is nothing you need to
do to open it. It is possible to restrict certain ports and protocols using an NSG that has
already been discussed and will be elaborated on in the next section. The simplest

way to test the connectivity is to use curl on a website such as www.bing.com or
www.stackoverflow.com. Or perhaps open a browser and navigate to the URL.

Recall the route table with the CIDR prefix of 0.0.0.0/0, which defines the next hop as
the internet. This is matched when the destination IP address doesn’t fall into any of the
other routes. The request is routed out of the Microsoft global network and onto the inter-
net backbone. You should now understand Azure VNets and subnets. The remaining sec-
tions cover security, DNS, hybrid networks, and some other general networking products
and features. Read on.

Network Security

There have already been a few points made about the network security capabilities avail-
able on Azure. For example, we’ve talked about network security groups (NSGs), appli-
cation security groups (ASGs), network filtering, network virtual appliances (NVAs), and
service endpoints. In this section, we will get a little deeper into network security as it per-
tains to Azure; the specifics are as follows:

= Traffic filtering with NSG, ASG, and NVA
= Azure Application Gateway/ WAF
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= Azure Firewall
= ]P restrictions

= Network map and topology

Before starting, answer the following question:

Which of the following are considered an Azure network pattern?

A. Hybrid

B. Hub and spoke
C. DMZ

D. All the above
E. BandC

The answer is that all of these are patterns that can be implemented into the Azure net-
working architecture.

Traffic Filtering with NSG, ASG, and NVA

When I read the word filter, my first visualization is coffee. That’s kind of old-school
because these days the beans are ground and the coffee is made without a filter in these
ultramodern mechanized appliances. But many may relate to the brown paper that formed
a barrier when placed into a coffee machine, followed by some previously ground coffee
beans that hot water flowed over, brewing an element of satisfaction. The same could be
said about the filtering of network traffic, in that instead of the barrier being brown paper,
it’s an NSG, an ASG, or an NVA.

An NSG was introduced earlier in Figure 3.10. Table 3.12 describes the properties of an
NSG. Note that there is a limit of 5,000 NSGs per Azure subscription.

TABLE 3.12 NSG Property Descriptions

Property Description

Priority The order in which the rule is applied. Rule #1 processes before
rule #2, and processing stops after the first match.

Name The name of the NSG; it must be unique.

Port Can be a single port or a range of ports

Protocol TCP, UDP, or Any

Source Private IP CIDR range, specific IP(s), service tag, or ASG
Destination Private IP CIDR range, specific IP(s), service tag, or ASG
Action Allow or Deny
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Table 3.12 is relatively clear excluding the source and destination properties, which
require a bit more explanation. Recall from the discussion about SNAT and PAT that IP
addresses are finite resources and need to be translated so the resource is preserved as much
as possible. This is why the NSG source and destination properties are based on the private
IP addresses and not public when specifying an Azure resource. SNAT happens before the
inbound source IP address engages with the resource protected by the NSG. Outbound
traffic, as well, engages with the NSG before the SNAT engagement happens. The “engage-
ment” happens at the tcp.sys level prior to leaving the physical hardware. Public IP
addresses and ranges of public IP addresses are supported. Just when you configure an NSG
for an Azure resource, it’s recommended to use its private IP address.

Another option available from the source drop-down list is Service Tag. A service tag
is a grouping of IP addresses that are bound to a specific Azure product. For example, the
Azure Traffic Manager (ATM), discussed later in the chapter, can probe a set of servers
to gather a health status. These requests are inbound requests to a specific Azure VM.
Those IP addresses would need to be allowed to make the connection. Instead of expect-
ing the customer to create an NSG that supports the ATM, Microsoft will manage those IP
addresses via a service tag. Azure architects need not worry about the maintenance of those
NSGs. See Figure 3.37 for a visualization of the inbound and outbound rules.

FIGURE 3.37 Avisualization of a service endpoint

O Add inbound security rule X U Add outbound security rule X
CSHARPGUITAR-NSG CSHARPGUITAR-NSG
/’ Basic ‘f Basic
* Source @ * Source @
‘ Service Tag v ‘ Any ~
* Source service tag @ * Source port ranges @
AzureTrafficManager % ‘ *
* Source port ranges @ * Destination @
* | Service Tag v ‘
* Destination @ Destination service tag @
Any v | Storage.SouthCentralUS ~ ‘

The similar scenario for outbound NSGs applies as well, where, for example, an Azure
VM needs to make a connection to an Azure Storage container. Instead of creating an
NSG specifically for that container and having to possibly manage any changes to the IP
addresses, instead select Storage from the Destination Service Tag drop-down list. It is
possible to further constrain this to a specific region of storage container. For example,
one could select Storage.SouthCentralUS from the Destination Service Tag drop-down
list so that all Azure Storage—related IP addresses are allowed via the NSG. Table 3.13
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summarizes the different Azure products that service tags support. The table also provides
the expected implementation of the service tag, indicating whether it should be an out-
bound or inbound NSG.

TABLE 3.13 Service Tags and Azure Products

Azure Product Regional Support Inbound or Outbound
Azure Load Balancer X Inbound
Azure Active Directory x Outbound
Storage v Outbound
Internet X Both

SQL v Outbound
Azure Key Vault v Outbound
Azure Cosmos DB v Outbound
API Management X Both

App Service v Outbound
Gateway Manager X Inbound

Being able to select an Azure product instead of trying to figure out which inbound
or outbound restriction is needed based on an IP address adds great value. Service tags
are helpful in reducing maintenance and support efforts in that respect. Let’s do an
exercise and implement a best-practice, recommended NSG configuration. In Exercise
3.9, you will bind an NSG to a subnet instead of the network interface that is bound to a
specific Azure VM.

Binding an NSG to a Subnet
1. Loginto the Azure Portal at portal.azure.com.

2. Inthe search box at the top of the portal, enter Application security groups, click
Application Security Groups in the drop-down, and click + Add.

3. Select the desired subscription, select the resource group (for example,
CSHARPGUITAR-DB3-RG), provide a name (for example, CSHARPGUITAR-ASG),
select the desired region (for example, North Europe), click the Review + Create
button, and click the Create button.
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EXERCISE 3.9 (continued)

4. Once that's complete, in the search box at the top of the portal enter Network
security groups, click Network Security Groups in the drop-down, and click + Add.

5. Provide a name (for example, CSHARPGUITAR-NSG), select the desired subscription,
select the resource group (for example, CSHARPGUITA-DB3-RG), select the location
(for example, North Europe), and then click the Create button.

6. Navigate to the CSHARPGUITAR-VNET-A blade in the Connected Devices list. There
you should find a list of the network interfaces belonging to CSHARPGUITAR-VM and
CSHARPGUITAR-V1 Azure VMs (Figure 3.38). If you have followed the exercise up to
now, the two network interfaces will be in different subnets: 10.0.0.0/24 (csharp) and
10.0.1.0/24 (guitar).

FIGURE 3.38 Connected devices VNet list

Connected devices

O o -
&2 Search connected devices

DEVICE TYPE IP ADDRESS SUBNET
csharpguitar-vm810 Network interface 10.0.0.4 csharp
csharpguitar-v1434 Network interface 10.0.1.4 guitar

7. Remove the NSG from the network interface attached to the csharp subnet, click
the network interface bound to 10.0.0.4 (csharp guitar subnet), select the Network
Security Group link then Edit, and then select the currently bound NSG. Select
None and Save.

8. Navigate back to the CSHARPGUITAR-VNET-A VNet, select Subnets, click csharp,
select CSHARPGUITAR-NSG from the network security group in the drop-
down list, and then click Save. Now the NSG is bound to the subnet and not to a
specific Azure VM.

9. Navigate to CSHARPGUITA-NSG, select Inbound Security Rules, and click + Add.
Now, select Application Security Group from the Source drop-down list, select
CSHARPGUITAR-ASG from the Source Application Security Group drop-down list
box, set Protocol to TCP, set the destination port range to 443, give the NSG a name
(for example, allowOnlyHTTPS), and then click the Add button.

Now, when you add Azure VMs to this subnet (csharp) by default, the Azure VM is bound
to this NSG and the inferred ASG. Application security groups, which were introduced
with Figure 3.12, is also an option you can choose from the Source and Destination drop-
down lists for an NSG. How to apply an ASG and what ASGs are should now be clear.
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A network virtual appliance (NVA) and its implementation are highly sophisti-
cated enterprise-level architecture devices. NVA is a general term that can be used when
describing a DMZ, for example. A DMZ is often described as having an internet-facing
NVA in front of a group of edge servers and another NVA behind those servers that per-
form an extra layer of filtering. Perhaps the internet-facing NVA will support the HTTP
protocol only, while the backend NVA does not. The fact that there are two locations
where the NVA exists in a DMZ makes the location between the two an unknown, which
is confusing to bad actors. The design of a DMZ and its dependent and supporting compo-
nents is specific to the dependencies and requirements of the application and can, therefore,
be illustrated in Figure 3.39 only as a basic default scenario.

FIGURE 3.39 Enterprise NVA VNet architecture diagram
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The point to take away from Figure 3.39 is that the traffic to and from on-premise and
the internet flow through a DMZ where the traffic can be greatly scrutinized and con-
trolled. Doing that increases the level of protection of the resource behind the DMZ. This
concept is also commonly referred to a forced tunneling. The name matches the action in
that all traffic is forced through an N'VA tunnel prior to reaching any resource behind the
two firewalls (aka NSGs). An item that has not been discussed much in Figure 3.39 is user-
defined route (UDR). UDRs are custom routes placed into the routing tables of the VNet.
These UDRs would contain routes to the gateways, express routes, or VPNs connecting the
different networks. More on UDRs is still to come.
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Application Gateway/WAF

Application gateways provide more capabilities than a web application firewall (WAF);
however, in this section only the WAF part of the product is discussed. The other available
features are covered in detail later in this chapter. When you begin approaching security for
a web-based application at the application level, i.e., coding or configurations, it wouldn’t
take long until you ask yourself, “Is there a better way?” That’s because from an applica-
tion perspective your focus is on the code and keeping security patches up-to-date on all
the instances. For smaller implementations, it may not be so hard, and for Paa$S you need
not worry about those patches. However, from an Azure VM perspective, those are valid
concerns. In both scenarios, finding vulnerabilities in your application code is a significant
but worthy undertaking.

Application Gateway Types

There are three different application gateway types: Small, Medium, and Large. Each
has a different cost and associated set of features. WAF is available only in Medium
and Large.

One answer to the “Is there a better way?” question is to put some protection in place
to prevent known exploits before they arrive at the actual VM. This is where Azure Appli-
cation Gateway (WAF) can help. A WAF can prevent some well-known vulnerabilities, like
the following:

»  Cross-site scripting (XSS) attacks

= Bots, scanners, and crawlers

=  SQL-injection attacks

=  HTTP response splitting

=  HTTP request smuggling

These protections are enabled by applying a rule set based on CRS or OWASP, which
was discussed in Chapter 2. Review that for more information on CRS. When new vul-
nerabilities surface, the protections against them are automatically added to the rule set
and applied to the WAF, without action on the system administrators’ side. Application

Gateway WAF performs this protection at layer 7 of the OSI model, which is the applica-
tion layer. Table 3.14 summarizes the OSI model.
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TABLE 3.14 The OSI Model

Level Layer Description

7 Application High-level APls and resource sharing

6 Presentation Character encoding, compression, encrypt/decryption

5 Session Manages back and forth communication between two
nodes

4 Transport Manages transport of data between two points

3 Network Controls addressing, routing and traffic control

2 Data link Physical layer data transmission

1 Physical Physical transmission on a physical medium

The reason the OSI level of the WAF is important is because there are certain capa-
bilities that are allowed only when the transmission is touched at that certain level. For
example, it is not possible to perform URL-based routing or SSL termination in OSI levels
1-4, because the data isn’t in a state to be touched at that time. Only at OSI level 7 can
those two activities take place. Azure does have other options for firewalls discussed later;
until then, take a look at Figure 3.40 to better understand the architecture of a VNet
with Application Gateway WAF protecting an Azure VM configured into what is called a
backend pool.

FIGURE 3.40 Application Gateway web application firewall diagram
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In Exercise 3.10 you will create and configure an Application Gateway WAF. Applica-
tion Gateway can be configured only on an empty subnet; therefore, the first action is to
create one.

Creating and Configuring an Application Gateway WAF
1. Loginto the Azure Portal at portal.azure.com.

2. Navigate to CHSARPGUITAR-VNET-B, click the Subnets link, and then click + Subnet.
Provide a name for the subnet (for example, csharp-waf), accept the defaults, and
click the OK button.

3. Inthe search box located at the top of the portal, enter Application gateways, click
Application Gateways from the drop-down, and then click + Add.

4. Onthe Basics tab, select the desired subscription, select the resource group (for
example, CSHARPGUITAR-SN1-RG), provide a name for the AGWAF (for example,
CSHARPGUITAR-SN1-AGWAF), and select the region (for example, South Central US,
which is the same location as the resource group).

5. Inthe Tier drop-down list, select WAF, set the instance count to Tm, make the SKU
size Medium(m), leave the other defaults, and then select the virtual network to con-
figure the WAF for (for example, CSHARPGUITAR-VNET-B). This VNet was already
created in the SN1 region. Now, select csharp-waf from the Subnet drop-down list,
confirm that the final configuration resembles that shown in Figure 3.41, and then
click the Next: Frontends button.

6. Select the Public radio button, click the Create New link under the Public IP Address
drop-down list, enter a name for the frontend (for example, CSHARPGUITAR-WAF-ip),
click OK, and finally click the Next: Backends button.

7. Click + Add Backend Pool, provide a name (for example,
CSHARPGUITAR-WAF-BACKEND-POOL), select Virtual Machine from the Target Type
drop-down list, select the network interface of CSHARPGUITAR-V2 from the Type
drop-down list, click the Add button, and then click the Next: Configuration button.
You should see something like that shown in Figure 3.42.
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FIGURE 3.41 Basicstab, application gateway creation

(D Basics

* Subscription @ | Microsoft (25) e |

\— * Resource group @ | CSHARPGUITAR-SN1-RG hd |
Create new

Instance details

* Application gateway name | CSHARPGUITAR-AGWAF \/|

* Region | (US) South Central US ~ |

Tier @ [ war v

* Instance count @ | 1 ¢|

SKU size @ | Medium v |

Firewall status @ O Disabled @ Enabled

Firewall mode @ @ Detection O Prevention

HTTP/2 @ (®) Disabled () Enabled

Configure virtual network

* Virtual network @ | CSHARPGUITAR-VNET-B v |
Create new

* Subnet @ | csharp-waf (10.1.1.0/24) v |
Manage subnet configuration

FIGURE 3.42 Configuration tab, application gateway creation
A *
Frontends Routing rules Backend pools
+ Add a frontend IP I + Add a backend pool
Public: (new) CSHARPGUITAR-WAF-ip T =** CSHARPGUITAR-WAF-BACKEND-POOL MM =**
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EXERCISE 3.10 (continued)

8. Click the + Add A Rule button, enter a rule name (for example,
CSHARPGUITAR-WAF-HTTP80), enter a listener name (for example,
CSHARPGUITAR-LISTENER), select Public from the Frontend IP drop-down list,
select the Backend Targets tab, select CSHARPGUITAR-WAF-BACKEND-POOL
from the Backend Target drop-down list, click the Create New link under the
HTTP Setting drop-down list, provide the setting a name (for example,
CSHARPGUITAR-HTTP-SETTING), and click the Add button.

9. Click the Next: Tags button, click the Next: Review + Create button, and click the
Create button.

10. Once that’s created, open the Application Gateway blade for CSHARPGUITAR-
AGWAF, copy its IP address and place it into a browser, and attempt to connect. If lIS
is not installed on the VM in the backend pool, make a remote desktop connection
using RDP and execute the following PowerShell cmdlets:

Install-WindowsFeature -name Web-Server -IncludeManagementTools
remove-item C:\inetpub\wwwroot\iisstart.htm
Add-Content -Path "C:\inetpub\wwwroot\iisstart.htm" *

-Value $("Hello from " + $env:computername)

11. The request to the public IP address of the WAF routes to the Azure VM
configured into the backend pool and responds with the “Hello from
CSHARPGUITAR-V2” string.

There is one more configuration that needs more discussion—Firewall mode. You might
have noticed it on the Basics tab in step 5 of Exercise 3.10. Firewall mode has two options:
Detection and Prevention. As the names would lead one to believe, when detection is
selected and an access matches a pattern similar to what is considered a malicious intrusion
(for example, some JavaScript in a web form), it is logged. The request can flow through
and be processed. I assume someone would want to do this if their application is for some
reason designed in a way that an expected post matches a malicious pattern. Other times,
you want to let the bad actors think they are going undetected but come back and get them
later. Lastly, perhaps the application under attack has strong enough resistance to known
vulnerabilities. As you can see, there are certainly numerous additional reasons for allow-
ing the traffic through.

Prevention, on the other hand, will not let a request/post pass through the WAF if it is
flagged as malicious. Instead, the client is sent an HTTPS status code of 403 — Forbidden.
The attempt is still logged for later review and analysis, but the bad actor is immediately
informed of their denial or failed attempt at potentially causing harm. Chapter 9 contains
more details of monitoring. Azure does provide another firewall product called Azure Fire-
wall; read on to learn about it.
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Azure Firewall

Azure Firewall (AF) acts like the Application Gateway WAF but with a few differences, or
a few capabilities exist with Azure Firewall that do not with a WAF. They are summarized
in the following list:

»  Azure Firewall is stateful.
» It has unrestricted scalability.
= It allows the creation of allow or deny network filtering rules.

= The cost of Azure Firewall is considerably more than an Azure Gateway WAF.

Remember, since the WAF runs on OSI level 7 and AF can monitor traffic from layer 3
to layer 7, traffic at level 5 is supported. OSI level 5, as documented, is the layer in which
the session can be monitored. (A session has some kind of unique identifier that exists
between two nodes and remains for the duration of a series of back-and-forth commu-
nications.) AF is able to identify each request and can perform actions based on multiple
transmissions between two nodes. It might set a timeout or route the request to a specific
location or server, keeping the request sticky to the server.

It is true that WAFv2 supports scaling, however. WAF alone does not. Recall from the
previous exercise that we set the instance count to 1. This was chosen only for the example;
a minimum of 2 is recommended for redundancy. This cannot scale out more after it is pro-
visioned. This is not the case with Azure Firewall. The scaling capabilities are built in and
will scale as much as needed based on the traffic flowing through them, without anyone
needing to take action.

It is possible to set up NSG-like rules for Azure Firewall. Once they’re created, there is a
link called Rules that opens a blade showing the three supported types of rule collections.
See Figure 3.43.

= NAT rule collection
»  Network rule collection

»  Application rule collection

A NAT rule collection is set to destination network address translation (DNAT), which
translates and filters inbound traffic to the subnet. As already discussed, DNAT, SNAT,
NAT, and the like have to do with the translation of IP addresses from internal to external
or for the reuse of dynamic IP addresses in an effort to avoid SNAT exhaustion. This rule
feature provides the ability to place a rule on the translated address and translated port in
addition to the expected source and destination properties. A network collection rule is like
what is seen with an NSG that gets bound to a subnet; instead, here the rule is enforced on
Azure Firewall. The rule contains, as expected, the source IP address, source port, destina-
tion IP address, and destination port (socket). If there is a match, the allow or deny action
is executed. Finally, the Application role collection can be configured to check fully
qualified domain names (FODNs) as well as protocols such as HTTP or HTTPS. Both of
those are generally specific to applications and are therefore allowed or denied at this point.
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FIGURE 3.43 Azure Firewall rule collections
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The application of the rules occurs in the following order:
1. NAT rule
2. Network rule
3. Application rule

Once there is a match for any of the rules in any collection, the request is either allowed or
denied, and no other rule is processed.

Lastly, the cost of Azure Firewall is considerably more than an Azure Gateway WAF.
Costs change, and perhaps the amount warrants the additional capabilities only available in
the AF. Either way, watch out for the prices, but if the feature exists only in AF, like main-
taining session, and your application requires it, then you have to take that approach.

IP Restrictions

There are lots of ways to protect your application from a networking perspective, no? Up
to now these protective solutions have been placed on a device, whether virtual or physical,
which doesn’t run the actual application. Neither do the solutions run directly on a data-
base or other Azure product. IP restrictions are most commonly implemented on the
compute hardware on which the resource being protected is also running. Take Internet
Information Services (I1S), for example, which is a web service that runs on a Windows
server and hosts a web application of some kind. IIS provides two kinds of IP restrictions:
IP Security and Dynamic IP Restrictions (DIPRs).

The IP Security capability is the typical whitelisting and blacklisting of IP addresses. If
clients have an IP address existing on the whitelist, the request will be responded toj; oth-
erwise, the request is denied. If the source IP address is on the blacklist, then the request
is blocked, while all others are then allowed. This implementation could become mainte-
nance heavy if the IP addresses in the whitelist/blacklist change frequently. The IP Security
feature is also not very optimal for preventing malicious kinds of activities as changing the
source IP address is a nonissue once it gets placed into a blacklist. The IP Security feature
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is best used when you know the IP addresses, which will be included or excluded, and the
list remains static. DIPRs, on the other hand, are very well suited for handling malicious
attacks. DIPR can be configured to block based on the number of concurrent requests from
the same source IP address or by the total number of requests over time. Once the source
IP address exceeds any of those set thresholds, future connections are denied for the config-
ured timeframe.

From an Azure perspective, an Azure VM running IIS would have those capabilities dis-
cussed previously and would be implemented directly on the VMs themselves. Other Azure
products provide similar capabilities, such as Azure App Services, Azure SQL, and Azure
Storage. On Azure App Services, the attributes displayed in Figure 3.44 seem similar to an
NSG; however, these rules are managed by the Azure App Service product directly.

FIGURE 3.44 [P restrictions for an Azure App Service

Dashboard » Resource groups » CSHARPGUITAR-DB3-RG csharpguitar - Networking > Access Restrictions Add Access Restriction b
® Access Restrictions Name @
) Refresh
Action
® Access Restrictions
— * Priority
(5!\a[pgul[a[.azu[eweD5|les.nel csharpguitar.scm.azurewebsites.net L= ption
+ | Add rule Type
1Pvd v
PRIORITY NAME SOURCE ENDPOINT STATUS
* |P Address Block
1

As shown in Figure 3.435, setting a firewall/IP restriction on a SQL Azure database con-
figured directly on the SQL Azure database blade in the portal. Notice that the portal iden-
tifies the IP address of the client you are connecting from and lets you click a button to add
it, which makes things easy during development mode.

On the Azure SQL blade in the portal, it is also possible to allow access from resources
running in an Azure virtual network (VNet). Another Azure product that supports
restricting access directly on the product itself is an Azure Storage account, as shown in
Figure 3.46.

After navigating to the firewalls and virtual networks blade from the Azure Storage
account page, you again see the capability to configure both VNet access and specific
ranges of IP addresses. As time progresses, more and more Azure products will support this
kind of configuration. It is important to recognize that an Azure architect needs to design
with supportability in mind, and having NSGs, Azure Firewall, WAFs, and IP restrictions
configured can cause some seriously complicated troubleshooting scenarios. Imagine that
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an IP address of an endpoint changes. Which rule needs to change, and what does it need
to change to? You get the picture—now that I’ve mentioned it, to get a picture, there is a
cool feature discussed in the next section called a network map.

FIGURE 3.45 [P restrictions for a SQL Azure

Dashboard > Resource groups > CSHARPGUITAR-SN1-RG > csharpguitardb (csharpguitar/csharpguitardb) > Firewall settings
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FIGURE 3.46 [P restrictions for an Azure storage account

Dashboard > Resource groups > CSHARPGUITAR-SN1-RG > csharpguitar - Firewalls and virtual networks

<6 csharpguitar - Firewalls and virtual networks o X

Storage account

H Save ¥ Discard O Refresh

Allow access from

() All networks \’Ef' Selected networks

Virtual networks

Secure your storage account with virtual networks.  + Add existing virtual network  + Add new virtual network

VIRTUAL NETWORK SUBNET ADDRESS RANGE ENDPOINT STATUS RESOURCE GROUP SUBSCRIPTION

Firewall

Add IP ranges to allow access from the internet or your on-premises networks. Learn more.

D Add your client IP address ('167.220.196.42") @

ADDRESS RANGE

‘ IP address or CIDR
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Network Map and Topology

There are two cool features that can help customers get a nice overview of their network
topology. The first one is called a network map and is accessible via the Security Center,
which was discussed in Chapter 2. Simply navigate to the Security Center, click Net-
working on the navigation menu, and click Network Map on the Networking blade. As
shown in Figure 3.47, the connectivity between VNets, subnets, and the Azure VMs within
them are displayed.

FIGURE 3.47 Security Center networking map topology
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The lines flowing between them show the allowed traffic flow between all the resource
in the selected Azure subscription. The Azure subscription is depicted by the key in the
center of the image. Had there been an Azure VM that wasn’t able to make connection
with another, this map would help visualize why this could be.
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Another helpful visualization of network topology within a given resource group is
available using the Network Watcher. Navigate to this feature, select Topology from
the navigation menu, and select the subscription and resource group. Figure 3.48 shows
a graphical representation of the network topology for the resources in resource group
CSHARPGUITAR-DB3-RG.

FIGURE 3.48 Network Watcher topology view
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As shown in Figure 3.48, the best practice for assigning an NSG is to assign it to a sub-
net instead of the network interface linked to an Azure virtual machine. In Figure 3.48, it
is visible that for subnet csharp this is the case that the NSG is bound to the subnet, but not
the case for the guitar subnet. This is a helpful image for finding places that may need some
optimization or reconfiguration.

Using Azure DNS

The Domain Name System (DNS) in its simplest term converts a friendly, easily recogniz-
able domain name to a numerical IP address. Before DNS existed and before the internet,
the function that DNS does today was applied to every computer connected to a network.
If you look into your C:\Windows\Systems32\drivers\etc directory, there will be a file
named hosts. This file contains a mapping between a friendly name and the IP address to
which it routes. As you can imagine, this is neither a scalable nor a secure way of managing
where domain names map to. The configurations in that file would apply today and can be
used to route, for example www.bing.com, to any desired IP address, but keep in mind that
works only for the computer with that configuration in the hosts file.
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DNS is today maintained by numerous trusted internet authorities. Name servers are the
nodes that house the DNS database of domain name to IP address mappings. When you
decide to expose a custom domain to the internet, you typically contact a domain hosting
provider, like GoDaddy, for example. Once the domain is purchased, their portal allows
you to choose the name servers that will host the DNS entry and to insert, update, and
delete DNS records. There are a large number of possible DNS records; however, in the
context of Azure, the most popular and utilized records are shown in Table 3.15.

TABLE 3.15 DNS Record Types

Type Description

A Binds the domain name to an IP address

CNAME Configures an alias for a domain name

MX Used for configuring email exchanges and capabilities

NS Delegates a DNS zone to use specific authoritative name servers
SOA Specifies information about an authoritative name server

TXT This is commonly used for verification of ownership.

A TXT record, as stated, is often used to validate ownership of the domain. It is
common that the domain is purchased from a domain provider, and then the website is
hosted someplace else, like on Azure. To bind that domain to a website on Azure, there
needs to be a way to prove that the person attempting the bind really owns it. It is rightly
assumed that if someone has the required access to add a DNS record, they indeed own it.
During the binding process, you are asked to add a unique code as a TXT record. The ver-
ification process reads the DNS record for the domain, and if the unique code is found and
matched, then the system allows the binding to occur.

An MX record is used a lot with configuring Office 365, as this is where email is
often configured. It simply contains the name of the mail server to route the sending and
receiving of SMTP traffic. (NS and SOA are discussed later in regard to private DNS and
DNS zones.) CNAME records are bound to an alias; for example, an alias of www is bound
to csharpguitarnet.azurewebsites.net for domain www.csharpguitar.net, while
an A record binds a naked domain for example, csharpguitar.com (a domain name
without a prefix) to a specific IP address. Use nslookup on www.csharpguitar.net and
csharpguitar.com to see how the DNS records look. The output should be similar to
Figure 3.49.
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FIGURE 3.49 Using nslookup to view CNAME and an A record DNS configurations

B Command Prompt - O X

The output also identified the DNS server and the IP address of the DNS server that
resolved the DNS query. The IP address of the DNS server is helpful to know because
of the many different servers that can provide this service. Sometimes the data on the
servers can get out of sync. Consider needing to change the IP address of a website hosting
csharpguitar.com. You can imagine that a lot of DNS servers need to be updated;
every name server on the entire internet needs to be updated, and the time lag can be up
to 48 hours.

In the context of performing updates, two specific topics need some more attention. The
first is the A record versus CNAME and time-to-live (TTL). As just mentioned, it can take
up to 48 hours for a change to replicate throughout the internet, so when you have an A
record bound to a static IP address and that IP address needs to urgently change, you may
have some downtime. Cloud-based IP addresses have a reputation of sometimes changing,
and if the IP address of the website the domain is bound to changes unexpectedly, you’re
down. That’s why using a CNAME is much more redundant. It is bound to an alias; if the
IP address of the alias changes, there is no problem because the domain name still points to
the alias. Watch out for that.

The reason it can take up to 48 hours to replicate a change is that there are different
layers of DNS servers. To keep that database stable, other DNS servers that help manage
the load draw from the official source and cache the values on other servers. When you
configure a DNS record, part of that configuration is the TTL value. The TTL value is an
amount of time that the record is stored in cache before attempting an update. Keep in
mind that the shorter the time frame, the more load it places on the authoritative servers
and the name servers, so keep a balance, and the internet will run faster.
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Azure-Provided DNS

DNS servers are hosted inside the Microsoft global network and are optimized in a way so
that requests needing name resolution access the nearest DNS name server, which speeds up
the transmission. This feature is provided by default. Configuring the public DNS is simple;
complete Exercise 3.11 to see how.

Configuring Azure DNS for an Azure VM
1. Loginto the Azure Portal at portal.azure.com.

2. Navigate to one of the Azure VMs that has been created in a previous exercise (for
example, CSHARPGUITAR-V1) on the Overview blade. There will be an item named
DNS Name with a value of Configure, which is a link; click it.

3. When the Configuration blade for the associated public IP address of the VM is ren-
dered, add a DNS name label to the text box (for example, csharpguitar-v1) and
click Save.

4. The FQDN will then be accessible from the internet. Open a browser and enter the
FQDN (for example, csharpguitar-vl.northeurope.cloudapp.azure.com).

5. Make a remote desktop connection using RDP to the Azure VM and perform an
nslookup for both the FQDN and the NETBIOS name, which is the server name
without the extension. Notice that in Figure 3.50, the FQDN query returns the public
IP address and the NETBIOS returns the private IP address. The Azure-provided DNS
service manages this data and service.

FIGURE 3.50 Azure-provided DNS nslookup queries
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It is not possible to use Azure DNS to purchase a domain name; a service named App
Service Domains is the place to make that purchase. Azure DNS is used to host information
about domains as records. If you do choose to purchase a domain from Microsoft, using
App Service domains, the process creates what is called a DNS zone.

Azure Public DNS

A DNS zone is synonymous with having a public DNS. Typically, the management of
DNS records has been performed using the portal provided by the domain provider, like
GoDaddy. A DNS zone supports the movement of that capability into the Azure Portal.
The benefit is that you have one less portal to access and one less profile and credentials
required to perform tasks.

This is where the two DNS records mentioned earlier come into play with Azure: NS
and SOA. An NS entry into the DNS records is necessary to migrate the DNS management
into the Azure Portal. The hosting provider does usually provide a group of four name
servers; however, if you would like to move this to Azure, then Azure provides you with
the name servers, and the name server records at the domain hosting company would need
to be updated with Azure’s. Additionally, an NS record must be added to the DNS zone.
When the NS record is created, the SOA record type is also automatically inserted. A start
of authority (SOA) record notifies that the maintenance of the domain will no longer be
happening at the parent domain hosting company; instead, it is being delegated to the
authority identified in the SOA record.

Azure Private DNS

Private DNS hosting is a feature that allows the configuration of DNS entries for Azure
VM:s hosted in VNets to be accessible using a domain name. This is different than what
was performed in Exercise 3.11 in two ways. First, the domain name of the Azure VM is
publicly accessible; anyone in the world with internet access can reach the endpoint.

The other difference is that the provided domain name ends with azure.com, which is
not your own. The custom domain bound to an Azure VM can be something like
private.csharpguitar.net. Then any Azure VM bound to this would be acces-
sible using csharpguitar-vl.private.csharpguitar.net. Remember, though,
that this domain resolved using an internal private DNS and will work only for servers
within the VNet.

In a hybrid scenario, you may need to make custom modification to a DNS server, which
is not possible using the procedures just reviewed. The next section covers how to imple-
ment a scenario like that.

Dedicated DNS Server in VNet

Azure does support creating and hosting a custom DNS server within a VNet. This is help-
ful for when you want to connect with resources existing on-premise using a friendly name
instead of IP addresses, and vice versa. This is additionally the means for performing the
same across VNets. As shown in Figure 3.51, DNS queries performed on-premise can be
routed to Azure VMs hosted in a VNet and across multiple VNets.
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FIGURE 3.51 Dedicated Azure DNS server
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This scenario is a sophisticated one requiring lots of configurations, design, and mainte-
nance. Only larger corporations would need to implement such a scenario. Nonetheless, it
is useful to know that this capability exists. The feature is accessible on the VNet blade into
which you would like the DNS server to be active. It looks something like Figure 3.52.

FIGURE 3.52 Dedicated Azure DNS server configuration
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If this is a chosen implementation requirement, then the DNS server software and con-
figuration of the server identified in the Add DNS Server text box is required. As shown
also in Figure 3.52, the Azure VMs in the VNet will need a reboot to recognize the DNS
server settings.

Hybrid Azure Networking

Hybrid networking has been described in numerous contexts, and this chapter’s intro-
duction includes a solid description of hybrid networking. In summary, a hybrid Azure
network is a combination of two networks, most commonly an on-premise network and a
network that is hosted on Azure using an Azure virtual network. Two fundamental advan-
tages of hybrid Azure networking are the increase of available data center capacity and the
ability to upgrade the sophistication of the infrastructure at a reasonable price.

There are numerous methods for configuring a hybrid network connection, such as site-
to-site, point-to-site, and the Hybrid Connection Manager (HCM). HCM uses Azure Relay
to create a secure connection between Azure App Service and any accessible endpoint. You
will configure HCM in a later exercise, but, for now, know that it is a useful tool for mak-
ing simple and secure connections between Azure and on-premise resources. Numerous
other connectivity options have been already mentioned in the “VNets and Subnets” sec-
tion. Additionally, there is more to come in Chapter 6.

Before we continue, here’s a question for you:

True or false: A custom DNS is required to create a connection between a VNet and an
on-premise network.

The answer is false. A custom DNS is necessary if the connections will use friendly
names instead of IP addresses to connect with servers between a VNet and on-
premise network.

In this section, the additional hybrid Azure networking topics are discussed in
more detail.
=  ExpressRoute
= Site-to-site (S2S5) VPN gateway

*  Forced tunneling

ExpressRoute

ExpressRoute is the only way to connect to an on-premise network from and to Azure
without traversing over the internet. All other connection methods do. A benefit of
ExpressRoute is its built-in redundancy. The redundancy is realized with ExpressRoute
circuits, where a circuit consists of two connections to two Microsoft Enterprise edge
(MSEE) routers. These routers support layer 3 connectivity and implement Border Gateway
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Protocol (BGP) sessions. BGP sessions are a means for efficiently routing data transmis-
sions between on-premise and Azure-hosted resources. See Figure 3.53. ExpressRoute also
guarantees the speed and bandwidth available to customers, which depend on the selected
pricing tier.

FIGURE 3.53 ExpressRoute diagram with circuits
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Other benefits are the connectivity options between regions and global and government
clouds. Regional connectivity is actually a connection within a geopolitical region. Recall
from Table 3.3 that geopolitical regions are groups of regions within a geography. For
example, a customer can connect through ExpressRoute configured for North Central US
and have connectivity to all Azure cloud services in South Central US as well. There is also
an option to have global access to Azure cloud services, whereby ExpressRoute crosses
geopolitical boundaries. Government clouds, which require a different configuration, are
excluded but still supported.

The interconnectivity between cloud resources in different geopolitical regions is impor-
tant in merger and acquisition scenarios. Take, for example, two fictional companies,
CSHARP INC and GUITAR GmbH, that decided to merge so that synergies could be
realized and IT costs could possibly be reduced. CSHARP INC was primarily running
operations from the South Central US (SN1) Azure region, and GUITAR GmbH was doing
operations in Europe and hosted its Azure resources in North Europe (DB3). Both com-
panies had existing ExpressRoute configurations. The companies desired connectivity
between the Azure resources in both Azure subscriptions and on-premise networks. This
would require full support of cross-geopolitical network connectivity similar to that shown
in Figure 3.54.

Notice from the figure that the connectivity between the two VNets in the different
subscription is configured by simply using VNet peering. Global VNet peering is what was
configured in Exercise 3.6 previously and provides verification that this kind of connec-
tivity does support any network with a reachable endpoint, regardless if the endpoint is bet-
ween subnets in a VNet, between VNets in the same subscription but in different regions,
or between endpoints in VNets in different subscriptions. That is a flexible product. One
final note to be covered now has to do with the connectivity between the ExpressRoute
configurations of both companies, CSHARP INC and GUITAR Gmbh. Connectivity is
configured on the ExpressRoute circuits using routing tables and the associated virtual net-
work gateways, which are discussed in more detail next.
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FIGURE 3.54 Cross-geopolitical ExpressRoute networking
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Site-to-Site VPN Gateway

If you need a refresher about what an S2S diagram looks like, refer to Figure 3.33. That
diagram shows an on-premise network connecting through a secure tunnel to a VPN
gateway and into the Azure VNet. You may also recall Exercise 3.6, where a VNet-to-VNet
configuration was performed. A difference between S2S and VNet-to-VNet configuration
(VNet peering) is that no VPN gateway is required to make the connection between the
two VNets. This leads people to question what specifically a VPN gateway is and

what role does it play regarding S2S. The answer to those questions will play out in the
following text.
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There are two pieces of the equation to successfully configure an S2S connection that is
not available on Azure. The first piece is a VPN device that exposes an internet-accessible
IP address that allows traffic into and out of the on-premise network. The second is of
course the on-premise network. Those two parts are relatively unique, proven by the fact
there are lists of supported VPNs devices; see the list here:

docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-
about-vpn-devices

Some VPN are not supported. Some VPN devices have compatibility issues that
can be resolved with some low-level configurations and configuration scripts requiring
execution on those on-premise side VPNs. Having a good scenario for that would be hard
to realize, and therefore the steps required to create the S2S are discussed here instead of a
full-blown exercise.

There are seven steps required to configure S2S connectivity between an Azure VNet
and an on-premise one.

Create a virtual network.
Specify a DNS server.

Create a gateway subnet.
Create a VPN gateway.

Create a local network gateway.

Configure your VPN device.

N o g w N2

Create the VPN connection.

Create a Virtual Network

For certain it isn’t possible to make a connection from a VNet to an on-premise network
without having a VNet. In Exercise 3.2, a VNet named CSHARPGUITAR-VNET-A
was created. Then later in Exercise 3.6 where global VNet peering was performed,
CSHARPGUITAR-VNET-B was created. It is safe to say that if those two exercises have
been completed, then you know how to create a virtual network.

Specify a DNS Server

In the previous section “Dedicated DNS Server in VNet,” the purpose of a dedicated DNS
server was discussed. Additionally, Figure 3.52 provided a graphic depiction of how to con-
figure the DNS server into a VNet. The existence of a dedicated DNS server in a VNet is
optional and is added when the use of friendly host names for accessing on-premise servers
is desired over IP addresses. The default for utilizing DNS services is the Default (Azure-
provided) DNS server.

If the dedicated DNS server names do not resolve as expected, be sure to reboot the
Azure VMs in that VNet after the DNS servers. A tool named nameresolver can expose
the DNS server the Azure VM is using to perform the host name to IP address conversion.
Copy the nameresolver program to the Azure VM and execute the following command:
nameresolver CSHARPGUITAR-VI1.
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Figure 3.55 illustrates the output of the previous code line, where CSHARPGUITAR-V1

is the name of the Azure VM in the VNet.

FIGURE 3.55 Determining which DNS is resolving host names

E¥ Administrator: Command Prompt

C:\Temprnameresolver CSHARPGUITAR-V1
Gerver: Default

Mon-authoritative answer:
Mame : CSHARPGUITAR-V1
Rddresses: 18.8.1.4

C:\Temp>_

Notice that the value for Server is Default, which identifies that the Default (Azure-
provided) DNS server is the one that resolved the DNS name to an IP address. If there was
a dedicated DNS server configured, you would expect to see the name of that DNS server.

Create a Gateway Subnet

Each time a VNet is created, a default subnet is created, as well. Take, for example, when
an Azure Firewall instance is created; it must exist in a subnet named AzureFirewallSubnet.
The same goes for the creation of a VPN gateway. The VPN gateway must be created as a
gateway subnet (not a regular one) named GatewaySubnet. You may recall from a previous
exercise when creating a subnet that you navigated to the Virtual Networks blade, selected
Subnets, and selected + Subnet. In this case, as shown in Figure 3.56, you need to select +

Gateway Subnet instead.

FIGURE 3.56 Adding a gateway subnet

Dashboard Resource groups CSHARPGUITAR-DB3-RG * CSHARPGUITAR-VNET-A - Subnets
CSHARPGUITAR-VNET-A - Subnets
* o Subnet == Gateway subnet

settings

Address space

NAME ADDRESS RANGE
@ Connected devices
Subnets guitar 10.0.1.0/24
¥ DDoS protection esharp 10.0.0.0/24
Firewall AzureFirewallSubnet 10.0.2.0/24

D Security

Add subnet x

* Address range (CIDR block) @

10.03.0/24 v
10.0.3.0 - 10.0.3.255 (251 + 5 Azure reserved addresses)

Network security group

None v
Route table

Mone v
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Notice the subnet name is grayed out and cannot be modified. Subnets are containers
defined by address ranges (for example, 10.0.3.0/24), which are allocated to servers exist-
ing within them. But why is this subnet required, and what goes into it that helps make the
connection between a VNet and an on-premise network? Read the next section for that
answer. Just as a teaser, a VPN gateway requires physical or virtual hardware to work.

Create the VPN Gateway

A gateway subnet is created to accommodate Azure VMs that are responsible for routing
data transmissions between Azure and the on-premise network. Basically, they house the
routing tables that are necessary for managing the movement of data, as you now certainly
know. The Azure VMs placed into this subnet are not accessible or configurable; they are
managed and maintained by the Azure platform.

A complete S2S configuration is not going to be implemented in this book, but let’s go
ahead and create a VPN gateway just to see how it is done and perhaps learn some more
interesting facts. (You need a physical on-premises VPN device to complete Exercise 3.12.)

Creating an Azure VPN Gateway
1. Logintothe Azure Portal at portal.azure.com.

2. Navigate to an existing VNet (for example, CSHARPGUITAR-VNET-A), select Subnets
from the navigation menu, click + Gateway Subnet, leave all the defaults, and then
click the OK button.

3. Inthe search box (you can find it at the top of the portal) enter Virtual Network
Gateways, click Virtual Network Gateways in the drop-down, and click + Add.

4. Select the desired subscription, provide a name (CSHARPGUITAR-DB3-VPNGW-A),
and select a region. (The region should be the same as the location of the VNet where
the gateway subnet was created in step 2.)

5. Select Basic from the SKU drop-down and then select Virtual Network from the drop-
down, which should be populated with the VNet selected in step 2.

6. Create a new public IP address and provide a name for the address (for example,
CSHARPGUITAR-DB3-VPNGW-A-IP). On the Basics tab (similar to that shown in
Figure 3.57) click the Review + Create button, and then click the Create button.
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EXERCISE 3.12 (continued)

FIGURE 3.57 VPN gateway basic configuration

Dashbeoard > Virtual netwerk gateways > Create virtual network gateway

Create virtual network gateway

Basics Tags Review + create

Project details VIRTUAL NETWORK
* Subscription Microsoft (25) v * Virtual network @ CSHARPGUITAR-VNET-A v
Resource group @ CSHARPGUITAR-DB3-RG (derived from virtual Gateway subnet address range 10.0.3.0/24
network’s resource group)

Instance details Public IP address
* Name CSHARPGUITAR-VPNGW-A v * public IP address @ ®) Create new Use existing
* Region (Europe) North Europe v * Public IP address name CSHARPGUITAR-DB3-VPNGW-A-IP v
* Gateway type @ ®) VPN ExpressRoute Public IP address SKU Basic
* VPN type @ ®) Route-based Policy-based *
* SKU @ Basic v * Enable active-active mode @ Enabled (®) Disabled

* Configure BGP ASN @ Enabled (@) Disabled

There are a few options that remained at their default settings. Let’s discuss them a bit
more now, starting with Gateway Type. It is correct to assume that the configuration of
ExpressRoute also requires a VPN gateway where the type is ExpressRoute. When you
select the ExpressRoute radio button, the list of SKU types changes to those available for
that type. The scenario for Exercise 3.12 is for a VPN, and therefore the default remained
as VPN. The options available in the SKU drop-down list concern price, the number of tun-
nels, connections, and redundancy. Table 3.16 summarizes the limits.

TABLE 3.16 VPN Gateway SKU Types

SKU Tunnels/Connections Throughput Zone Redundant
Basic 10/128 100 Mbps X
VpnGw1 30/128 to 250 650 Mbps X
VpnGw3 30/128 to 1000 1.25 Gbps x
VpnGw1AZ 30/128 to 250 650 Mbps v
VpnGw3AZ 30/128 to 1000 1.25 Gbps v
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The SKU limits and pricing change frequently, so only a summary is provided. One
would expect that the more capacity and redundancies in the SKU, the higher the price.
This is the reason for selecting a basic SKU in Exercise 3.12—just to avoid any price shock
during the exercise. Your needs for a required SKU will be company-specific. Keep in mind,
however, that it is not possible to scale from Basic up to a higher-level SKU. It is, however,
possible to scale from VpnGw1 to VpnGw2/3 or from VpnGw1AZ to VpnGw2/3AZ, so in
a real-world application, avoid Basic unless you are certain scaling up will not be required
in the future or if you simply want to test a product.

The next set of radio buttons are Route-based and Policy-based. This configuration
determines how the VPN will decide to allow IP traffic through the VPN tunnel or not.

If a route-based VPN is selected, then the routing table (the ones hosted on VMs in the
GatewaySubnet) makes the decision to allow the traffic. If the route exists, then the traffic
is allowed in; otherwise not. A policy-based VPN doesn’t use routing tables; policy-based
VPN are constrained to the Basic VPN SKU. It is a legacy configuration that requires spe-
cial hardware and additional configuration.

The Assignment set of radio buttons, Dynamic and Static, apply to the public IP address,
and the names imply the meaning. To be allocated a static public IP address requires the
selection of a SKU of VpnGw1/2/3AZ. Additionally, when either of those three SKUs is
selected, a drop-down box containing the type of zone redundancy required for the VPN
gateway is presented. Zone redundancy was discussed earlier in this chapter, as well as in
Chapter 1; it will also be discussed in Chapter 5 and Chapter 9. The same redundancy con-
cepts apply here. The selection is dependent on how reliable the connectivity must be. This
is solution-specific and has significant cost considerations. Finally, by enabling active-active
mode, the VPN gateway is allocated with a second public IP address. This provides a level
of redundancy in addition to the zone redundancy capabilities. It does make sense to have
redundancies that avoid a single point of failure for mission-critical IT solutions, which is
what configuring active-active mode for the VPN gateway does.

Congrats on the successful configuration of a VPN gateway; that wasn’t so hard! The
remaining steps happen outside of Azure and the testing of the connectivity after com-
pleting the S2S connection.

Create a Local Network Gateway

The Azure feature named local network gateway requires configuration to make an S2S
connection from Azure to an on-premise network. The most significant requirements

for this configuration are the IP address of the on-premise VPN gateway and the CIDR
address ranges, which exist within the on-premise network. The IP address is the one that
is linked to the device configured in the next step. The IP address is a public IP address,
which is accessible by any device with a connection to the internet. The CIDR address
ranges cannot overlap each other. Up to now, the exercises have used the address ranges
10.0.0.0/24, 10.0.1.0/24, 10.0.2.0/24, 10.0.3.0/24, 10.1.0.0/24, and 10.1.1.0/24. The on-
premise address range should not overlap any of those existing ranges; for example, an on-
premise address range of 10.0.0.0/24 would overlap, as would any of the other examples.
Remember, however, that in this example the defaults were always used. Those CIDR
ranges can be configured for any private IP address ranges.
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Configure Your VPN Device

This is the place where configuration happens 100% outside of the Azure platform, and its
configuration is unique to the company making the S2S configuration. These are some help-
ful documents:

= List of VPN devices:

docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-
vpn-devices

= Cryptographic VPN requirements:

docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-
about-compliance-crypto

»  Known compatibility issues:
docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-

vpn-devices#known

There is a lot more helpful documentation, examples, and scripts available online. In
addition, if you get stuck and need some advice, it is possible to open a support case with
Microsoft, which will help you be successful. Don’t forget about that option.

Create the VPN Connection

The VPN connection is created on the VPN gateway, which you created earlier in Exercise
3.12 (i.e., CSHARPGUITAR-VPNGW-A). Navigate to that VPN gateway, click the
Connections option in the navigation menu, and click + Add. The blade illustrated in
Figure 3.58 provides the template for entering the required information for creation.

FIGURE 3.58 S2S VPN connection

Add connection X

CSHARPGUITAR-VPNGW-A

* Name * Shared key (PSK) @
| CSHARPGUITAR-HQ v| [ estrings v

Connection type @ o

‘ Site-to-site (IPsec) % | £%

* \firtual network gateway @ B Resource group @
CSHARPGUITAR-VPNGW-A CSHARPGUITAR-DB3-RG f

* Local network gateway @ >

CSHARPGUITAR-HQ-VPNGW-A Py
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The Connection Type drop-down list contains VNet-to-VNet, ExpressRoute, and Site-to-
Site. We are configuring a site-to-site connection here. The local network gateway is the one
that contains the on-premise public IP address and the address ranges within the on-premise
network. There is a shared key that acts like a password or token that must match the value
set when configuring the on-premise VPN. This gets validated after the OK button is clicked
(see Figure 3.58) and the connectivity between the two VPN is tested. On the Connections
blade for the given virtual network gateways, the list of connections along with their status
is displayed. If the status shows Connected, then the configuration is successful.

The connectivity can be tested in the similar manner as tested when setting up VNet
peering in Exercise 3.6. Log in to an Azure VM on the VNet. If the server is running a web
service that can respond to HTTP requests, you can attempt to curl to a server in the on-
premise network using a private IP address.

curl -G <Private IP address>:80

If the response is a successful one, then mission complete! That really wasn’t so complex;
the most difficult part is getting the connectivity between the two public VPN devices to
work out. It is complicated only if the details of the VPNs are unknown. When performing
this, make sure all the people with the knowledge are present to discuss this implementa-
tion and, by all means, contact Microsoft early on if there are problems.

Forced Tunneling

Forced tunneling can have more than a single meaning. When it was mentioned earlier, it was
in the context of a DMZ (see Figure 3.59). In this context, forced tunneling is the process

of routing traffic from an Azure VNet that is intended to access an internet-hosted resource
through the S2S connection into the on-premise network. Once the traffic enters the on-
premise network, it can then flow out into the internet. A reason for this kind of routing is for
auditing and inspection reasons. Figure 3.59 illustrates this forced tunneling application.

FIGURE 3.59 Forced tunneling diagram
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The way forced tunneling works is through the configuration of the user-defined routing
table entries. Take a look back at Figure 3.13. By default any destination IP address that
does not match an existing route defaults to the address prefix of 0.0.0.0/0 and is assigned
a NextHopType of Internet. This means that even after the configuration of an S2S connec-
tion and the VPN gateway, traffic to the internet from an Azure VM hosted in the VNets
will go directly to the internet. To force that traffic through the VPN gateway, the S2S con-
nection must be set to the -NextHopType for 0.0.0.0/0 to VirtualNetworkGateway.

There currently is no Azure Portal interface to perform this action. The recommended
way to set the NextHopType value is to use PowerShell. The following PowerShell script
adds forced tunneling to the S2S VPN gateway:

New-AzRouteTable -Name "CSHARPGUITAR-DB3-ROUTE-TABLE" °
-ResourceGroupName "CSHARPGUITAR-DB3-RG" °
-Location "North Europe"
$rt = Get-AzRouteTable -Name "CSHARPGUITAR-DB3-ROUTE-TABLE" °
-ResourceGroupName "CSHARPGUITAR-DB3-RG"
Add-AzRouteConfig -Name "ForcedTunnelRoute" °
-AddressPrefix "0.0.0.0/0" °
-NextHopType VirtualNetworkGateway °
-RouteTable $rt
Set-AzRouteTable -RouteTable S$rt
$vnet = Get-AzVirtualNetwork -Name "CSHARPGUITAR-VNet-A" °
-ResourceGroupName "CSHARPGUITAR-DB3-RG"
Set-AzVirtualNetworkSubnetConfig -Name "csharp" -VirtualNetwork $vnet °
-AddressPrefix "10.0.0.0/24" °
-RouteTable $rt
Set-AzVirtualNetwork -VirtualNetwork S$vnet

You can find this PowerShell script here:
github.com/benperk/ASA/blob/master/Chapter03/ForcedTunnelRoute.psl

It is not possible to change the default routing rules provided by Azure. To implement
any kind of change, it is necessary to create a new routing table and add, update, or delete
routes from there. This is what the previous PowerShell script does. Once the routing
table named CSHARPGUITAR-DB3-ROUTE-TABLE is created, it is bound to the csharp
subnet, which exists in the CSHARPGUITAR-VNET-A virtual network. Remember that
routes with a Source value equal to User take a higher precedence over a route with the
same prefix created by default. This is the case here since after adding the previous route
for the VirtualNetworkGateway there would be two routes with an AddressPrefix value of
0.0.0.0/0.
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Execute the next PowerShell cmdlet to see the effective routes after the addition of the
route that implemented forced tunneling:

Get-AzEffectiveRouteTable -NetworkInterfaceName csharpguitar-vm810o °
-ResourceGroupName CSHARPGUITAR-DB3-RG | Format-Table

Figure 3.60 provides the output of the cmdlet.

FIGURE 3.60 Forced tunneling route table example

Name DisableBgpRoutePropagation State  Source addressPrefix NextHopType NextHopIpAddress
False Active Default {10.0.0.0/16} vnetLocal {}
False Active wvirtualnetworkGateway {10.5.0.0/24} virtualnetworkGateway {40.115.104.24}
ForcedTunnelRoute False Active user {0.0.0.0/0}  virtualnetworkGateway
False Invalid pefault {0.0.0.0/0}  Internet {
False Active Default {10.1.0.0/16} vNetGlobalPeering {3}

Lastly, recognize in the PowerShell script that the subnet to which the forced tunnel is
applied was provided. Recall that CSHARPGUITAR-VNET-A has two subnets, csharp
and guitar. The script applied the forced tunnel route only to the csharp subnet and there-
fore to all the Azure VMs within that subnet. It wasn’t applied to the guitar subnet. That
means that although the VPN gateway is bound to CSHARPGUITAR-VNET-A, routes
are applied to the subnet, and the Azure VMs in the guitar subnet will have internet traffic
routed straight to the internet. They are not forced tunneled through the S2S connection
through the on-premise network.

Additional Azure Networking Products

The remainder of this chapter covers some networking products that haven’t fit into any
other previous discussion points. These are networking-like products but are not always
mentioned when discussing networking. The additional networking components covered
here are as follows:

= Azure Application Gateway (not WAF)
=  Azure Load Balancer
= Azure Front Door
= Azure Content Delivery Network
»  Traffic Manager
= Azure Relay/Hybrid Connection Manager
The first product is Application Gateway, which has been discussed previously; however,

only the WAF portion of it was discussed. Application Gateway provides many more capa-
bilities other than a WAF.
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Application Gateway

Since the late 1990s running a web application on multiple servers behind some kind of
network balancing device has been the norm. This architectural configuration is referred to
as a web farm. It makes a lot of sense to have multiple servers running the same application
from a redundancy perspective. There is no single point of failure. Since the 1990s those
network balancing devices have become much more sophisticated and have enhanced their
capabilities to more than just a simple device that directs traffic to a group of servers con-
figured behind it.

The web application firewall capability found in the Application Gateway product is
world-class. It provides network capabilities primarily focused on OSI level 7, which means
it can make routing decisions based on attributes contained within HTTP requests such
as request header values and requested resource path. This provides additional capabilities
over other network appliances that are restricted to the content available in a socket (source
IP, source port, destination IP, destination port).

In addition to a WAF, the Application Gateway virtual appliance can act as a load bal-
ancer, an SSL termination point, and a redirector, plus many other features. Many of those
additional features are discussed in more detail. If you have not already completed Exercise
3.10, consider doing it now. The following content expects that you have some knowledge
of what Application Gateway is and how it is configured.

SSL Termination

Secure Sockets Layer (SSL) is the old, legacy name for a procedure that encrypts the
transmission of data between a client and a server using the HTTPS protocol. These days
Transport Layer Security (TLS) is the proper term. It encrypts the same as SSL but is more
secure. SSL is the most common term used; it is probably OK to continue using it because
people will know what you’re talking about, but the days of SSL are over. The encryp-
tion/decryption of data between a client and server does have some overhead in terms of
resource utilization. At some point between the two, there may be a device that is con-
figured to terminate the secure connection, which will eliminate encryption/decryption,
resulting in faster transactions and less resource consumption.

The termination of this secure connection is called SSL termination or SSL offloading,
and it usually happens on an edge device like a gateway, intelligent firewall, or frontend
server. By edge device, I mean a network device that sits at the entry point of a network,
and after the transmission enters the network, encryption is no longer necessary. It is
assumed that the network is secure, and therefore the infrastructure doesn’t need to take
the additional performance hit and overhead of SSL decryption communicating in a secure
tunnel once inside. In addition to the improved performance, the termination of the secure
connection and the decryption of the request content provide opportunities to route the
request more intelligently. Attributes such as headers, the URL, cookies, and the like can be
used for routing rules and logic.
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Application Gateway provides the capability for both SSL termination and end-to-
end SSL encryption. Some customers or applications may require encryption from end
to end. Applications with highly sensitive scope or those that transmit highly sensitive
data may justify this encryption type when it’s required for compliance reasons. What
is really neat about Application Gateway is that, even with end-to-end encryption, it is
still possible to access the request attributes. Application Gateway still terminates the
SSL session upon arrival; however, it encrypts the outbound traffic again before sending
it onto the backend pools. Recall from Exercise 3.10 where you created a backend pool
(for example, CSHARPGUITAR-WAF-BACKEND-POOL) and added an Azure VM
(for example, CSHARPGUITAR-V2) to it. Configure SSL termination in Exercise 3.13
using the application gateway created previously in Exercise 3.10 (for example,
CSHARPGUITAR-SN1-AGWAF).

203

Configuring SSL Termination on an Application Gateway
1. Loginto the Azure Portal at portal.azure.com.

2. Navigate to an existing application gateway (for example,
CSHARPGUITAR-SN1-AGWAF), select Listeners from the navigation menu, and
click + Basic, which renders the Add Basic Listener blade.

3. Enter a name (for example, CSHARPGUITAR-LISTNER-HTTPS), enter port_443 for the
Frontend Port name, enter 443 as the port, and select the HTTPS protocol.

4. Upload the csharpguitarnet.pfx certificate, downloaded from github.com/
benperk/ASA/tree/master/Chapter03/Ch@3Ex12. Or create your own using the
New-SelfSignedCertificate PowerShell cmdlet.

5. Provide the name (for example, CSHARPGUITARNET), enter the password
Csh@rpGu!tarN3t, and click the OK button. The form should resemble something
similar to Figure 3.61.

6. Nextadd an HTTP setting. Click the HTTP settings from the navigation menu.
Click + Add. Provide a name (for example, CSHARPGUITAR-HTTPS-SETTING).
Select HTTPS as the protocol. Provide a certificate name (for example,
CSHARPGUITAR-HTTPS-CER). Select the CER certificate and download a test CER
from github.com/benperk/ASA/tree/master/Chapter03/ChO3Ex12. Leave the
rest at the defaults and then click the OK button.
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EXERCISE 3.13 (continued)

FIGURE 3.61

Application Gateway SSL termination template

CSHARPGUITAR-SN1-RG > CSHARP

Add basic listener

* B

GUITAR

CSHARPGUITAR-LISTENER-HTTRS

v

-AGWAF - Listeners

> Add basic listener

* -
caie

Certif

+ New

A4
on * Upload PFX certificate @
~ | “csharpguitamet.pfx E
* Frontenda port * Name
+ New v CSHARPGUITARNET| v|
port_443 \/| ’ ~/|
443 ~/| CUSTOM ERROR PAGES o
ERROR CODE URL
* Protocol
7P :. Forbidden - 403 | nsert an URL

step 6, and finally click the OK button.

Add a rule by selecting the Rules menu option. Select + Basic to provide a name (for
example, CSHARPGUITAR-RULE-HTTP443). Select the listener created in step 3.
Select the backend pool from Exercise 3.10, then select the HTTP setting created in

Open a browser and access the Application Gateway virtual appliance’s public IP
address prefixed with HTTPS://. You should get an error because the certificate
wasn't created by a trusted certificate authority; it is only a test certificate. Proceed

to the site. The output for the request should resemble Figure 3.62.
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FIGURE 3.62 Application Gateway SSL termination test

ﬂ @ Privacy error X @ 13654623 x
&« C (O A Notsecure | hitps//13.6546.23

Your connection is not private

Attackers might t our information from 13.65.46.23

5, Or credit caras). Learn more

(for example, pa

JET::ERR_CERT_AUTHORITY

Hide advanced Prg 1 to 13.65.46.23 (unsafe
@ 13854623 X @ 13654623 X
<« C ) A Notsecure | bites//13.65.46.23

Hello from CSHARPGUITAR-V2

2019-97-19 88:30:56 10.1.0.4 GET / - 8@ - 13.65.46.23

At the bottom of Figure 3.62, notice that the IP address of the client is the IP address of
the Application Gateway virtual appliance that forwarded the request to CSHARPGUITAR-
V2 with IP 10.1.0.4. The port used for access was 80, meaning the request did not utilize
SSL. A request that used SSL would have been on port 443. That confirms the config-
uration of SSL termination on the Application Gateway virtual appliance is working

as expected.

Auto Scaling

Auto scaling is one of the most amazing, useful, and cost-saving capabilities provided in the
cloud. Auto scaling delivers enough capacity to handle the load being placed on an applica-
tion. The load can come as a burst or during regular business hours. When the load is gone
or those who were consuming the system go home, the resources made available to handle
the load are no longer needed. When this happens, costs are reduced by scaling down and
deallocating the resources.

Auto scaling is available only with the version 2 tiers of Application Gateway,
Standard_v2 and WAF _v2. Figure 3.41 shows WAF as the selected tier followed by a text
box showing the static number of instances. The number can be modified after creation,
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but the change is manual. An added complexity of manual scale is that you must guess
how many instances are required and when those instances are needed. When a version 2
tier is chosen, scaling out and scaling in are based on utilization algorithms without any
manual intervention. You are prompted to provide the minimum and maximum number of
instances during setup.

Application Gateway Version 1 or Version 2

As a side note, version 2 also supports Availability Zones; version 1 does
not.

Why would anyone use version 1 of Application Gateway and knowingly
avoid auto scaling and redundancy? It all comes down to cost. The version 2
tiers cost more because they offer more features. If those features warrant
the additional cost or are required to run your implementation performantly,
then by all means use version 2. However, for smaller companies that don’t
need those features, there is an affordable tier of Application Gateway for
consumption.

Hosting Multiple Websites

Application Gateway can be used to route internet traffic to different backend pools based
on the host name provided in the request. This redirection is not based on load or any other
algorithm other than a straight analysis of the host name and the execution of a rule based
on the value of that parameter. As shown in Figure 3.63, a client sends a request to the
Application Gateway endpoint based on the host name. The request is then routed to a dif-
ferent set of backend pools.

The backend pools can be Azure VM of different sizes and would likely have a differ-
ent set of application software running on each one. A solid use case for this is the efficient
maintenance and organizational opportunities. Up to 100 hosts can be configured on a
single Application Gateway virtual appliance, all of which would be routed to the same
IP address. The administrator would then have a single location to configure and support
all websites for a given company. The backend pool concept provides a layer of isolation
between the Azure VM or group of Azure VMs, which respond to requests to a given
host name.

URL Path-Based Redirection

Redirecting requests to a different set of servers through a network device based on an OSI
level 7 attribute is helpful in numerous scenarios. Take, for example, two different types

of requests: one is to run a report, and another is to process a customer order in real time.
Running a report can be intense, taking time and resources from your compute services.
Someone running a report, depending on the constraints it is running under (for example,
annual versus daily sales summary), will have different expectations toward latency than
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someone placing an order. An annual report would run long because there exists more data
to process than a daily report. Reporting systems are known to be slow sometimes.

FIGURE 3.63 Hosting multiple sites flow diagram
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A customer placing an order expects the transaction to be very fast with little to no
visible latency. If an architect for some reason hosts both types of requests on the same
server or groups of servers, the resource consumption that happens with a reporting request
may negatively impact the response time of an order. This is not optimal. URL path-based
redirection is something that can help in that scenario. Figure 3.64 illustrates a request
that contains report in the URL. The request is sent to a pool of Azure VMs that respond
to reporting requests. Those VMs can have a higher stock-keeping unit (SKU) ratio,
have a more optimal SKU with more memory, or require more CPU of the hosted report-
ing service.

Alternatively, when the request contains transaction in the URL, it in turn is routed
to a separate pool. Those Azure VMs are dedicated to processing the transaction fast and
furious so the customer has a great experience and returns later to make more purchases.
The requests are sent to separate pools based on the URL. This improves the overall
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performance of the IT solution by separating requests that could impact each other and
instead running them on separate machines. Perform Exercise 3.14 to configure URL-
based routing.

FIGURE 3.64 URL path redirection request flow diagram

ReportingPool

&

‘D L7 LB .,’
'~ Y=l

Y

’| <
z| 37’
| B
5 < .
g TransactionPool
g
@
= ) i
f/‘a/zs ﬁ
@
Ny

Configuring URL Routing on Application Gateway
1. Logintothe Azure Portal at portal.azure.com.

2. Create a new Windows Server 2019 Azure VM (for example, CSHARPGUITAR-V3) in
the same resource group as the Application Gateway virtual machine used up to this
point. Be sure to enable inbound ports 80 and 3389. Once created, make a remote
desktop connection using RDP and run the following PowerShell script:
Install-WindowsFeature -name Web-Server -IncludeManagementTools
New-Item -ItemType Directory -Force -Path "C:\inetpub\wwwroot\report"
Add-Content -Path "C:\inetpub\wwwroot\report\iisstart.htm" °

-Value $("Hello from the report directory on " °

+ $env:computername)
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Open a browser, enter the public IP address of the new Azure VM, and include the
report path in the request. The request should resemble something similar to that
found at <public IP>/report/.

Navigate to an existing Application Gateway virtual machine (for example,
CSHARPGUITAR-SN1-AGWAF), select Backend Pools, select + Add, provide a name
for the pool (for example, CSHARPGUITAR-REPORT-BACKEND-POOL), select Virtual
Machine from the drop-down, select the Azure VM created in step 2 and its associ-
ated network interface, and then click the Add button.

Once the save completes, select Listeners from the navigation menu, click + Basic,
provide a name (for example, CSHARPGUITAR-LISTENER-REPORT), provide a front-
end port name (for example, port_8080), set the port to 8080, leave all other settings
at the defaults, and then click the OK button.

Select Rules from the navigation menu, click + Path-based, and provide a name (for
example, CSHARPGUITAR-REPORT-RULE).

The listener created in step 5 should be preselected; if it's not, select it. Select

the backend pool created in Exercise 3.10 (for example,
CSHARPGUITAR-WAF-BACKEND-POOL) as the default backend pool and then select
a default HTTP settings value (for example, CSHARPGUITAR-HTTP-SETTING).

Next, provide a name (for example, REPORT) and path (for example, /report/*),
select the backend pool (for example, CSHARPGUITAR-REPORT-BACKEND-POOL),
select the HTTP setting (for example, CSHARPGUITAR-HTTP-SETTING), and then
click the OK button. The final rule should resemble that shown in Figure 3.65.

FIGURE 3.65 URL path redirection Application Gateway rule

Dashboard > CSHARPGUITAR-AGWAF - Rules > CSHARPGUITAR-REPORT-RULE

CSHARPGUITAR-REPORT-RULE

CSHARPGUITAR-AGWAF

& edit @ Delete

Name CSHARPGUITAR-REPORT-RULE
Type Path-based
Listener CSHARPGUITAR-LISTENER-REPORT
Default backend pool CSHARPGUITAR-WAF-BACKEND-POOL
Default HTTP settings CSHARPGUITAR-HTTP-SETTING
NAME PATHS BACKEND POOL HTTP SETTING

REPORT freport/*  CSHARPGUITAR-REPORT-BACKEND-POOL CSHARPGUITAR-HTTP-SETTING

https://www.blactec.biz/welcome

209


https://www.blactec.biz/welcome

210 Chapter 3 = Networking

EXERCISE 3.14 (continued)

9. Enter the following URLs into a browser:

<application gateway Public IP>
<application gateway Public IP>:8080/report/
You can find the Application Gateway virtual machine’s public IP on the Overview blade

associated to the frontend public IP address attribute. Figure 3.66 shows the output of
those URL requests.

FIGURE 3.66 URL path redirection output

6 52,153.241.61:8080/report X 6 52,153.241.61 X +
&« C 0 @ Notsecure | 52.153.241.61

Hello from CSHARPGUITAR-V2

e 52.153.241.61:8080/report x @ 52.153.241.61 X +
<« C Y @ Notsecure | 52.153.241.61

Hello from the report directory on CSHARPGUITAR-V3

Note that the more rules, listeners, and settings you have, the more likely it is to get
them to conflict. If you are working on the previous exercise and it is not working, con-
sider removing the existing Application Gateway completely (we are in testing mode) and
perform Exercise 3.13 from scratch. Notice also that in Figure 3.65 there are default set-
tings for the rule (specifically the default backend pool, but also default HTTP settings).
This means if the value entered for the path doesn’t exist in the request, then the request
is routed to the group/pool/setting of Azure VMs. This means that if the request included
a /transaction/x in the requested URL that the request would be sent to the
CSHARPGUITAR-WAF-BACKEND-POOL because there is no rule that matches. If you
would like to check that out, then you need to add the transaction directory to the Azure
VMs that exist in the pool (for example, CSHARPGUITAR-V2); otherwise, a 404.0 Not
Found error is rendered. To achieve this, make a remote desktop connection using RDP to
the server and execute the following PowerShell script:

New-Item -ItemType Directory -Force -Path "C:\inetpub\wwwroot\transaction"
Add-Content -Path "C:\inetpub\wwwroot\transaction\iisstart.htm" °

-Value $("Hello from the transaction directory on " °

+ Senv:computername)
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Once executed on the Azure VM in the default backend pool, a request to either of the
following URLs would be routed to the Azure VM on that backend pool (for example,
CSHARPGUITAR-V2).

<application gateway Public IP>/transaction/
<application gateway Public IP>:8080/transaction/

As you begin to use this feature more, it becomes clear there are some constraints, in
that it is possible to have only one listener per port, which is why port 8080 was used.
Each rule must be linked to a unique listener. Figure 3.67 illustrates the hierarchy of depen-
dencies (listener, port, HTTP settings) and the overall request pipeline.

FIGURE 3.67 Application Gateway configuration hierarchy
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Having a web application running on multiple dedicated servers or VMs is a common sce-
nario. This design provides redundancy in case one of the servers experiences a transient
or fatal system issue. There also could be an application error or resource exhaustion on
one server, so having others fill the void in those situations is a good design decision. A
load balancer is a network device that is placed in front of all those servers before routing
the request to a particular server in the backend pool of VMs. The load balancer exposes
a single public IP address and then manages the routing of the request to one of the back-
end servers.

OSI Layers and Their Association to Network Appliances

Azure Firewall runs on OSl layer 3, Application Gateway and Azure Front
Door both run on OSl layer 7, and Azure Load Balancer runs on layer 4. The
choice of network appliance depends on the application requirements.
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In the previous section, you read about a similar capability with Application Gateway.
Application Gateway does provide many capabilities and features and is a valid choice for
this similar scenario. The reason for having multiple products for similar scenarios is just
that the scenarios are only similar; some designs or some applications running on Azure
need additional or different features, and instead of putting all features into one product,
many products get created. One must know the requirements of the application moving to
Azure and which Azure product provides the best set of tools to meet those requirements.
Azure Load Balancer provides some unique features that are discussed in the remainder of
this section.

= Public load balancer
= Internal load balancer
= Health probes

= Qutbound connections

Azure Load Balancer has two SKUs available, Standard and Basic. For any new imple-
mentation, it is recommended that you use the Standard SKU. It is the most secure, robust,
and scalable of the two. Availability Zones, an internal load balancer, the configuration of
outbound security rules, and an SLA are only available with the Standard SKU.

Public Load Balancer

During the creation of an Azure Load Balancer instance, one must choose whether it will
be internal or public. Choosing a public load balancer will generate a public IP address
for clients to use for connecting to the servers configured in the backend pool. Figure 3.68
illustrates the flow of a request from a client to servers in a pool of Azure VMs.

FIGURE 3.68 Publicload balancer flow
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Both internal and public load balancers by default will route traffic equally to the Azure
VMs configured into the backend pool. This is often referred to as round-robin. Using a
five-tuple hash that consists of source IP, source port, destination IP, destination port, and
the protocol, the load balancer routes the request to the same Azure VM for the entire
transmission session. Any change in the hash values will result in the request being sent to
a different server. This may be an issue if there is a need to maintain a session between the
client and server. If this is the case, then Azure Load Balancer does support this using the
feature called source IP affinity mode. This mode uses a hashed version of the source IP,
destination IP, and/or the protocol to route requests to the same Azure VM for the life of
the session.

Internal Load Balancer

An internal load balancer (I1L.B) will not have a public IP address and is instead configured
into an existing virtual network. As shown in Figure 3.69, traffic is load balanced across a

group of Azure VMs, and the connectivity from those VMs to other servers in the VNet is

managed using an ILB.

FIGURE 3.69 Internal load balancer flow
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The ILB could be managing access to a group of database servers, REST APIs, or some
other kind of resource needing this added level of security and resiliency.

Health Probes

Health probing is a feature that monitors the status of Azure VMs configured in the back-
end pool. There are three probe types, TCP, HTTP, and HTTPS. (HTTPS is available only
in Standard SKU.) The TCP probe will start a three-way TCP handshake on the configured
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port (for example, 80) for a given interval and will trigger an alarm if it fails more than the
value placed into the unhealthy threshold box. For example, if the interval to run this probe
is set to 5 seconds with an unhealthy threshold of 2, it means that if the probe fails twice in
10 seconds, then it will be removed from the pool of VMs that receive traffic. The same sce-
nario applies to HTTP and HTTPS. The additional piece is the path, which will be probed,
for example, a simple HTML.
After the creation of the load balancer, you would create the backend pool and the

health probe. Then when creating the load balancing rule, you select which backend pool to
route the requests to and which health probe to use for that backend pool.

Outbound Connections

Outbound connectivity has been discussed previously; however, this is a fairly complicated
topic for many and deserves an additional comment. When a request arrives to the load
balancer, the load balancer routes the request to one of the Azure VMs in the backend
pool. Those VMs exist in a VNet and would have private IP addresses. That’s no problem,
but what IP address is used when the response is returned to the client? It uses the public
IP address of the load balancer. Remember that this port masquerading is referred to as
SNAT. The load balancer will rewrite the private IP address of the VM and replace it with
the public frontend IP address of the load balancer.

Having only a single exposed IP address for an application also helps in cases of
catastrophe. For example, if for some reason servers in a VNet go offline, the IP address
can be mapped to another load balancer with backup instances of your application. Addi-
tionally, having only a single outbound IP reduces any whitelisting maintenance activities.

Azure Front Door

Azure Front Door is one of the newer networking products. Again, it is a product that has
similarities to other networking products but targets a specific use case and type of cus-
tomer. In this case, the company or organization needs to be international and have mul-
tiple instances of their Azure solutions hosted in different regions around the world. Azure
Front Door offers the following features and services:

»  URL-based routing

=  SSL termination

= Session affinity

=  Multisite hosting

=  URL redirection

»  Custom domains and certificate management
= Application layer security

= [Pv6and HTTP/2

=  URL rewrite
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Most of those features are understood simply by the name, and many have already been
discussed. A few of them may not be so clear and need a little more explanation.

Multisite Hosting

Similar to the URL-based routing, URL redirection, and the URL-based redirection con-
figured with Application Gateway in Exercise 3.13, multisite hosting is a feature that routes
requests to different backend pools based on the requested URL. The primary difference
with this feature is that the configuration of the domain names linked to Front Door is
performed on the blade for the product being configured. Multiple domain names and sub-
domains can be hosted and configured directly on the Front Door portal blade. Requests to
those domains will route directly to Front Door.

Custom Domains and Certificate Management

To support the multisite hosting feature, Front Door needs to support custom domains. In
addition to custom domains, SSL certificates are also supported for communicating over
HTTPS. The configuration of those two capabilities is built into the portal and also avail-
able using PowerShell.

Application Layer Security

Application layer security is synonymous with a web application firewall. The WAF
contained within Front Door is primarily focused on attacks that happen at layer 7 such as
SQL injection, cross-site scripting (XSS), and session hijacking. These kinds of vulnerabil-
ities generally happen using the HTTP and HTTPS protocols. The concepts are the same
with regard to Azure Firewall, Application Gateway (WAF), and Azure Front Door (WAF).
A policy that decides whether to prevent or detect an attempted exploit is created. Review
Exercise 3.10 if this is not ringing any bells. Once the policy has been created, a group of
rules (commonly rules that would prevent the known vulnerabilities listed in the OWASP
top 10 list) is applied. When you apply those configurations to a network device, you can
sleep a little bit better knowing your application is as safe as possible.

One last capability that is available has to do with backend pools. Up to now the
only resource types that could be configured into a backend pool have been Azure VMs
contained within a VNet. Azure Front Door also supports products such as App Service,
Azure Functions, Azure Storage, and some others. This feature allows much more con-
trol and provides more configuration opportunities. Placing a WAF in front of an Azure
Functions instance or directing a specific host name to an Azure Storage container are
options that come to mind.

Azure Content Delivery Network

A content delivery network (CDN) is used to get content as close as possible to the cli-
ents who need access to it. Azure has data centers all over the world. These result in
better performance for those closest to the regional locations. However, there can be some
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significant improvement for customers or employees by getting the content hosted physi-
cally closer to them. In Exercise 3.1, you used Network Watcher to measure latency bet-
ween two locations. Now may be a good time to go review it to see the possible latencies
your customer could expect and perhaps how much faster the responsiveness of the site can
be with a CDN.

To learn more about Azure Content Delivery Network, perform the following exercise.
Chapter 4, “Compute,” covers creating the App Service web app required to complete this
exercise. If you are not familiar with that process, consider skipping Exercise 3.15. When
you have completed Chapter 4, come back to this exercise.

Configuring a CDN for Azure App Service
1. Loginto the Azure Portal at portal.azure.com.

2. Create an Azure App Service web app (for example, csharpguitar). See Chapter 4
for more details or follow the online instructions at docs.microsoft.com/en-us/
azure/app-service.

3. Click the Networking link in the Navigation blade and then click Configure Azure CDN
for your app.

4. Inthe New Endpoint section, create a new endpoint (for example,
CSHARPGUITAR-CDN-ENDPOINT). Select the pricing tier (for example, Standard
Microsoft) and CDN endpoint name (for example, CSHARPGUITAR) and then click the
Create button.

That was easy because all the magic happened behind the scenes. Configuring a custom
domain (for example, www.csharpguitar.com) is most optimal in this scenario. Dur-
ing that process you would bind the custom domain to the azureedge.net domain so
that requests made to the custom domain are responded to from the CDN. This works in
the background based on the 120+ point-of-presence (POP) locations around the world.
These POPs have edge servers that are cached with the content you want to deliver to those
requesting it. A request to the domain of the site is routed to the nearest edge server for
response generation. It is expected to be faster because the content is closer. It really can be
significant if the content is large such as videos, audio files, or any content that consists of
multiple megabytes.

A few additional features provided by an Azure CDN follow:

=  CDN caching rules
»  Geofiltering
= File compression

»  Dynamic site acceleration
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CDN Caching Rules

Managing the way content is cached, and when it gets updated, is an important aspect of a
CDN. If there is ever a change to the origin server (the server that is the home to the actual
production content and application), then the content on the edge servers must be updated
as well. The default CDN setting expires what is cached every two to seven days depending
on the selected pricing tier selected during creation. (In Exercise 3.15, the selected pricing
tier was Standard Microsoft, which expires the cache every two days.)

Geofiltering

There may be some countries or locations where you do not want to have your content
stored. When you set up a CDN and point it to an origin source, the content gets cached as
the requests begin to flow in. Geofiltering can be used to prevent Azure CDN from caching
content based on country code.

File Compression

Compressing a file simply means it will be smaller at the time of transmission, which results
in faster transfer times. If a file is 30MB uncompressed but 15MB compressed, it will for
certain result in faster download times when compressed. There are two methods to imple-
ment file compression in the Azure CDN context. The first is to simply implement file com-
pression on the origin server prior to caching the content on the edge servers. This passes
the compressed file from the origin to the edge server. The other method is known as
compression on the fly, where file compression is configurable on Azure CDN. There is a
navigation item in the portal named Compression on the CDN blade. The compression is
based on MIME types, which classifies the kind of file being served (for example, text/xml,
text/css, application/json, or application/javascript). Compression is enabled by
default; however, some configuration may be required if the MIME type of your content is
not in the list.

Dynamic Site Acceleration

Caching content is effective for speeding up delivery for static content. Static content
means that it doesn’t change. This isn’t always acceptable because many applications gen-
erate content that is unique based on information posted in the request body or based on
information sent in the request header. That kind of scenario isn’t made for a CDN. There
are some enhancements that can be made to improve the delivery of dynamic content. This
is a product that comes with an additional cost called dynamic site accelerator. This uses
new capabilities such as route and TCP optimization and prefetching. The most important
takeaway here is that CDNs are most optimal for static content, and if your site is mostly
dynamic, then you may not get great improvements using one.

Traffic Manager

Like Azure CDN, Azure Traffic Manager routes a request to the closest location relative
to the client requesting it. This is referred to as a geographic routing method. In addition

https://www.blactec.biz/welcome


https://www.blactec.biz/welcome

218 Chapter 3 = Networking

to the geographic routing method, ATM provides numerous other features such as a
performance routing method, which monitors the endpoints and redirects requests to only
healthy servers. ATM can also route requests to resources not hosted in Azure. In that sce-
nario, consider that you are already successfully running an application on-premise. A rule
of thumb is, if it’s not broke, don’t fix it, which means let it keep working instead of taking
some action that could cause downtime. But, if that on-premise application is configured in
Azure Traffic Manager, you would be able to manage bursts of traffic by having the extra
elastic capacity hosted in Azure. The cost of having extra capacity waiting for a burst is not
economical, but having the capacity to scale out and in when it happens is one of the most
beneficial aspects of the cloud.

If the intention is to migrate the on-premise to Azure, then you can implement a
weighted routing method. This means routing some traffic to one version of your applica-
tion hosted on-premise while routing others on an Azure version. Once you have confidence
that the application on Azure is running perfectly, disable the on-premise endpoint. If there
is ever a scenario where the on-premise version is again needed, like a disaster recovery sce-
nario, then it is a quick and easy configuration to get back up and running again.

If those scenarios make a lot of sense in the context of your application requirements,
then consider the options. Don’t neglect the fact that both Application Gateway and Azure
Load Balancer have similar capabilities. Consider all the options of each product and make
the most educated decision based on the design requirements and cost.

Azure Relay/Hybrid Connection Manager

Azure Relay is a product that provides a one-to-one or peer-to-peer connection from Azure
into an on-premise network. The connection into the on-premise network doesn’t require
any firewall configurations, VPN gateways, or modification. The reason that it works out
of the box, so to say, is because it works using ports and protocols that are typically config-
ured and supported for other applications already. Those are ports 80 and 443 and proto-
cols HTTP/HTTPS and WS/WSS, the latter being Web Sockets.

The way it works is that Azure Relay is built upon a service bus global endpoint (ser-
vice bus is explained in greater detail in Chapter 6). This global endpoint, which is a URL
similar to csharpguitar.servicebus.windows.net, is protected by an SAS key, which
was discussed in Chapter 2. Within the portal on the Azure Relay blade there is a place to
create a hybrid connection; call it, for example, csharpguitar. The result is a connection
string that resembles something similar to the following:

Endpoint=sh://x.servicebus.windows.net/;SharedAccessKeyName=accsKey;
SharedAccessKey=..

This connection string is then used in code to make the connecting bridge between a client
and a server. Figure 3.70 illustrates the flow between the client and server.
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FIGURE 3.70 Azure Relay and hybrid connection flow diagram
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Notice that connectivity between an Azure VM and on-premise network is not the only
compute resource that can make a connection like this. Additionally, Azure Functions and
Azure App Service can be configured to use Azure Relay via a hybrid connection.

There is one piece missing, which is the code. Both the client and the server require
custom code to manage the authentication and connectivity with the endpoint. Using the
Microsoft.Azure.Relay NuGet package, the connectivity can be configured. Explaining
how to perform the coding is outside the scope of the book, and it’s not required to know
this for the Azure Solutions Architect Expert exam. However, knowing this capability
exists and what the purpose is would be beneficial to understand.

A use case that works well in this scenario was illustrated in Figure 3.70, where you see
a frontend that exists in Azure and the backend in an on-premise network. The frontend is
an App Service web app that exposes an interface for placing orders, and the data source
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for orders is stored is an on-premise database. Being able to scale out the frontends during
a marketing campaign and then scale back in once the merchandise is sold works well with
this architecture. Storing all data in the cloud has been a pressure point for some com-
panies, and this may be a solution.

There is also a feature called the Hybrid Connection Manager, which is directly related
to App Service. You’ll find an exercise for this configuration in the next chapter; until then,
if you have an App Service web app, click the Networking navigation menu item, and you
will see Hybrid Connections in the list of networking features. If you click it, you get a link
to download a connection manager. The connection manager is the server-side application
that would need to be coded if you were to use connectivity from an Azure VM. Microsoft
has created its own feature that uses Azure Relay for making peer-to-peer connectivity
simple. The most significant aspect of the configuration of a hybrid connection between
App Service and a server in an on-premise network is how simple and quick it is to do.

Key Terms

Application security groups (ASGs)
Availability Zones

Azure Firewall (AF)

Azure Traffic Manager (ATM)

Azure Virtual Network (VNet)

Border Gateway Protocol (BGP)
Classless Inter-Domain Routing (CIDR)
Content Delivery Network (CDN)

Curl

Destination network address
translation (DNAT)

DNS zone

Domain Name System (DNY)
dot-decimal notation

Dynamic IP restrictions (DIPRs)
Ephemeral ports

ExpressRoute

ExpressRoute circuits

forced tunneling

Fully qualified domain names (FQDN)
Geographies

Global VNet peering

Hop

Hops

host identifier

Hybrid Connection Manager (HCM)
Instance-level public IP (ILPIP)
Internal load balancer (ILB)

Internet Assigned Number
Authority (IANA)

Internet Information Services (IIS)
IP masquerading
Local area network (LAN)

localhost
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Microsoft Enterprise edge (MSEE)
routers

Microsoft.Batch/batch Accounts
netstat

Network address translation (NAT)
network identifier

Network security groups (NSG)
Network Virtual Appliance (NVA)
Network Watcher

Node

Peering

Point-of-presence (POP)
Point-to-Site (P2S)

Port address translation (PAT)
psping

Routing table

Secure Sockets Layer (SSL)

Security rules

Summary

In this chapter, we covered a lot, including VNets, the Microsoft global network, SNAT,

Summary

Service tag
Site-to-site (S2S)
socket

Source network address
translation (SNAT)

Start of authority (SOA)
Time-To-Live (TTL)

tracert

Traffic Manager

Transport Layer Security (TLS)
User-defined routing (UDR)

virtual network private address space

Virtual network service endpoints
VirtualNetworkServiceEndpoint
VNet peering

Web Application Firewall (WAF)
Wide area network (WAN)
World Wide Web (WWW)
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hybrid networking, TCP/IP, CIDR, VNet peering, forced tunneling, firewalls, NSGs, WAF,

IP restrictions, DNS, ExpressRoute, CDN, and a lot more. Those topics introduce some

sophisticated products, options, and functions. Being able to comprehend and apply these

will have great impact on your path toward Azure Solutions Architect Expert certification.

Networking is a fascinating topic as it touches all aspects of computing, the internet, and
certainly Azure. It shouldn’t take too much convincing that one could spend their entire IT
career just focusing on networking and all its techniques and concepts. Therefore, consider
this chapter as simply an overview of networking; there is much more, enough to fill a few

volumes of books specifically dedicated to TCP/IP, firewalls, and network security.
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The fundamental intent of this chapter was to give you enough of an overview of
the capabilities of Azure networking so that you can have a good chance of passing the
Azure Solutions Architect Expert exam. The content in this chapter exceeds the amount
of information required to pass the exam. If this area of IT interests you, then get deeper
into it.

Exam Essentials

Understand Azure virtual networking.  Azure Virtual Network is the focal point
for networking on the Azure platform. Understanding CIDR, subnets, and VPN con-
nectivity is a fundamental point of focus and required expertise when migrating to
Azure. Knowing how to optimally design your network requirements prior to deploy-
ment is key to success, in addition to knowing the limits and constraints in which a
VNet must run.

Understand network security.  As discussed in the previous chapter, security is the
most important element of an, I'T solution. This applies to network security as well.
Having learned about NSGs, WAFs, firewalls, and IP restrictions, you are well on

your way to having a grasp of this topic. Firewalls and WAFs work on different layers
of the OSI model and by doing so provide different types of security-like capabilities.
Applications will have different types of security requirements; however, no application
should be vulnerable to known exploits. Therefore, in all efforts, apply what you know
about network security by default and seek professional advice when necessary.

Understand Azure DNS.  Azure DNS is provided by default to Azure VMs so that
domain names can be resolved when used. It is possible to configure a private DNS
server, which is useful with the configuration of a site-to-site connection. This will
allow the resources hosted in a VNet to use friendly names when connecting to servers
existing in the on-premise network. Additionally, knowing DNS record types like
CNAME, A, and TXT is useful, especially because they can have different impacts on
applications when their IP addresses are changed.

Understand hybrid Azure networking. Connecting two networks to gain some syn-
ergy that didn’t exist when on their own is a result of hybrids. Using a VPN gateway
or ExpressRoute to connect a VNet and on-premise network is the path to implement-
ing a hybrid network. ExpressRoute doesn’t send any of the traffic over the internet,
while traffic through a VPN gateway does. The VPN is a secured tunnel; however, it
still routes through the public internet. Channeling all outbound internet traffic from
an Azure VNet through an on-premise network is referred to as forced tunneling.
This is helpful for monitoring and controlling the traffic from resources hosted in an
Azure VNet.
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Understand Azure networking products There are many Azure networking prod-
ucts, and they all have specific use cases and sets of features. Knowing the features

of each, and knowing the requirements of your application are crucial in making the
decision about which to use. This is important because many of the products have
overlapping capabilities but also include unique features not available in other prod-
ucts. Azure Load Balancer, Application Gateway, and Azure Traffic Manager all have
the capability to route traffic to a group of backend pool resources, for example; how-
ever, they are all a little different.
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Review Questions

1.  Which of the following CIDR configurations will result in the greatest number of available
IP addresses?

A. 10.0.0.0/8

B. 10.0.0.0/24
C. 10.0.0.0/16
D. 10.0.0.0/32

2. Which of the following network devices offer SSL termination?
A. Azure Front Door Service
B. Application Gateway
C. Load Balancer
D. AandB
3. Which of the following offer the most optimal web application firewall for a small company
needing layer 7 capabilities?
A. Application Gateway
B. Azure Firewall
C. Azure Front Door
D. Traffic Manager

4. What is true about gateway subnets?
A. A gateway subnet must be named gwSubnet.
B. There can be only one gateway subnet per VNet.
C. A gateway subnet must be named Gateway-Subnet.
D. BothBand C

5. True or false: Connectivity between resources in a VNet is enabled by default.
A. True
B. False

6. Which of the following is true?
A. VNet peering connects two or more VNets that exist in the same region.
B. VNet peering connects two or more VNets in different regions.
C. Global VNet peering is when all VNets in a subscription are interconnected.
D

Global VNet peering is the connection between three or more Azure regions.
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If you want to maintain a TCP session at the firewall level, which Azure product must you

implement?

A. Application Gateway
B. Load Balancer

C. Azure Firewall

D. Azure Traffic Manager

Which of the following is not a supported networking design pattern in Azure?

A. Point-to-point

B. Site-to-site

C. Frontend-to-backend

D. Point-to-site

Which of the following is not a requirement for the configuration of a hybrid site-to-site
connection?

A. VNet

B. Gateway subnet

C. DNS

D. VPN

Which of the following cannot route web requests to a specific server in a backend pool
based on information sent in the request?

A.

B.
C.
D.

Azure Content Delivery Network (CDN)
Azure Load Balancer
Azure Front Door

Azure Application Gateway
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v Implement and Monitor an Azure Infrastructure
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Manage workloads in Azure

v Implement Solutions for Apps
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Implement container-based applications
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Design an application architecture
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Companies or developers expose their applications to con-
sumers or employees via a computer. A computer is often visu-
alized as a workstation or laptop that is on the desk or table
in front of you. However, the computer I am referring to here is a server in a data center
whose sole purpose is to provide a service instead of consuming it. That’s clear, right? But,
because servers play such a significant role in the existence of an application, often
compute products are wrongly chosen as the first point of entry and design into Azure.
Compute, aka the hosting model, is not the most optimal entry point for production work-
loads. As you already know, security and networking components need to be considered
prior to compute.

Beginning with the creation of an Azure compute resource before the other two steps
(security and networking) can lead to growing pains or leaving your application vulnerable
to bad actors. For example, did you make your subnet too small for the planned number of
resources being placed into it, or do you have control over who can create Azure resources
in your subscription? Do you need to synchronize your on-premise Active Directory with
Azure to run restricted applications on compute resources hosted in the cloud? What region
do you need to place your compute resources into? Those are just a few of the questions
needing answers that could be overlooked by jumping straight to compute.

By no means am I attempting to convince you to underestimate the importance of com-
pute. Compute is where the magic happens and should be considered the heart of your IT
solution. Without it, there is no place to run the service your program was written to pro-
vide. With no compute, there is no need for a network nor any kind of security implementa-
tion. You can even argue the importance of compute from a database perspective. It is great
to have data, and companies have a lot of it, but without a computer to capture, interpret,
manipulate, and present it, what value does data have? The point is that compute is a place
where you can realize impact and show progress the quickest, which makes it a favorable
entry point. However, doing so would showcase short-term thinking and lack of struc-
tured planning. Therefore, it is recommended you follow the process discussed so far (first
security, then networking, then compute). By doing so, the odds of successful migration or
creation of your solution onto Azure will greatly increase.

“Excellence is never an accident. It is always the result of high intention,
sincere effort, and intelligent execution; it represents the wise choice of
many alternatives—choice, not chance, determines your destiny.”

—Aristotle
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Although Aristotle was referring to life in that quote, the same principle can be applied
to choosing Azure compute products; there are a lot of choices, and making the wrong
choice, as in life, can have undesirable consequences. Moving to or creating a new solu-
tion on Azure unfortunately doesn’t get much easier at this point. Compute is simply the
next level of technical competency required to progress toward your ultimate goal of Azure
proficiency. Choosing which Azure compute resources you need, how much of them, how
much they cost, and how you get your application configured to run on them, can be a
great challenge. But with good intentions and sincere effort, it is possible.

An Overview of Compute
(Hosting Model)

This chapter explains the details of Azure compute, which is synonymous with the hosting
model. To make sure you know what hosting model means, take a look at the exam objec-
tives covered in this chapter. To call out a few, Azure VMs, Service Fabric, App Services,
and Azure Functions are hosting models. Each of these compute products has specific ben-
efits, use cases, and limitations that require clarity so that the best one is chosen for the
workload being created or moved to Azure. The specifics of each hosting model will be
discussed in more detail in their dedicated sections. Until then, let’s focus on two key ele-
ments: cloud service models and how to choose the right hosting model.

Cloud Service Models

I expect you to already know these cloud models if you are now preparing for the Azure
Solutions Architect Expert exam; however, a review will cause no harm. You will know
them as [aa$S, Caa$, Paa$, and FaaS. There are numerous other “-aaS” acronyms for cloud
service models; however, those listed previously are the most common in the Azure context.
Refer to Figure 4.1 for a visual representation of them and read on for their description.
Infrastructure as a service (laaS) was one of the earliest cloud service models, if not
the first. This model most resembles the long-established on-premise architecture where a
software application executes on a stand-alone or virtual server. The server is running an
operating system and is connected to a network. As shown in Figure 4.1, the cloud provider
(i.e., Microsoft) is responsible for the hardware and its virtualization, while the operating
system (Windows or Linux) is the responsibility of the customer. The customer’s respon-
sibilities include, for example, updating the OS version and installing security patches.
The customer has great control and freedom with this model, but with that comes greater
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responsibility. Microsoft only commits to providing the chosen compute power (CPU and
memory) and ensuring that it has connectivity to a network. All other activities rest in the
hands of the customer. Azure Virtual Machines, discussed in more detail later, is Micro-
soft’s [aa$ offering.

FIGURE 4.1 Cloud service models and their responsibilities

laaS CaaS PaaS FaaS
Function Function Function Function User Managed
Application Application Application Application Unit of Scale

Container (optional) | Container (optional)

A container as a service (CaaS) is one of the newer cloud service models on Azure. Caa$
delivers all the benefits available in IaaS, but you drop the responsibility for maintaining
the operating system. This is visualized in Figure 4.1 as the operating system box is now the
same shade as the hardware and virtualization boxes. A popular containerization product
is Docker, which allows the bundling of software, dependent libraries, and configurations
into a single package. Then that package can be deployed into and run on a container host-
ing model. Azure Kubernetes Service (AKS), Azure Container Instances, Azure Service
Fabric, and Web App for Containers all provide the service for running containerized pack-
ages on Azure, all of which are discussed later.

Platform as a service (Paa$) is an offering for customers who want to focus only on
the application and not worry about the hardware, network, operating system, or run-
times. This offering comes with some restrictions, specifically in regard to the runtime.

A runtime is the library of code that the application is dependent on, for example .NET
Framework, .NET Core, Java, PHP, or Python. The dependency on the runtime is defined
during development. For example, if your application targets Python 3.7.4 but that runtime
is not available on the Paa$S hosting model, then your application will not run. The same
goes for NET Core 2.2. If you target 2.2 during development but that runtime is not yet
on the platform, then it also will not run. Making changes to the runtime is not allowed
when running on a Paa$ platform. There are other constraints such as changing or deleting
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operating system—level configurations. This isn’t allowed because they may cause damage,
and as you are not responsible for the operating system, you cannot make changes to it.

Notice the shaded Unit of Scale box on the far right of Figure 4.1. The boxes with the
similar shades under the titles IaaS, Caa$S, Paa$S, and FaaS symbolize where scaling rules (or
manual scaling) are applied when executed. Scaling is a standard PaaS$ feature but can also
be realized using virtual machine scale sets in TaaS. When a scale command is executed, a
duplicated instance of your application is brought online for user consumption. The dupli-
cation is from the virtualization level upward, whereby the VM on which the Paa$ runs
will have the same specification. For example, if four CPUs and 7GB of memory (a common
size of a single-instance Paa$ production workload) are chosen, then the operating system
with all patches, the runtime, the containers, and the application code will be scaled, mak-
ing all the instances identical.

Autoscaling or scaling has not been discussed in much detail so far, but the concept has
been touched on. Again, scaling is the most valuable and cost-effective offering that exists
in the cloud, from a compute perspective, because it optimizes utilization, which reduces
the overall cost of compute power. Products such as Azure App Service and Cloud Services
(deprecating) are Microsoft’s Paa$S offerings.

The final cloud service model to describe is functions as a service (FaaS). Faa$S is most
commonly referred to as serverless computing and is offered via a product called Azure
Functions. Unlike the previously discussed cloud service models, FaaS does not require the
creation of a compute instance. When creating an instance of Azure VM or an Azure App
Service, each of those services requires the selection of an SKU, which describes the number
of CPUs, amount of memory, and storage capacity. In the FaaS context, this is not required;
instead, you simply create the Azure Function and deploy your code to it. The platform
is then responsible for making sure there is enough compute capacity to execute the code.
This simply means that the scaling is done for you. There are some restrictions such as the
length of time an Azure Function can run, and there is a limit on the amount of capacity
you can get allocated. Both of those limits and other limitations to watch out for will be
covered in more detail later in the chapter.

How to Choose the Right Hosting Model

Buying the right Azure compute product and getting it to work properly depends greatly on
understanding your own application’s requirements. Can your code run successfully using
Azure Functions (Faa$S), or does your solution require options only available through Azure
VM (IaaS)? You might be thinking, “I know my application well. I know its dependences,
but I don’t know what is and what is not supported on each of the Azure compute prod-
ucts. How do I get started?” I can relate to that due to the sheer number of Azure compute
options; it can be an overwhelming situation and a cause of great uncertainty.

One reason you may be unsure as to which compute option to use is because you have
not finished reading this chapter yet. All the details you need to know to make an educated
decision are included in this chapter. But to get started, take a look at the decision diagram
presented in Figure 4.2. The diagram is intended only to get you started and to narrow
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down the number of possible options to a more manageable amount. Notice there are seven
possible compute options presented in the diagram; if it helps you reduce the number of
options to two or three, then consider that a good thing.

FIGURE 4.2 Compute selection decision tree
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Let’s walk through the decision tree together starting with the choices for creating a new
application or migrating an existing one (bold words in the discussion relate to a step in
Figure 4.2). For the Azure Solutions Architect Expert exam, understanding the migration
of existing solutions to Azure is most important, so let’s focus specifically on that path.
The answer to Create New, therefore, is no. The next decision point is Migrate. This may
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be a bit confusing, because of course you are migrating, but the question to answer here is
whether you plan on making any cloud optimizations to the solution. Cloud optimizations
are discussed later in the “Azure Compute Best Practices” section. But for now, the decision
is, will you simply lift and shift (aka rebost), or will you do some optimizations to make the
program behave better on cloud architecture?

Assuming you will simply lift and shift with no cloud optimizations (not Cloud
Optimized) immediately reduces the number of recommended options to three Azure
compute products.

=  Azure Container Instances
=  Azure Virtual Machines

=  Azure App Service

Can your solution run within a container; can it be Containerized? If yes, then use the
Azure compute product for your application code and proceed toward Azure Container
Instances. If no, is the product a Web Application or a Web API? If yes, then the best
option for Azure compute would be an Azure App Service. If the code being migrated to
Azure is not web/internet-based, then your best choice is an Azure VM.

Web Application, Web API, and Other Application Types

Web applications are typically code that is executed from a client browser
using the HTTP protocol. Some common programming languages used here
are ASP.NET, PHP, and Node.js. Web APIs are also triggered via the HTTP
protocol, but they typically return a JSON document and have no user inter-
face (no GUI). Other application types are background tasks that may manip-
ulate data on a scheduled frequency or a constantly running service that
checks for the existence of an item in a queue and, if found, processes it.

Now go back and take a look at the decision tree where we chose no for making cloud
optimizations; this time choose yes for Cloud Optimized. Notice that electing to make
cloud optimizations to your existing application increases the number of available com-
pute options. This is a good decision because many of the Azure compute products that
support the most technically advanced cloud capabilities require tweaking to get the code
functional; just a simple lift and shift is not enough to get the most advanced technical ben-
efits. In many cases, these other cloud-optimized compute options are more cost effective.
Lastly, as you will learn in Chapter 7, “Developing for the Cloud,” there are some specific
technical concepts that exist in the cloud that you must be aware of. These concepts may
not be intuitively obvious to those having only experience with creating and maintaining IT
solutions on-premise.

Next answer the question about HPC. High Performance Computing (HPC), aka Big
Compute, is a IT solution that uses a large amount of CPU, GPU, and memory to perform
its function. These kinds of workloads are typically used in finance, genomics, and weather
modeling. The amount of compute power for these processes is huge. If your application
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falls into the HPC category, then Azure Batch is the place to begin your research and
analysis. If not, can your application run in a serverless context? Azure Functions is the
Microsoft serverless compute offering. The primary difference between Azure Batch (HPC)
and Azure Functions is the size and scale required for processing. The program triggered
from an Azure Batch job can be small and compact, but the amount of compute power
required to run would likely consume more CPU and memory than is available from an
Azure Function. Azure Functions too, should be small and compact. The amount of CPU
and memory would be more mainstream and can be large, just not jumbo. In both cases,
HPC and serverless are scaled dynamically for you so that the program will successfully
complete; the scale is what is different. This will become clearer as you read through the
chapter. Don’t worry.

In reality, all Azure compute products are running on Azure VMs behind the scenes.
Azure App Services, Azure Batch/HPC, Azure Functions, Azure Containers, Service
Fabric, and Azure Kubernetes Service (AKS) all run on Azure Virtual Machines. The
remaining three compute options are focused primarily on, but not limited to, deployment,
maintenance, and failover tasks. These capabilities are commonly referred to as the
orchestration of containerized workloads. I would go so far and confidently state that most
legacy enterprise applications cannot simply be containerized and orchestrated without
significant investment in both application redesign and IT employee training. The concepts
of containerization, orchestration, and maintenance didn’t exist a little more than a decade
ago. That being said, if the application would not benefit from Full Orchestration, then
Azure Container Instances is a recommended point of entry for the solution. Service Fabric
is focused on the Microsoft Stack (NET and Windows), and AKS is focused on open
source stacks (PHP, Python, Node.js, and Linux).

Operating Systems

Microsoft Azure supports both the Windows and Linux operating systems
for all compute offerings. If there are a few compute products that are still
Windows only, be assured that Linux support is on the way.

The decision tree is intended as a starting point. I hope after reading the previous text
and viewing the flow chart, things are not as overwhelming as you might have initially
thought. Before we get deeper into the specific Azure compute products, take a look at the
following two sections, which contain some general information to consider as you begin
the procurement of Azure compute.

Architectural Styles, Principles, and Patterns

The decision-making process surrounding Azure compute products requires a solid under-
standing of the technical requirements of your application. Proficient knowledge of the
application’s style and architectural pattern is an added necessity. The style of application
has great impact on the combined architectural pattern and its defined use cases. Here,
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use cases refers to the services that provide the application’s purpose. The following bullet
points give a quick overview of the three topics that are discussed briefly in this section:

= Styles: Big Compute, Big Data, event-driven, microservices, n-tier, web-queue-worker
= Principles: Self-healing, redundancy, scaling, data storage

= Patterns: Circuit breaker, gatekeeper, retry, sharding

A previous discussion around the decision tree flow had to do with HPC versus Azure
Functions. There, I linked HPC with its Big Compute style. The Big Compute style
is a rather standard architectural pattern. In general, there is a scheduler, like Azure
Batch, which also coordinates the tasks on the provisioned Azure VM worker pool (see
Figure 4.3).

FIGURE 4.3 AnHPC diagram with Azure Batch
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The tasks are commonly either run in parallel when there is no dependency bet-
ween them or coupled when more than a single task needs to run on the same resource
in sequence. Perhaps the use case here is number computation for Monte Carlo simula-
tions. The point is that a Big Compute architecture pattern would mimic Figure 4.3 to
some extent most of the time in this application style. If you implement a different pattern
for that style, then you may have availability or performance issues because the wrong
approach was implemented. Take next, for example, Azure Functions, which is event-
driven. This style would have an event producer, event ingestion, and one or more event
consumers, as visualized in Figure 4.4.
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FIGURE 4.4 An event-driven architecture diagram
Event Consumer

Event Producer Event Consumer

Event Ingestion

Event Producer Event Consumer

Event Consumer

An event producer could be numerous IoT devices that are measuring humidity and
updating a Service Bus message queue. The Service Bus is providing the event ingestion ser-
vice. The humidity reading is then consumed or processed and stored into a database, for
example by the Azure Function, i.e., the event consumer. Each style has a recommended or
common architecture pattern, and each pattern is covered in detail in Chapter 7. Keep in
mind that the architecture on which the application executes also has best-practice design
principles and patterns. This means that in every case one must understand which compute
product to use, know how it works, and then build the application following the best-case
patterns for that hosting model; read Chapter 7 for those details.

To touch only briefly on Azure design principles, there is one that jumps out and
is worthy of mention here and again later. The principle is referred to as design for
self-healing. Self-healing means that when a server is recognized as not being healthy, then
the platform, in this case Azure, takes an action to make it healthy again. In many cases,
this a reboot of the virtual machine. In the cloud context, there is a term called hyperscale,
which means there is so much capacity being added and removed so quickly that its com-
plexity exceeds that of human capacities. There is no chance that Microsoft could hire
enough people with the right skills to manage all the servers that exist in the Azure cloud
today; it must be automated.

The health of an application is not the responsibility of the cloud provider; however, an
unhealthy application can cause the host (i.e., the virtual machine) to become unhealthy.
For example, when there is a memory leak, the storage capacity is 100% consumed or there
is a fatal Blue Screen of Death (BSOD), so the server and the application will not be usable
anymore. Some action would need to happen to bring the application back online, and that
action cannot be a manual one. That action is called auto-heal or self-heal. That brings
you to the conclusion that when writing code, your application must be able to withstand a
self-healing when a fail occurs.

One cloud design pattern for handling self-healing is called retry, as illustrated in
Figure 4.5. Assume that for some reason the VM that the Azure App Service is making a
connection to was determined to be unhealthy and is performing a recycle of the website.
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FIGURE 4.5 Aretrycloud design pattern diagram
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If the site has high traffic, then during that recycle, it is probable that a request to the
VM will fail. In the application code, you must handle the exception and perform a retry
of the request that just failed. It does depend on the scenario and requirements of your
application. It might be okay to simply return an exception message to a client requesting
a document, for example, while not so acceptable if an exception is returned while placing
an order. The preceding few sentences should now clarify my previous comment that you
must be aware of specific technical concepts that exist in the cloud that may not be intui-
tively obvious to those having only experience with creating and maintaining IT solutions
on-premise. It is for sure that exceptions happen when running applications on-premise, but
most on-premise applications have support teams that can connect via RDP to the machine
and manually correct the problem. This is not always the case in the cloud; the scale is
simply too large for manual activities to be the norm. Therefore, instead of manual actions,
recovery is performed by the platform automatically. All styles, principles, and patterns
are discussed in detail in Chapter 7; if you are interested in learning more about them now,
skip ahead and learn more.

Azure Compute Best Practices

Chapter 7 has in-depth coverage of cloud best practices, styles, principles, and patterns.
The awareness of these concepts at this point, however, is necessary because each will
influence the decision of which Azure compute product to deploy or create your application
on. From a best-practice perspective, some decision points are again based on the require-
ments of the application. There are best-practice recommendations for applications that
utilize and expose APIs and for applications that are background jobs. In addition, best-
practice guidelines exist for implementing autoscaling, monitoring and diagnostics, cach-
ing, and how to best recover from a transient failure.

From an API best-practice perspective, applications would be best suited for supporting
clients and consumers if they were to implement a Representational State Transfer (REST)
API. REST APIs are endpoints that expect and deliver responses in the form of JSON
documents. There are numerous other technologies that support this kind of internet API
capability, such as Electronic Data Interchange (EDI), XML documents, Tuxedo, Simple
Object Application Protocol (SOAP), and the Windows Communication Foundation
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(WCEF) framework. Each of those techniques would work, but best-practice recommenda-
tions, when your requirement is to expose an API using the HTTP protocol, are to use the
REST API architectural style.

From a background job perspective, there are as many options as there are scenarios
in which background jobs operate. A background job is a program that runs on a com-
puter that does not have a user interface and typically processes data and delivers the
results of the processing. There are two primary scenarios to discuss regarding background
processing: how to trigger it and where to run it from. Triggering refers to how the
program gets started. As mentioned, there is no interface with a button to click that tells
the program to run. Instead, the background process can be scheduled to run at certain
intervals or triggered when an event takes place. Running at a scheduled interface is
relatively straightforward; CRON is the most common scheduler for this scenario. The
other scenario is much more dependent on the type of event and what the requirements are.
An event is somewhat synonymous with a message, and all the messaging Azure products
are discussed in Chapter 6. There are a number of them, and all have their best-case sce-
narios, use cases, and software development kits (SDKs). In short, the background process
would be hooked into a queue of some kind where a message would be sent (remember the
event-driven diagram from Figure 4.4). When a message is received, the hook is triggered
that invokes the background job, which then performs the code contained within it. Which
hosting environment to use also plays an important role as many Azure compute products
can be used to run APIs and background jobs. Azure App Service WebJobs and Azure VMs
are well suited for running background jobs and supporting APIs. Azure Batch and Azure
Kubernetes Service (AKS) can also be used for running background jobs, but Azure Batch
is not intended to host APIs as you would imagine. By the time you complete this chapter,
it will be clear which model to use for which application style; however, you will need to
know what patterns your application implements and then search the best-practice patterns
for that one specifically.

If you intended on implementing autoscaling, any custom monitoring, or diagnostics
capabilities or caching, there are some good examples of how to do this. Again, these are
discussed in Chapter 7. A description of a transient failure and the expectation of its occur-
rence in the cloud are worthy of some initial discussion. From an on-premise perspective,
transient errors or any error caused by a network virtual appliance hang, memory failure,
or hard drive crash are not expected. This is because those hardware components are of
trademark quality and are expected to have a high level of stability (which you pay a pre-
mium for). In the context of hyperscale cloud architecture, the hardware is more of a com-
modity. That means when it fails, it simply gets replaced, and the old one is trashed. That’s
fine, but those failures can have what is called a transient event, or an event that happens
and is self-healed after some short amount of time. This is something that isn’t expected
often when running on-premise but needs to be coded for when running in the cloud
because it can and will happen more often. The application must gracefully recover from
short, random, nonreproducible moments of downtime as a matter of design.

In conclusion, each best-practice example is bound to a cloud service model, hosting
model, style, principle, and patterns that are implemented into or required by your appli-
cation. Figure 4.6 illustrates a Venn diagram to visually represent the relationship between
these concepts.
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FIGURE 4.6 A Venn diagram that visually links the cloud service model, hosting model,
style, pattern, design principles, and patterns together
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The sweet spot directly in the middle of those five concepts is where you want your
application to land. Finding that spot is no easy task; however, knowing the requirements
to make an educated decision is the first step. The remaining comes from experience. You
will gain some of that experience as you complete the exercises in this chapter. You should
be able to answer questions like the following:

Which two of the following compute hosting models provide the highest level of cus-
tomization?

= Azure Virtual Machines

= Azure App Service

= Agzure Functions

=  Azure Container Instances
The answers are Azure Virtual Machines and Azure Container Instances. As you
will learn, both Azure App Services and Azure Functions run within a sandbox that

limits some kinds of supported configuration activities. You have more freedom with a
virtual machine and a container. This will become crystal clear as you read more.

Azure Container Instances

The Azure Container Instances (ACI) is Microsoft’s container as a service offering and is
an entry point for customers with applications that run within isolated containers, where a
container is an application or program that is packaged with all dependencies and deployed
onto a server for its execution. The package is often referred to as an image, while the
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container is often referred to as the runtime. The following are a few benefits for running
application code in containers:

=  Containers are portable.
=  Containers are lightweight.
= Containers are flexible.

= Containers are scalable.

From a portable perspective, containers allow a developer or release manager to have
confidence that the code in the container will run anywhere, on a local development envi-
ronment, on a corporate on-premise physical server, or in the cloud. It will run anywhere
without making any configuration or coding changes because it has no system depen-
dencies. A container is lightweight because it reuses the operating system of the host; there
is no need for an operating system to be deployed along with the container. It is flexible
because all kinds of programs—small, large, simple, or complex—can run in a container.
They are scalable, which means the number of servers that can simultaneously run the con-
tainer can be added to provide more compute power when usage increases.

When a container package is deployed to ACI, it receives a public-facing IP address and
domain name with the extension x.<region>.azurecontainer.io, where * is the name of
the ACI container that must be unique for the given region. A region, as covered in detail in
Chapter 3, is the geographical location that the ACI will be installed into. This is selected
during the container’s creation. Regions are, for example, northeurope or southcentralus.
Keep in mind that ACI is not yet available in all Azure regions; however, the deployment
globally is ongoing and will reach worldwide scale in the short term.

ACI offers support for containers running on either Windows or Linux. The container
concept has been mostly focused on the open source community and therefore Linux, so
you will find the number of supported features for Linux images is greater than that cur-
rently for Windows. Table 4.1 lists the currently supported Windows base images on ACI.

TABLE 4.1 ACI-Supported Windows Images

Server Version Edition Version

Windows Server 2016 Nano Server 10.0.14393.*
Windows Server 2016 Server Core 10.0.14393.*
Windows Server 2019 Nano Server 10.0.17763.*
Windows Server 2019 Server Core 10.0.17763.*
Windows Server 2019 Windows 10.0.17763.*
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The thing about Linux is that there are a lot of versions and editions. And when I write
“a lot,” I mean a lot. In reality, there can be an infinite number of versions and editions
because the Linux operating system is open source, and if I were so inclined, I could create
my own version and edition of Linux, and it would run on the ACI platform. Therefore,
there is no table that defines which Linux images will run on ACI. Be assured, however,
that mainstream versions of Linux will deploy and run as expected on the Azure Container
Instances platform.

OS Virtualization, Containers, and Images

If you are like me, meaning most of your career has been in the Microsoft world of Win-
dows and the .NET Framework, then the concept of images and containers may be a bit of
a mystery. This is common because like I wrote earlier, this concept was mostly confined
to the open source community, which until recently Microsoft was not actively engaged
in. Although there are numerous products that provide OS-level virtualization, the most
common one is Docker. The Docker software is less than a decade old, which may seem
like a long time when considering “cloud speed” but in reality is not. Docker became a pub-
licly available open source product in 2013 and only became supported in Windows Server
2016, which was shipped that same year. Based on that, I am confident that you will agree
containers are a relatively new concept, especially from a Windows perspective. Be assured,
however, that this area is picking up steam and will become a must-know skill set, espe-
cially for an Azure Solutions Architect Expert.

Let’s look at what OS-level virtualization is in a bit more detail. Take a look at
Figure 4.7, which compares a virtual machine with a container. We have not discussed
Azure Virtual Machines in detail yet; that is coming in the next section. However, I would
expect anyone reading this book to have a decent understanding of what a virtual machine
is. You should have also created a number of Azure VMs in the previous chapter.

FIGURE 4.7 Comparison of virtual machines and containers
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Notice that the primary difference between running application code on a virtual
machine and a container is that the operating system is abstracted away. When you create
a virtual machine, part of the process is to choose the operating system that is installed
along with the acquisition of the CPU, memory, and storage resources. In many cases, a
program you want to run doesn’t warrant the existence of an operating system, because the
operating system itself consumes more of the compute power than the application. In that
scenario, having an alternative to run a program on a host in an isolated container, without
having a dependency on an operating system, is a desirable option.

Accessing the Kernel

Both Linux and Windows have modified their kernel to support the Docker
engine. This is the way a container can run on a host without an operating
system. In other words, it gets access to the kernel of the host. In Windows
Server 2016, container support was still a hardware virtualized offering and
wasn’t coded into the kernel. Kernel support was released with Windows
Server 2019 through a capability called Windows Subsystem for

Linux (WSL).

So, what is an image exactly? I will explain it here, but note that in one of the exercises
later in this chapter, you will get to create an image. It will become clearer as you read
on. An image is the package of files, configurations, libraries, and a runtime required by
a program to run. If your program is written in ASP.NET Core, then the code itself, its
dependent libraries, and the runtime in which the code can execute together constitute the
image. The image is defined in text form and then built, most commonly, using the Docker
program. Once the image is created, you can deploy it to Docker Hub for private or public
consumption. Figure 4.8 illustrates the relationship between an image and a container visu-
ally, which may help with your understanding of those terms.

FIGURE 4.8 Imagescompared to containers
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A container, on the other hand, is an instance of the image runtime. When an image is
deployed to, for example, Azure Container Instances (the host), initially it will only con-
sume space on some form of storage provider, like a hard drive. In that state, it is still an
image. Once the image is instantiated, accessed or run, and loaded into memory, it becomes
a container. The container becomes a process that comprises the runtime and application
code for responding to requests, messages, or web hooks. In summary, a container is a
living instance of an image on a host, while an image is a package of code, libraries, and a
runtime waiting to be used.

Container Groups and Multicontainers

A container group, as one would imagine, is a group of containers. So what is a container?
Can you answer that without reading forward or backward? A container is an instantiated
image or an image that is loaded into memory ready to execute and perform its intended
purpose. Therefore, a container group is a group of images running on a host ready to do
some work.

It is possible to have multiple container groups, but it is currently only possible to have
multiple containers in a single container group when running in a Linux container. This
means when you consider a container group as the unit that runs on a virtual machine and
the container as a process running on the virtual machine, you can run many containers
within the same process. If you know something about IS, a synonymous scenario is when
you run multiple websites within the same application pool, assuming the application pool
maps to a single process. See Figure 4.9.

FIGURE 4.9 A representation of multiple containers in a single container group
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Visualize the virtual machine where the container group consists of two websites (i.e.,
containers), both of which are running within the same process, where a process means all
the EXEs running on the machine that are presented when you open Task Manager or Pro-
cess Explorer. The container is one of those EXEs. The caveat here is that each container
in the container group must be bound to a unique port. As shown in Figure 4.9, one of the
containers is bound to port 80, while the other is bound to port 8080. Now that you have
some understanding about images and containers, complete Exercise 4.1, which will help
you get a workstation configured to enable the creation of an image and the local execu-
tion of a container. If you do not want to install the third-party software required to create
an image and run a container, that is not a problem. You can skip Exercises 4.1, 4.2, and
4.3. Exercise 4.4 and the following exercises are not dependent on those three exercises;
complete them if you want to get hands-on experience with Docker.

Configuring a Workstation to Create a Docker Image
1. Download and install Git from https://git-scm.com/download/win.

2. Onceit's downloaded, begin the setup wizard. Accept all the defaults. Once the
installation is complete, enter the following command into PowerShell and then click
Run As Administrator. The output will be something similar to Figure 4.10.

git --version

FIGURE 4.10 Outputofthe git version command

PS C:\> git --version

git version 2.23.0.windows.1

3. Docker requires BIOS-level virtualization support. To confirm this is enabled on a
Windows workstation, check the Performance tab in Task Manager. You should see
something similar to that shown in Figure 4.11. There are too many scenarios for
enabling BIOS-level virtualization to provide instructions on how to enable them all.
However, a simple search using Google or Bing for this phrase How to enable BIOS
level virtualization for <enter OS version> will render the necessary results.
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FIGURE 4.11
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Install Docker from this site:

@ Open Resource Monitor

https://www.docker.com/products/container-runtime

Scroll down, click the Download Docker Engine button, and select the version based
on the operating system running on your workstation. In this example, because | am
running Windows, download Docker Desktop for Windows. You will need a Docker

account to download the free software.

Once downloaded, double-click the Docker Desktop Installer. Accept the default

options on Windows. Hyper-V and container features must be enabled. If requested,
install them and reboot.
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How to confirm the enablement of BIOS-level virtualization
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